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EKSAMEN I JURIDISKE VALGEMNER  

VÅR 2016 

Dato: Monday,  May 23rd 2016 

Tid: Kl. 10:00 – 14:00 

 

JUS5630/ JUR1630 Privacy and Data Protection 

The language of examination for this course is English: students may answer in English ONLY, answers in 

any other language than English will be given  a F (F for fail). 

 

In the underground transport system of the city M, which is located in a country outside the EU, there is 

free Wi-Fi. Internet is available in all the trains, also while these are on the move in the tunnels. Pursuant to 

local law, if you want to use Wi-Fi, the first time you access it you need to pass an authentication process 

and confirm your identity. This can be done in two alternative ways: i) releasing your mobile phone number 

by sending an sms to a particular phone number; ii) through a local public services portal where you need 

to enter your login and password. 

In addition, five thousand surveillance cameras are installed all through the underground system. The 

cameras are equipped with facial recognition technology. The main idea is to collect face images of 

passengers and compare them to existing images from databases, allowing to identify known terrorists and 

criminals. 

Envisage the following scenario.  

Andrew (A), an EU citizen, was on a business trip to M where he used the underground. He connected to 

free Wi-Fi by providing his mobile number. Immediately, a message popped up on the screen of his mobile 

phone stating that while using Wi-Fi, A will receive advertisements which are quite easy to turn off. One of 

the advertisements was dedicated to an international dating website (IDW) which, in cooperation with 

mobile operators, is able to track and suggest matching profiles of people located nearby. A accidentally 

pressed on this advertisement, opening the respective web-site. He spent a few seconds at the site and 

then left it. While the website was open, some pop-up messages in unfamiliar language appeared. When he 

left the website, A thought he had turned off these messages too.  

After A left the underground metro station, he was stopped and searched by the police. The reason 

appeared to be a positive match of his facial image with a face of a known criminal. A ended up being 

detained by the police for three hours. After checking his documents and some other procedures, A was 

released with apologies and an explanation that the match was a false positive. While A’s detention did not 
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result in him missing a plane or a business meeting, he felt very uncomfortable and thought that his right to 

privacy had been violated.    

After his departure from M, A started receiving sms/mms suggesting profiles of “matching” persons located 

nearby. This concerned all the places he crossed on his way home and finally in his home town in the EU. 

Apart from the location, the system seemed to be aware of at least his gender, age, and nationality. He 

tried to stop the unwanted service by contacting IDW. The latter replied that according to their records, A 

had expressed his consent to be registered on the website and to receive messaging by pressing an icon on 

a pop-up window. That pop-up window contained a text stating inter alia that by pressing the icon, a 

person consents to participating in the system, allows IDW to obtain personal data from the person’s 

mobile operator, and confirms that he/she is willing to receive matching profiles via sms/mms.   

A said that this was a mistake and that he had never given any consent. Finally, after several days, IDW 

stopped sending messages and reported that it had deleted all personal data relating to A from its system. 

But before this, A’s wife accidentally saw the “matching” messages, became very angry, and started talking 

about getting a divorce. A became angry too and decided to hire a lawyer and sue not only IDW but also his 

mobile operator for releasing his personal data to the website. Additionally, he sought advice from the 

lawyer as to whether the installation and use of the facial recognition system violates his right to privacy, 

particularly in light of the fact that he was detected and detained mistakenly.  

The tasks: 

1. In respect of using Wi-Fi:  

You are the EU-based lawyer A contacted. What advice would you give to your client? Has IDW 

and/or the mobile operator acted in breach of data protection legislation? You should use EU data 

protection legislation (particularly Directives 95/46/EC and 2002/58/EC) as the basis for your 

answer. 

 

2. In respect of camera surveillance:  

Again, you are the EU-based lawyer. Write a short brief covering the following issues: 

 

a) Do the facial recognition activities amount to an interference with A’s right(s) under Article 8(1) 

of the European Convention for the Protection of Human Rights and Fundamental Freedoms 

(ECHR)? Provide reasons for your answer. 

b) How are these activities to be evaluated pursuant to ECHR Article 8(2)? 

You may assume that M is in a country that has signed and ratified the ECHR. 

 

The answer to the first question constitutes 2/3 of the exam grade, to the second question 1/3. 
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*** 
 
 

Sensuren faller mandag 13.juni klokken 15.00. Kontroller på StudWeb eller ta kontakt med Infosenteret på 22 85 95 

00. Kandidatene har rett til en redegjørelse for sensurvedtaket ved henvendelse til sensorene innen en uke etter 

sensur. Kontaktinformasjon for sensorer finnes på Fakultetets nettsider. Du kan også ta kontakt med infosenteret. 

Klagefristen er tre uker etter sensur. 

The result of the exams will be announced monday 13
th

  May, at 15.00 hours. You can check the results in the 

StudWeb, or by contacting the Information Centre, phone 22 85 95 00.  After the exam results are announced, 

candidates have the right to be informed of the grounds for the result as long as a request is made within one week of 

the announcement. The names and contact information of the examiners can be found on the Faculty’s website, or by 

contacting the Information Centre. The deadline for appeal is three weeks after the announcement of the results. 

 

 

Oslo, 23.05.2016 


