
 
JUS5630 exam revision notes  

The following notes suggesting answers are not intended to provide exhaustive delineations of the 

applicable law(s) or the possible legal issues involved. They do, however, give some guidance as to 

principal points of law and related issues. 

Exam question 

In the underground transport system of the city M, which is located in a country outside the EU, 

there is free Wi-Fi. Internet is available in all the trains, also while these are on the move in the 

tunnels. Pursuant to local law, if you want to use Wi-Fi, the first time you access it you need to pass 

an authentication process and confirm your identity. This can be done in two alternative ways: i) 

releasing your mobile phone number by sending an sms to a particular phone number; ii) through a 

local public services portal where you need to enter your login and password. 

In addition, five thousand surveillance cameras are installed all through the underground system. The 

cameras are equipped with facial recognition technology. The main idea is to collect face images of 

passengers and compare them to existing images from databases, allowing to identify known 

terrorists and criminals. 

Envisage the following scenario.  

Andrew (A), an EU citizen, was on a business trip to M where he used the underground. He 

connected to free Wi-Fi by providing his mobile number. Immediately, a message popped up on the 

screen of his mobile phone stating that while using Wi-Fi, A will receive advertisements which are 

quite easy to turn off. One of the advertisements was dedicated to an international dating website 

(IDW) which, in cooperation with mobile operators, is able to track and suggest matching profiles of 

people located nearby. A accidentally pressed on this advertisement, opening the respective web-

site. He spent a few seconds at the site and then left it. While the website was open, some pop-up 

messages in unfamiliar language appeared. When he left the website, A thought he had turned off 

these messages too.  

After A left the underground metro station, he was stopped and searched by the police. The reason 

appeared to be a positive match of his facial image with a face of a known criminal. A ended up being 

detained by the police for three hours. After checking his documents and some other procedures, A 

was released with apologies and an explanation that the match was a false positive. While A’s 

detention did not result in him missing a plane or a business meeting, he felt very uncomfortable and 

thought that his right to privacy had been violated.    

After his departure from M, A started receiving sms/mms suggesting profiles of “matching” persons 

located nearby. This concerned all the places he crossed on his way home and finally in his home 

town in the EU. Apart from the location, the system seemed to be aware of at least his gender, age, 

and nationality. He tried to stop the unwanted service by contacting IDW. The latter replied that 

according to their records, A had expressed his consent to be registered on the website and to 

receive messaging by pressing an icon on a pop-up window. That pop-up window contained a text 

stating inter alia that by pressing the icon, a person consents to participating in the system, allows 



IDW to obtain personal data from the person’s mobile operator, and confirms that he/she is willing 

to receive matching profiles via sms/mms.   

A said that this was a mistake and that he had never given any consent. Finally, after several days, 

IDW stopped sending messages and reported that it had deleted all personal data relating to A from 

its system. But before this, A’s wife accidentally saw the “matching” messages, became very angry, 

and started talking about getting a divorce. A became angry too and decided to hire a lawyer and sue 

not only IDW but also his mobile operator for releasing his personal data to the website. Additionally, 

he sought advice from the lawyer as to whether the installation and use of the facial recognition 

system violates his right to privacy, particularly in light of the fact that he was detected and detained 

mistakenly.  

The tasks: 

1. In respect of using Wi-Fi:  

You are the EU-based lawyer A contacted. What advice would you give to your client? Has 

IDW and/or the mobile operator acted in breach of data protection legislation? You should 

use EU data protection legislation (particularly Directives 95/46/EC and 2002/58/EC) as the 

basis for your answer. 

 

2. In respect of camera surveillance:  

Again, you are the EU-based lawyer. Write a short brief covering the following issues: 

 

a) Do the facial recognition activities amount to an interference with A’s right(s) under Article 

8(1) of the European Convention for the Protection of Human Rights and Fundamental 

Freedoms (ECHR)? Provide reasons for your answer. 

b) How are these activities to be evaluated pursuant to ECHR Article 8(2)? 

You may assume that M is in a country that has signed and ratified the ECHR. 

 

The answer to the first question constitutes 2/3 of the exam grade, to the second question 1/3. 

 

Advice: 

Task 1. 

Issue 1. Is there personal data? Is there data processing? 

• A’s data in question: at least his location, gender, age, nationality, mobile phone number.  

• DPD Art 2(a) and recital 26.  

• During discussion, a student may refer to Article 29 Working Party Opinion 4/2007 on the 

concept of personal data (“any information”, “relating to”, “an identified or identifiable”, and 

“natural person”). May also refer to relevant case law interpreting “personal data” quite 

broadly.  



• Is A identified or identifiable? Apparently yes. 

•  “processing of personal data” – see Art. 2. Data processing takes place in the case of both 

mobile operator and IDW.  

Issue 2. Applicable law? 

• Apply Art 4(1) + recital 19; Art.29 WP opinion 8/2010 (not formally legally binding).  

• IDW and mobile operator – are they controllers / processors? Both controllers. 

• It is unknown where mobile operator and IDW are established. Taking into account that 

mobile operator operates in the EU (A is its customer; uses equipment in the EU), IDW 

operates internationally (including in the EU) and uses equipment situated in the EU, and A is 

EU citizen, it can be presumed that applicable law - EU.  

• Are mobile operator and IDW required to comply with EU data protection law? Probably yes. 

Issue 3. Have requirements of Art 7 been met? 

• In respect of IDW: Unambiguous consent? Doubtful, especially as consent can hardly be 

regarded as informed (“pop-up messages in unfamiliar language”). Art 2(h) + Art 7(a). 

• Possible application of Art 7(b-f)? Doubtful. 

Issue 4. Have requirements of Art 6 been met? 

• In respect of IDW: Possible breach of Art 6(1)(a) – doubtful that collection of personal data by 

IDW has been 'fair'. 

• In respect of mobile operator: Art 6(1)b) – breach of purpose limitation principle; 

incompatible secondary use of data. 

• Possible breach of Art 6(1)(c)? 

Issue 5. Breach of other requirements under Directive? 

• Possible breach of Art 10 and 11 (where data have not been obtained from the data subject)  

– doubtful that all relevant information is communicated up front. 

• What about Art 15? (automated processing of personal data by IDW). 

• Possible breach of Arts 25-26 by mobile operator (transfer of personal data to a country 

outside the EU).  

Issue 6. Breach of other rules under other instruments? 

• Dir 2002/58/EC. Art 13. 

Issue 7. Remedies and assistance? 

• Art 28(6) 



• Possibility to get damages under A’s national law (cf Art 23)? Yes, but is injury sufficiently 

significant? 

Task 2. 

(a) 

• The first stage is to establish whether the the facial recognition activities fall within the scope 

of one of the rights protected by ECHR Article 8 (1) 

• Case law around ECHR: a broad interpretation of the right to privacy. People can expect 

privacy in public places including underground. Relevant case law: Peck v. the United 

Kingdom.  

• The next stage is to determine whether there has been interference. Peck v. the United 

Kingdom also notes that “the monitoring of the actions of an individual in a public place by 

the use of photographic equipment which does not record the visual data does not, as such, 

give rise to an interference with the individual’s private life” (§59). The use of facial 

recognition technology implies collection and recording of images, thus, interference takes 

place. 

• (Additionally) A very good answer may mention that CCTV has impact on privacy in two ways: 

through its surveillance role and through its information collecting role. May mention privacy 

of behaviour and action, privacy of location and space and informational privacy. 

Informational privacy: DPD Recital 14 and Article 33 (image data relating to natural persons). 

• Conclusion: the facial recognition activities amount to an interference with A’s right(s) under 

Article 8(1) ECHR. 

(b)  

• It is necessary to discuss whether facial recognition activities are: (i) in accordance with law; 

(ii) pursue a legitimate aim; and (iii) are necessary in a democratic society in order to pursue 

that legitimate aim. 

• In accordance with the law 

• any limitation, any interference must have a legal basis (“some basis in domestic law”) 

(Kruslin v. France): Is there national law establishing CCTV with facial recognition in the 

underground? Unknown.  

• However, the mere presence of law does not make the regime automatically “in accordance 

with the law”, since the law itself must have the quality of law. A very good answer would 

mention that this implies a number of requirements:  

• The law in question should not contravene other laws, in particular superior laws (e.g. ECJ 

decisions on the EU Data Retention Directive and the EU-USA “Safe Harbour” agreement, see 

also Gillan and Quinton v. United Kingdom) 



• The requirements of accessibility and foreseeability. The law should be adequately accessible 

to the person concerned, and it should ensure that any interference is reasonably 

foreseeable to the person concerned, that is, formulated with sufficient precision to enable 

the individual to regulate his conduct (S. and Marper v. the United Kingdom, Gillan and 

Quinton v. United Kingdom). 

• A law must be specific, precise and clearly defined 

• “In accordance with law” also implies that the domestic law must contain a measure of legal 

protection against arbitrary interferences by public authorities with the human rights 

• Conclusion: there may be problems with “in accordance with law” criteria. 

• Legitimate aim 

• The aim is to identify known terrorists and criminals. This falls within national security - 

probably a legitimate aim.  

• Necessary? 

• See Huber case. The measure concerned must be necessary to realizing these goals. A very 

good answer will note that in some cases, a more stringent standard is applied – in order to 

be necessary, it has to be demonstrated that other less intrusive methods are not available. 

If there are other security measures which are less intrusive or non-intrusive and capable of 

providing equal security, i.e. to achieve same purpose with the same result, this least harmful 

choice should be used. 

• Are there adequate alternatives to facial recognition?  

• Conclusion:  probably necessary, but false positives are problematic; the technology should 

be improved, etc.  

 

 


