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1 Introduction 

Who should have competence to make decisions on protection of personal data? How should that 

competence be exercised? How should it be distributed? It is with these questions that this paper 

is broadly concerned. They are fundamental questions which have been resolved differently 

across jurisdictions and across the years.  

In this paper, we refrain from attempting to provide complete answers to each question. 

Rather, we aim to examine critically aspects of the answers to them which current regulatory 

policies embody, particularly in Europe. Our analysis focuses on the interaction of a particular 

form of decision making with a particular principle for decision making. The form of decision 

making in focus is data subject consent (hereinafter also termed simply “consent”) – i.e., 

decisions by data subjects signifying agreement to others being able to process personal data 

about them. The principle for decision making in focus is that of proportionality – i.e., a principle 

which sets limits on the amount and type of information that may be collected and applied in a 

given context to reach a given goal (or set of goals).  

In this paper, we are concerned mainly with decisions that are taken at what we term an 

“operative level”. These are decisions made in connection with the development and/or 

application of relatively concrete information systems for the processing of personal data. Such 

decisions may be distinguished from those made by legislators when they determine the content 

of general statutory provisions on data protection. The latter type of decision forms, of course, 

much of the normative framework for the exercise of operative decisions. Thus, legislation may 

require that consent be obtained in given contexts; this will lead to a range of operative decisions 

being taken as to how that consent requirement is to be met in a concrete situation.  

The disposition of the paper is briefly as follows. We present firstly an overview of the 

distribution of decision-making competence under data protection law, noting various 

problematic features of it. Thereafter, we examine the role of the proportionality principle in data 

protection law and elaborate on how the principle interacts with consent mechanisms, particularly 

with respect to the EU Data Protection Directive (Directive 95/46/EC – hereinafter termed simply 

“the Directive” or “DPD”) and Article 8 of the European Convention on Human Rights and 

Fundamental Freedoms (hereinafter termed simply “ECHR”). Finally, we discuss the advantages 

and disadvantages of collective, representative forms of consent. 

Our chief line of argument is that, while both consent and proportionality requirements 

                                                 
 This paper builds upon the presentation we were asked to give at the conference, “Reinventing Data Protection?”, Brussels, 12th 

October 2007. The topic we were asked to speak on at that conference bore the somewhat enigmatic title, “Consent versus 

Proportionality Principle: Are the Proportions Right?”. We thank the conference organizers – particularly Yves Poullet – for 

presenting us with a challenging topic that stimulated us to rethink some of our conceptions of how decisions in the data 

protection field ought to be made. 
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have valuable roles to play in promoting protection of personal data, they suffer from certain 

weaknesses. The most glaring deficiencies appear to attach to consent requirements. Under 

current data protection law, data subject consent is usually formulated as a “lonely” option, with 

each data subject cast in the role of a solitary, independent (albeit supposedly robust and 

informed) decision-maker. We argue that, for a variety of reasons, this conception of consent is 

flawed in terms of ensuring strong data protection. We go on to argue that further attention needs 

to be given to developing mechanisms for the collective exercise of consent. Such mechanisms 

could bolster the position of the individual data subject in a situation where the data controller(s) 

will typically have greater bargaining strength.  

 

2 Distribution of decision-making competence 

In data protection legislation, we can identify at least three kinds of actors with competence to 

decide on data protection issues at an operative level:  

 Data protection authorities (hereinafter also termed simply “DPAs”); 

 Data controllers; 

 Data subjects. 

 

Amongst these actors, the competence of data protection authorities is unique in that they may 

often have the power not just to determine the conditions for certain forms of data processing (the 

case, e.g., under a licensing regime – see below) but also the power to review (i.e., consider and 

overturn) the decisions on point of another of the actors – namely, data controllers (e.g., by 

ordering a controller to halt a particular processing operation or to apply more extensive security 

measures to that operation). This latter power may be exercised independently of complaint or 

appeal by data subjects. 

The above three kinds of actors are not the only 

ones with competence to decide on data protection 

issues at an operative level, yet it is they who 

exercise such competence most commonly. Courts 

and tribunals may also have such competence, but 

this will typically be exercised only on appeal from 

a DPA decision. In other words, the competence of 

the tribunal or court will typically be exercised as a 

power of review instigated by complaint. In many 

jurisdictions, this power of review tends to be 

exercised only exceptionally.
1
 Moreover, its 

“operative” impact may be further lessened where 

the appeal body is limited to passing judgment on 

points of law rather than fact, or where the range of 

remedies that the body may apply is otherwise 

narrow.
2
 

 

Many of the early data protection laws of European 

                                                 
1 See further Bygrave 2000. 
2 The case, e.g., under the US federal Privacy Act of 1974. A US federal court can only issue enforcement orders relating to the 

exercise of persons‟ rights to access and rectify information relating to themselves. The court can also order relief for damages in 

limited situations but cannot otherwise order US federal government agencies to change their data-processing practices. See 

further Schwartz and Reidenberg 1996 pp. 100, 114ff. 
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countries gave broad discretionary powers to national DPAs to determine the conditions for 

processing personal data. In some jurisdictions, such as Sweden, France and Norway, the 

applicable laws established licensing regimes making the ability to undertake certain forms of 

processing conditional upon formal approval being obtained from the relevant authority.
3
 Under 

such regimes, data controllers and data subjects had relatively little ability to determine for 

themselves the conditions for processing personal data.  

In subsequent years, comprehensive licensing regimes have been cut back and the 

decisional roles of both data controllers and data subjects enhanced. Ideological factors have 

partly spurred this development. Comprehensive licensing regimes have a paternalistic character 

at odds with the ideal of individual autonomy underpinning much of data protection policy, 

particularly the notion that individuals know what is best for themselves and ought to be able to 

decide thereafter.
4
 However, the demise of such regimes has been due equally if not more to the 

practical problems experienced with them. In Sweden and Norway at least, extensive licensing 

tended to result in an excessive workload for the DPAs concerned. It inflicted upon the 

authorities (and many data controllers) a great deal of routine work of little direct benefit for data 

protection. At the same time, it drained the authorities‟ meagre resources, weakening their ability 

to carry out other important functions, such as monitoring and enforcement.  

Directive 95/46/EC has cemented the shift away from reliance on comprehensive 

licensing schemes. On the one hand, the Directive stipulates as a general rule that data controllers 

may process personal data once they have notified the relevant DPA of the processing (Article 

18), provided that the processing otherwise conforms to other ground rules laid down in the 

Directive; controllers do not have to wait for specific permission from the DPA. While the 

Directive also permits a system of “prior checking” by DPAs with respect to data-processing 

operations involving “specific risks to the rights and freedoms of data subjects” (Article 20), such 

a system is only to apply to a “very limited” proportion of operations (Recital 54). Thus, 

licensing cannot be the rule, only the exception. On the other hand, the Directive gives – at least 

on paper – relatively generous opportunities for data subjects to regulate, through consent 

mechanisms, the processing of data about themselves (Articles 7(a), 8(2)(a), 14, 15(1) and 

26(1)(a)). The Directive also permits data controllers to make at least the initial decisions as to 

the legitimacy and justification for their processing operations (e.g., under the alternative criteria 

listed in Article 7(b) – (f)). 

However, an increased decisional role of data subjects brings its own problems. To begin 

with, there are legal difficulties with properly interpreting consent requirements. For instance, 

consent must usually be “informed” (see, e.g., DPD Article 2(a)), yet how “informed” is 

“informed”? Considerable uncertainty persists as to the amount and type of information required 

in particular contexts (e.g., in relation to transfer of personal data across national borders – DPD 

Article 26(1)(a)). 

Secondly, a large range of extra-legal factors undermine the privacy interests that consent 

mechanisms are supposed to promote or embody. The degree of choice presupposed by these 

mechanisms will often not be present for certain services or products, particularly those offered 

by data controllers in a monopoly (or near-monopoly) position. This is a problem that few if any 

data protection laws seem to specifically address.  

                                                 
3 For Sweden, see Data Act of 1973 (repealed and replaced by Personal Data Act of 1998); for France, see Act no. 78-17 on Data 

Processing, Data Files and Individual Liberties (since amended); for Norway, see Personal Data Registers Act of 1978 (repealed 

and replaced by Personal Data Act of 2000). Further on such licensing schemes, see Bygrave 2002 chapters 4 (section 4.2) and 18 

(section 18.4.7). 
4 See Schartum 2006. 
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Thirdly, data controllers will typically have greater knowledge about their data-processing 

operations than will the data subjects. This disparity can arise despite a requirement that consent 

is “informed” and despite the existence of other sorts of notification requirements (e.g., those 

arising pursuant to DPD Articles 10 and 11). The efficacy of such stipulations can be undermined 

by uncertainty over their interpretation – as indicated above. Further, there are indications that 

controllers often fail to fully comply with them.
5
 Even if controllers are generous in their supply 

of information to data subjects, many of the latter could still suffer from inability to properly 

value the worth of their data in market terms or to properly gauge the long-term significance of 

their consent, in terms of the impact on their privacy and autonomy. Augmenting this “privacy 

myopia” (Froomkin)
6
 is ignorance on the part of large numbers of people of their rights under 

data protection law.
7
  

Fourthly, problems of consensual exhaustion, laxity and apathy – in addition to ignorance 

and myopia – can reduce the amount of care that data subjects invest in their decisions of whether 

or not to consent. When frequently faced with consent requirements, many data subjects could 

well tire of continuously having to think carefully through the privacy-related issues inherent in 

each particular decision. While we are unaware of solid empirical evidence pointing to 

consensual exhaustion as an actual problem, it seems perfectly plausible to us to posit at least the 

potential existence of such a problem. Moreover, it seems reasonable to posit that this exhaustion 

will tend to be exacerbated by the increasing complexity in exploitation of personal data. Such 

exhaustion could quickly give way to laxity if not apathy.  

The above factors indicate that a regulatory regime giving individuals extensive room to 

determine for themselves the manner and extent to which data on them are processed by others, 

does not necessarily mean that individuals will act to limit such processing or that such 

processing will decrease. It would be far-fetched, though, to claim that individuals, as data 

subjects, generally have extensive possibilities for informational self-determination. Certainly the 

development of data protection laws over the last four decades – at least in Europe – has resulted 

in data subjects‟ decisional role being given greater formal prominence in the legislation 

concerned. Yet even under the bulk of current data protection laws, controllers are rarely hostage 

to consent requirements. The degree of data subject empowerment flowing from these 

requirements is substantially diminished by the fact that consent tends to be just one of several 

alternative preconditions for data processing. Article 7 of the Directive is a case in point (see 

section 4 below). 

This brings us to the question of whether the exercise of controllers‟ decision-making 

competence on data protection matters gives cause for concern. The short answer to this question 

is, unfortunately, yes. A growing amount of empirical evidence points to significant levels of 

ignorance on the part of controllers of their duties under data protection laws. Some of this 

evidence suggests too that compliance with the same laws is patchy. For example, a survey of 

Norwegian enterprises carried out in 2005 paints a discouraging picture of Norwegian data 

protection law in practice.
8
 Fifty-four percent of controllers covered in the survey reported that 

they had carried out none or only one of five selected mandatory statutory measures to protect 

personal data. Only 4% of the respondents answered that all five measures had been 

implemented.
9
 When asked about their knowledge of the law concerned, 82% of the respondents 

                                                 
5 See, e.g., EOS Gallup Europe 2003. 
6 Froomkin 2000 p. 1501. 
7 See, e.g., European Opinion Research Group 2003. 
8 Ravlum 2006. 
9 Controllers were also asked about camera surveillance. Under the Norwegian Data Protection Act of 2000, camera surveillance 
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answered that they had little or no knowledge. Somewhat paradoxically, though, the majority of 

respondents regarded data protection in a positive light. The equivalent situation of controllers 

elsewhere in Europe appears to be marked by a similar mixture of ignorance, under-compliance 

and positive attitudes regarding data protection law.
10

 

Summing up so far, a variety of problems plague the exercise of decision-making 

competence in the data protection field regardless of where that competence is placed. It would 

seem that the solution to these problems cannot lie in providing either data subjects or data 

controllers with even more decisional power. At the same time, reverting to a comprehensive 

licensing scheme administered by DPAs seems unrealistic. An important question then is whether 

decision-making competence can be reorganized in another way that mitigates these problems. 

Before dealing with that question in detail, it is worthwhile considering the impact of the 

proportionality principle on these decision-making processes. The pertinent issue in this respect is 

the extent to which application of that principle may compensate for the problems identified 

above.  

 

3 Role of proportionality principle in data protection law 

Concern for proportionality is far from unique to data protection law and policy. Such concern is, 

for instance, firmly established as a basic principle in European Community (EC) law, 

manifesting itself in a multitude of legal instruments and judicial decisions covering a broad 

range of contexts.
11

 In EC law, the proportionality principle is generally recognized as having 

three prongs:  

(i) suitability – is the measure concerned suitable or relevant to realizing the goals it is 

aimed at meeting?; 

(ii) necessity – is the measure concerned necessary (indispensable) to realizing the goals it 

is aimed at meeting?; and  

(iii) non-excessiveness (proportionality stricto sensu) – does the measure go further than is 

necessary to realize the goals it is aimed at meeting? 

 

The proportionality principle per se (as delineated above) is not included as one of the classic 

“Fair Information Practice” principles of data protection law,
12

 yet it underpins these and shines 

through in their interstices. It is manifest in the criterion of “fairness” inherent in the bulk of these 

principles. Fairness in processing of personal data undoubtedly connotes proportionality in the 

balancing of the respective interests of data subjects and controllers.
13

 The proportionality 

principle – or at least aspects of it – is further manifest in a variety of relatively concrete data 

protection rules. The stipulation that personal data must be “relevant” and “not excessive” in 

relation to the purposes for which they are processed (see, e.g., DPD Article 6(c)) is a central rule 

on point.
14

 Provisions incorporating a criterion of “necessity” also embody a requirement of 

proportionality. This is established most clearly in the case law of the European Court of Human 

Rights (ECtHR) pursuant to ECHR Article 8(2), which permits interference with the right to 

                                                                                                                                                              
should be reported to the Data Inspectorate prior to start-up. The survey revealed that 20% of the controllers had not complied 

with this reporting requirement, while 43% answered that they did not know if notification had been sent. Again, see Ravlum 

2006. 
10 See particularly EOS Gallup Europe 2003. 
11 See generally Craig & de Búrca 2008 pp. 544–551. 
12 For a recent critical overview of these principles and their evolution, see Cate 2006. 
13 See further Bygrave 2002 p. 58. 
14 As confirmed by the European Court of Justice in its judgment of 20 May 2003 in Joined Cases C-465/00, C-138/01, and C-139/01 

Österreichischer Rundfunk and Others [2003] ECR I-4989, particularly paragraph 91. 



 6 

respect for private life in Article 8(1) if, inter alia, the interference is “necessary” to achieve 

certain enumerated interests. In the view of the Court, “necessary” implies that the interference 

both “corresponds to a pressing social need” and is “proportionate to the legitimate aim 

pursued”.
15

 The criterion of necessity in certain provisions of the DPD (primarily Articles 7, 8 

and 13) is to be construed similarly.
16

  

At the same time, elements of the classic “Fair Information Practice” principles serve to 

enable application of the proportionality principle. Indeed, there is a close, symbiotic relationship 

between the latter and elements of the former. The first element of the principle of purpose 

specification or finality (i.e., that personal data should be collected for specified legitimate 

purposes) is key in this respect. Any assessment of the proportionality of a particular action relies 

on identification of that action‟s purpose(s).  

Given its manifold manifestation in data protection law, the proportionality principle must 

inevitably be observed by both DPAs and data controllers when exercising their respective 

decision-making competence. At the same time, because of its ubiquity across many codes and 

contexts, application of the principle to these decisions may follow not just from data protection 

legislation but other sets of legal norms too. For instance, a DPA decision will often have to 

comply with the principle as a matter of general administrative law. The same goes for decisions 

of data controllers which exercise public authority. Nevertheless, the precise status and content of 

the proportionality principle in terms of general administrative law may vary from jurisdiction to 

jurisdiction.
17

 

 

4 Interaction of proportionality principle and consent 

How does the proportionality principle interact with the consent requirements of data protection 

law? Is there also in this context a close, symbiotic relationship? The answer to the latter question 

is a qualified no. In the first place, an individual as data subject is not legally required to exercise 

their right of consent in conformity with the principle; indeed, there is no direct legal hindrance to 

consent being given or withdrawn without the data subject giving any specific consideration to 

proportionality whatsoever. However, the principle can have an indirect impact on the exercise of 

consent insofar as it influences the amount of information that a data controller must provide the 

data subject in order for the decision of the latter to be adequately informed. A rule of thumb is 

that the quality and quantity of that information must be proportional to the risks associated with 

the particular data-processing operation for which consent is sought. Moreover, the provision of 

information is intended in principle to enable the data subject to carry out their own balancing of 

interests and risks – a process that involves, in theory, some assessment of proportionality. 

Nonetheless, as indicated above, a data subject is not legally bound to undertake such an 

assessment. 

In our view, it is worth emphasizing here that exercise of consent ought to be regarded as 

a process involving not simply conferral but also withdrawal of agreement. A data subject‟s 

protection of their privacy-related interests cannot be linked just to conferral of consent; their 

ability to withdraw consent quickly and effectively is also important. Withdrawal of consent will 

typically occur after the data subject has had concrete experience of the advantages and 

                                                 
15 See, e.g., Leander v. Sweden (1987) Series A of the Publications of the European Court of Human Rights (“A”), paragraph 58. 
16 See again the judgment of the European Court of Justice in Joined Cases C-465/00, C-138/01, and C-139/01 Österreichischer 

Rundfunk and Others [2003] ECR I-4989, particularly paragraph 91. 
17 For example, while the principle is firmly entrenched as a key norm in German and EC administrative law, its status in the 

respective administrative law regimes of the Scandinavian countries is less certain. See generally Bagger Tranberg 2007, chapters 

6–8 and references cited therein. 
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disadvantages of a particular data-processing operation. Such experience supplements the 

information that the data controller provided prior to the conferral of consent and can accordingly 

be seen as extending the informational basis that enables the data subject to undertake a sensible 

proportionality assessment. 

Once data subject consent is given, does the proportionality principle – as found in data 

protection laws – cease to apply to the actions of the data controller(s)? This question raises 

another aspect of the interaction of consent and the proportionality principle. It is a question that 

teases out a possible difference between the Directive and the European Convention on Human 

Rights and Fundamental Freedoms. The Directive is structured such that the proportionality 

principle, as manifest in Article 6(1), must ordinarily be observed regardless of whether or not 

consent is given pursuant to Article 7(a), 8(2)(a) or 26(1)(a). In terms of ECHR Article 8, 

however, the role played in such a case by the proportionality principle, as laid down in Article 

8(2), is a matter of conjecture. All decisions by the ECtHR on data protection issues have hitherto 

involved non-consensual processing of personal data. Thus, the proportionality principle (so far) 

has only been engaged in the absence of consent. We doubt this is due to premeditated intent on 

the part of the ECtHR; it is most likely due solely to the particular character of the cases that have 

come before the Court. We also doubt that the Court will end up construing Article 8 in a way 

that leaves the data protection guarantees embodied therein falling significantly short of the 

protection levels required by the Directive (and, as a consequence, by the laws of most European 

states). Still, the question remains: what may constitute interference with the right(s) laid down in 

Article 8(1) in the case of consensual processing of personal data? Concomitantly, to what extent 

will the ECtHR restrict data-processing operations which, although consented to by data subjects, 

nevertheless contribute to the erosion of the foundations for pluralistic, democratic society?  

Yet another aspect of the interaction of consent with the proportionality principle 

concerns the normative relationship between the preconditions for data processing as laid down 

in DPD Articles 7 and 8. Article 7 lays down six sets of alternative preconditions for the 

processing of personal data generally; Article 8 lays down parallel, though somewhat different, 

sets of preconditions for processing of certain kinds of especially sensitive personal data. For 

present purposes, we shall focus on Article 7. Basically, it permits data processing if either the 

data subject consents to the processing (Article 7(a)) or the processing is “necessary” for certain 

specified purposes (Article 7(b) – (f)), such as concluding a contract with the data subject (Article 

7(b)) or pursuing “legitimate interests” that override the conflicting interests of the data subject 

(Article 7(f)). It is clear that the reference to “necessary” in Article 7(b) – (f) imports a 

requirement of proportionality, as does the interest-balancing exercise embodied in Article 7(f). 

On their face, all of these alternative preconditions carry equal normative weight – i.e., 

there appears to be no normative prioritization of consent relative to, say, proportionality as 

expressed in Article 7(f). The same can be said of the alternative preconditions for data 

processing specified in Article 8 (and, indeed, in Article 26 with respect to cross-border transfer 

of personal data in derogation of Article 25). However, in a small number of jurisdictions, the 

consent requirement has been given priority over the other preconditions such that a data 

controller must ordinarily obtain the data subject‟s consent to the processing unless this would be 

impracticable.
18

 It is doubtful that the Directive, as originally conceived, mandates such 

                                                 
18 The case, e.g., in Estonia and, to a lesser extent, Belgium and Greece: see Beyleveld et al. 2004 p. 155 and references cited therein. 

In Belgium, consent is apparently given priority only with respect to processing of sensitive personal data: see Nys 2004 p. 36. In 

Norway, the prioritization has occurred pursuant to administrative practice. The Norwegian Data Protection Tribunal 

(Personvernnemnda, a quasi-judicial body handling appeals from decisions of the Data Inspectorate) has held that data controllers 

must ordinarily attempt to get consent unless there are reasons for waiver which are grounded in more than simply cost and 
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prioritization. However, the Directive does not disallow it.
19

 At the same time, case law of the 

ECtHR might provide a foundation for this prioritization and, indeed, may even require it for the 

processing of certain types of sensitive data, such as medical data – at least in situations when the 

processing of such data cannot otherwise be justified under ECHR Article 8(2).
20

 

 

5 Relative strength of consent and proportionality principle in promoting data 

protection 

When assessing the strength of consent relative to the proportionality principle in terms of 

ensuring a robust level of data protection, it is important to remember at the outset that, under the 

Directive at least, consent is not a stand-alone control mechanism; the proportionality principle, 

as manifest in Article 6(1), will also play a regulatory role. In other words, the level of data 

protection that is actually afforded in any particular case through applying a consent requirement, 

will be the result of combining the latter requirement and the proportionality principle. This 

means that it is somewhat artificial to compare the relative strength of each. Nevertheless, 

looking beyond the Directive, there are contexts in which consent is used as a control mechanism 

independently of the proportionality principle,
21

 and there are instances of policy discourse in 

which consent is promoted as an ideal regulatory tool.
22

 

On the basis of the problems with consent as outlined in section 2 above, it is tempting to 

regard consent as weaker than the proportionality principle in terms of ensuring a robust level of 

data protection. Yet it would be incorrect to assume that consent mechanisms are without any 

bite. There are numerous instances in which such mechanisms have significantly curtailed 

planned data-processing operations. Certain forms of direct marketing are cases in point;
23

 as are 

certain research projects.
24

  

It would be also foolish to assume that application of the proportionality principle will 

always afford stronger data protection than consent. The analysis has to be more contextual. The 

relative strength of the proportionality principle depends on a range of factors, most notably: (i) 

How is proportionality formulated? (ii) What are the parameters for the proportionality 

assessment? (iii) Who undertakes the assessment? 

Undeniably, though, the proportionality principle has great regulatory strength if 

conscientiously applied. Part of this strength lies in the flexible, dynamic nature of the criterion of 

proportionality. This makes the principle highly adaptable to changes in technological and 

societal development. Not surprisingly, then, the principle has proven particularly useful in 

regulating video surveillance and the application of biometric identification and authentication 

schemes.
25

 

When reviewing the legality of the exercise of consent, a DPA, tribunal or court has a 

fairly limited set of criteria for their review. They may strike down consensual processing on the 

basis that the consent given is not sufficiently informed, voluntary or clear. Yet they would seem 

                                                                                                                                                              
convenience factors (decision in case 2004-01; followed in cases 2004-04 and 2005-08). The issue has not been the subject of 

court litigation in Norway. 
19 Cf. Kotschy 2006 p. 47 (“Contrary to the doctrine of „informational self-determination‟ …, art. 7 does not overemphasize the 

importance of „consent‟: all grounds for lawful processing mentioned in art. 7 have the same status”). 
20 See particularly Z v. Finland (1998) 25 EHRR 371, paragraphs 95–96; M.S. v. Sweden (1999) 28 EHRR 313, paragraph 41. 
21 E.g., in relation to telemarketing regulation in Australia: see the federal Do Not Call Register Act of 2006. 
22 E.g., in relation to biobank research: see further Brekke & Sirnes 2006 and references cited therein. 
23 Witness, e.g., the extensive take-up – at least initially – of the National Do Not Call Registry operated by the US Federal Trade 

Commission: see further CBS News 2003. 
24 See, e.g., Bygrave 2002 p. 361 (footnote 1210) documenting the fate of a particular sociological research project in Norway. 
25 See further Bagger Tranberg 2007, pp. 134–153 and cases described therein. 
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to have greater flexibility in reviewing the legality of processing operations through application 

of the proportionality principle. The latter allows room for more general, systemic considerations 

about desirable levels of societal control.  

However, at least in respect of judicial review, there are limits on the degree to which 

courts are willing to substitute their proportionality assessment for the equivalent assessment 

undertaken by a data controller, DPA or legislator. Sometimes, these limits manifest themselves 

in formal doctrine, such as the doctrine of margin of appreciation in Strasbourg jurisprudence.
26

 

Often, though, the limits appear more obliquely – for instance, when judges settle a dispute by 

addressing legal-technical issues only, despite the fact that proportionality considerations were 

pleaded during proceedings.
27

 Indeed, judges often try to avoid having to address relatively 

controversial policy issues. This clearly tarnishes the promise of the proportionality principle as a 

tool of judicial review in the service of data protection. 

Yet it is not just such judicial restraint that potentially tarnishes the regulatory promise of 

the proportionality principle. The failure of data controllers to conscientiously apply the principle 

is arguably of greater practical detriment, given the huge scale of their data-processing operations 

relative to the exercise of judicial review. Also damaging, of course, is the failure of data subjects 

to conscientiously apply considerations of proportionality when exercising consent. Thus, while 

the proportionality principle has great regulatory promise in theory, its practice is another matter. 

Accordingly, a question mark may be placed against its ability to compensate for the problems 

identified in section 2 above. Can we then find another possible solution or partial solution to 

these problems? It is with this question that the remainder of the paper deals.  

 

6 Organisation of decisional competence regarding data protection 

The three main actors with primary decisional competence on data protection issues (as described 

in section 2 above) are organisationally very different. A data protection authority has typically a 

relatively large number of staff which are hierarchically organised. A controller is also often a 

collective entity (large or small) but can be an individual, physical/natural person. A data subject, 

however, is always an individual, physical/natural person – at least under most data protection 

laws.
28

 As organisations, DPAs and controllers will typically have multiple persons involved in 

the interpretation and application of data protection rules and in the preparation of decisions 

connected to those rules. Data subjects are, in principle, solitary decision makers.  

Regardless of whether an actor is a collective entity or not, they may compensate for their 

possible lack of expertise, insight or other resources by co-operating with, and/or seeking advice 

from, other bodies. Indeed, in some situations, DPAs and controllers in the public sector may be 

required to do – e.g., pursuant to general administrative law.
29

 

Yet as far as the actual exercise of decisional competence is concerned, there are 

differences between the actors. Data protection authorities in the EU/EEA “shall act with 

                                                 
26 Further on that doctrine, see, e.g., Yourow 1996. 
27 As occurred in the decision of the European Court of Justice on the transfer of airline passenger name records (PNR data) to US 

border-control agencies: see judgment of 30 May 2006 in Joined Cases C-317/04 and C-318/04, European Parliament v. Council 

of the European Union and Commission of the European Communities. Here, the ECJ nullified the initial decisions of the 

European Commission and Council allowing such transfer, simply on the basis that they were ultra vires. The court did not go on 

to address the privacy-related arguments that were raised during litigation. These included an argument that the decisions at issue 

were in breach of the proportionality principle. 
28 The data protection laws of a small number of countries – e.g., Austria, Italy and Switzerland – extend expressly to processing of 

data on organized collective entities, such as corporations. For in-depth treatment of the issue of data protection for such entities, 

see generally Bygrave 2002 Part III. 
29 See too DPD Article 28(6) mandating increased cooperation between the various national DPAs within the EU. 



 10 

complete independence in exercising the functions entrusted to them” (DPD Article 28(1)). This 

requirement of independence means that they cannot be instructed by another administrative 

body on how their decisional competence is to be exercised. It probably also restricts their ability 

to enter into legally binding agreements with other regulatory authorities which place extensive 

limits on the exercise of that competence. 

On the other hand, controllers are generally assumed to be able to exercise their decisional 

competence in close co-operation with others – as indicated in the Directive‟s definition of 

“controller” (Article 2(d)). Such co-operation may arise, for instance, in connection with the 

administration of a common platform for identity management involving various companies. The 

co-operation may involve daily exercise of controller competence without each and every one of 

the controllers continuously keeping – as it were – their hand on the steering wheel. We shall not 

elaborate further on precisely what procedural routines must be observed in such a co-operative 

framework; it suffices to note that a fair degree of organisational freedom appears to exist. 

Data subjects, though, do not seem to enjoy an equivalent degree of organisational 

freedom when exercising their decisional competence. In principle, their consent is exercised 

individually. This is in keeping with much of the ideological basis for data protection law and 

policy which accords a central place to the autonomy and integrity of the individual qua 

individual.  

Before we proceed further, it is pertinent to elaborate on the current legal limitations, 

under the Directive, regarding data subjects‟ ability to organise themselves. As indicated above, 

there are no legal limitations placed on the ability of data subjects to obtain advice from others in 

advance of, or after, exercising their decision as to whether or not to consent to a particular 

processing operation. Those persons that are in agreement with each other may also organise 

themselves as a collective entity and appoint someone to represent their viewpoint on a particular 

issue. For instance, all employees in a firm can agree amongst themselves whether or not they 

want photographs of each of them published on the firm‟s website, and appoint a person to 

communicate their decision to the management. This would also be possible even if there were 

initial disagreement between the employees, as long as each employee had freely and 

unambiguously accepted the compromise reached. However, a data subject is probably not 

allowed to transfer the exercise of their decisional competence to an organisation that is intended 

to act on behalf of them and other data subjects if the organisation is permitted to make a decision 

which is binding on all the persons for whom the organisation acts, even if some (a minority) of 

those persons disagree with it. This is probably also the case even if the organisation is 

established precisely in order to protect the privacy and related interests of a group of individuals. 

Such an arrangement is in tension, if not conflict, with the definition of consent in DPD Article 

2(h), which refers to a “freely given, specific and informed indication of his wishes by which the 

data subject signifies his agreement to personal data … being processed” (emphasis added). This 

definition emphasises strongly both the independence of the data subject and the personal, 

individual nature of their consent.  

Notwithstanding these apparent legal limitations, it is worth discussing their desirability 

(see section 8 below). And it is worth considering how a collective consent mechanism could 

work, were these limitations relaxed. We undertake such a consideration in the next section. 

 

7 Collective consent 

We employ the term “collective consent” to denote consent exercised on behalf of a group of data 

subjects but without these persons individually approving each specific exercise of that decisional 

competence. In other words, it denotes a mechanism involving collective conferral or withdrawal 
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of consent which is binding on all of the group members, even when some of these disagree with 

the particular decision. In the following, we consider how such a mechanism could be organised 

in a way that would seem most favourable for the data subjects‟ privacy and related interests.  

Such a mechanism is probably most relevant and realistic to establish where individuals 

have already organised themselves to safeguard or promote a set of common interests. Relevant 

organisational forms are, for example, trade unions, environmental protection organisations, 

sports clubs, student associations and the like. The purpose behind each such organisation will 

influence how collective consent is exercised. Collective consent is likely to be exercised in 

conformity with that purpose. A trade union, for instance, could quite likely refuse to agree to 

extensive logging of employees‟ computer usage because it views such logging as detrimental for 

the social-psychological work environment. Similarly, an environmental protection organisation 

could quite easily withdraw its agreement to a particular company processing data on its 

members, as a reaction to the company‟s plans to invest in an environmentally unsound business 

venture. Moreover, as these two hypothetical examples indicate, organisations could very well 

find adoption of a collective consent mechanism attractive because it increases their power in 

negotiating etc. with other organisations. 

Naturally, a collective consent mechanism must be subject to certain legal requirements in 

much the same way as is the case when consent is exercised individually. This means that the 

requirements that consent be informed, voluntary and clear must apply as far as possible to such a 

mechanism. Further, these requirements must apply not just to the initial conferral of consent but 

also to its possible withdrawal (cf. our comments in section 4 above). 

Collective consent must be organised such that it does not result in a narrower set of 

choices for individuals than they would otherwise have. To begin with, it must be completely up 

to each individual member of the organisation to decide whether or not to transfer the exercise of 

their consensual competence to that organisation. In other words, membership of the organisation 

must not be made conditional on such competence actually being transferred. Concomitantly, a 

decision to transfer such competence must be freely revocable. This means, inter alia, that 

revocation may occur without detrimental consequences for the person‟s continued membership. 

Moreover, each member must retain the right to exercise their consensual competence at odds 

with the decision adopted by the organisation regarding a particular processing operation. For 

example, if a trade union consents to the processing of data on its members by a particular bank, 

and a union member objects to this, the latter would be able to withdraw consent with respect to 

the processing of data on themself (though not data on other members). And the person would be 

able to do so without jeopardising their trade union membership. 

As far as provision of information is concerned, there must be a requirement that each 

member of an organisation be fully informed about the consequences of a collective consent 

regime before they decide whether or not to transfer their consensual competence to the 

organisation. The information provided must comprehensively cover the issue of voluntariness, 

including the right to revoke a decision to transfer competence and the right to exercise that 

competence at odds with organisational policy. 

Just as the exercise of data subject consent must ordinarily be unambiguous (DPD Article 

7(a)) so too must be the decision to transfer consensual competence. Indeed, in our opinion, the 

gravity of the decision necessitates that it be expressly made – preferably in writing. Moreover, 

the decisional process on this point – and evidence of that process – should be kept formally 

separate from the decisional process regarding membership of the organisation. This follows 

from the observation above that organisational membership is to be treated separately to the issue 

of transferral of consensual competence. 
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8 Pros and cons of collective consent 

In this section, we aim to assess the strengths and weaknesses of a possible regime based on 

collective consent as outlined in the preceding section. To what extent is such a regime desirable? 

Wherein lies its value? What are its flaws? The assessment is necessarily tentative – exactly what 

practical impact such a regime will have is, of course, uncertain. 

Naturally, the problems with individualized consent as outlined in section 2 above – 

power imbalance, privacy myopia, consensual exhaustion, etc. – constitute the principal grounds 

in favour of collective consent. Concomitantly, it is plausible to envisage that, under a collective 

consent regime, the privacy-related interests of data subjects will be administered more carefully 

than would be the case were each data subject to exercise consent individually. For instance, 

greater attention may well be given to the proportionality principle; an organisation is probably 

more likely to undertake and act upon a realistic proportionality assessment than is any one of its 

individual members. 

Individualized consent is not just problematic in terms of safeguarding the long-term 

privacy-related interests of data subjects. Data controllers experience problems with 

individualized consent too. Obtaining consent on an individualized basis is frequently expensive 

and time consuming for controllers. Thus, many controllers are prone to circumventing – or 

attempting to circumvent – consent requirements. In principle, a collective consent regime may 

cut costs by permitting a controller to negotiate with just one actor rather than numerous data 

subjects. This may enhance, in turn, the willingness of controllers to utilize and observe consent 

requirements. 

At the same time, though, it is quite probable that a collective consent regime will result 

in a tougher bargaining process for controllers. They are likely to negotiate with a counterpart 

that is more resilient and offensive than an individual data subject would typically be. This could 

dampen controllers‟ willingness to utilise a collective consent regime. Yet, in so far as they do 

utilise such a regime, there may well be a windfall for privacy and data protection interests. For 

instance, controllers are likely to be put under greater pressure to factor privacy and data 

protection considerations into their plans – indeed, to factor these in at an early stage so as to 

minimise the risk of conflict. It is plausible to envisage, for example, a company that wishes to 

develop a new yet possibly controversial system for processing data on its employees, entering 

into negotiations with the trade union that administers the employees‟ consent, at or near the 

beginning of the development, precisely in order to avoid subsequent conflict that would put the 

company‟s investment in the information system at risk.  

The possibility to administer their members‟ consensual decision-making powers could 

well stimulate greater engagement by trade unions and other like organisations in data protection 

issues. This increased organisational engagement, however, could lead to increased 

disengagement in such issues by their individual members. The latter might feel that as their data 

protection interests are apparently looked after by the organisation, they do not need to get 

personally engaged in the issues involved. On the other hand, though, a collective consent regime 

might well help to activate individual members‟ consciousness about the general societal 

relevance of data protection in as much as it links the matter to other sets of issues (workplace 

relations, consumer protection, environmental protection, etc.). Further, if it actually delivers a 

significant, tangible degree of data protection, such a regime could engender a feeling of greater 

empowerment on the members‟ part (“yes, our voice counts!”).  

From the perspective of DPAs, the possible increase in engagement in data protection 

issues noted above would be welcome – at least in principle. There might be one practical 
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drawback, however: an increase in engagement could lead to increased levels of conflict which 

could lead, in turn, to an increased workload for DPAs. This possibility, though, deserves 

minimal emphasis in weighing up the pros and cons of collective consent.  

When exercising consent on their own, data subjects are not obligated to put weight on 

simply the privacy-related aspects of their decision. Indeed, they are not obligated to place any 

weight on privacy-related factors. It could also be that an organisation exercises collective 

consent based on a consideration of factors ranging further than the privacy and data protection 

interests of its members. For example, an environmental protection organisation could withdraw 

consent it has given to an oil company to process data on the organisation‟s members (who have 

otherwise entered into a customer relationship with the company) primarily in order to pressure 

the company to adopt a “greener” business policy. Some might view this sort of behaviour as an 

abuse of the data protection agenda. We feel, however, that such use of a collective consent 

mechanism is legitimate and, in many cases, positive. Data controllers can make decisions 

regarding data protection which are based on a range of factors other than data protection (profit 

margins, organisational efficiency, crime control, etc.). Thus, it ought to be acceptable that 

organisations which exercise consent on behalf of their members make decisions on data 

protection (also) in order to achieve other goals that they (and the bulk of their members) view as 

important. 

 

9 Conclusion 

Our suggestions regarding a collective consent regime should not be taken to mean that we wish 

to dispense entirely with individualized consent. Despite its weaknesses, individualized consent 

ought not to – and, realistically, will not – disappear from data protection law and policy; it will 

and should remain an integral part of regulatory regimes in the field. At the same time, its 

inherent problems must be recognized and greater effort needs to be put into devising rules and 

other measures to strengthen the bargaining position of individuals in their role as data subjects. 

Collectivization of consent is one possible means of strengthening that position. It may also be 

one possible means of ensuring that the proportionality principle is given greater practical bite. 

Thus, it merits further attention. 
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