
JUR5630 exam revision notes 
 

The following notes suggesting answers are not intended to provide exhaustive delineations of 

the applicable law(s) or the possible legal issues involved. They do, however, give some 

guidance as to principal points of law and related issues. 

 

 

1. Exam question on consent [given Spring 2006] 

 

“Discuss the validity of the following claim: The central legal precondition for processing 

personal data is and ought to be obtaining the data subject’s consent to the processing”. 

 

Advice for answer: 

 

This requires an essay-style answer. Length will typically be approx. 1500 words, but do not 

worry so much about that as writing a good answer that covers all aspects of the task. 

 

A recommended structure for your answer is: 

 

1. Define what the task requires; define the main concepts/terms in the claim (here you should 

define what you understand by “central legal precondition” and “consent”). 

 

2. Write briefly how you intend to discuss the claim – i.e., what issue you will tackle first, 

what you will tackle thereafter etc. 

 

3. Then write briefly what your main line of argument is – e.g., that you agree/disagree with 

the claim, or partly agree/disagree with it. 

 

4. Note that the task requires two main lines of discussion: (i) the extent to which consent is 

actually the central legal precondition for data processing; (ii) the extent to which consent 

ought to be such (even if it might not be such). These are two separate albeit overlapping 

issues. The first-listed typically goes under the Latin phrase “de lege lata” (the law as it is); 

the second under the phrase “de lege ferenda” (the law as it ought to be). 

 

5. Explore both issues using Directives 95/46/EC and 2002/58/EC as main reference points. 

You could also look at the Council of Europe and OECD instruments on data protection, 

along with case law pursuant to ECHR Article 8. Finally, you could look at the role of consent 

in selected national legislation (if Norwegian, then primarily the Personal Data Act of 2000). 

But the main focus would be on Directive 95/46/EC. 

 

6. In your discussion of Directive 95/46/EC, you would want to focus on Articles 7 and 8. 

You would want to discuss whether, under these provisions, consent is given normative 

priority as a precondition for data processing. You ought also to briefly consider the role 

played by other provisions that play a consent-like role – namely, Articles 14 and 15. 

 

7. Critically assess the “ought” aspect by discussing the pros and cons of consent-based 

regulation. A possible advantage is that such regulation accords with the notion of persons as 

autonomous sovereign beings who are best placed to decide their level of data protection. 

Possible weaknesses are “privacy myopia”, the fact that much consent is in reality not freely 
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given nor fully informed, and the fact that a strict insistence on consent might not allow 

adequate priority to be given to other important interests. 

 

8. Try to round off with a conclusion that clearly tells the examiner what the result of your 

discussion is. 

 

A final piece of advice: use headings/sub-headings to help the examiner keep track of where 

your discussion is heading. 

 

 

2. Exam question on biometrics [given Spring 2007] 

 

Consider the following scenario: 

 

Precision Systems is a company based in Hungary which manufactures components for 

satellites. The company employs 50 persons. Citing general concerns about security, the 

company management decides to install fingerprint-reading devices to control all points of 

access to the company’s manufacturing plant, where most of the company employees work. 

This means that all current and prospective employees of the company must have their 

fingerprints scanned and registered in a database.  

 

The company management decides also to install similar biometrically-based access controls 

for entry into the company canteen, which lies next to the manufacturing plant and which 

most (but not all) of the workers use. In this case, the decision is made on the basis that the 

new access control will provide a more efficient means of ensuring that canteen meals are 

given to only those workers who have paid for the meals through a (voluntary) deduction in 

their salary.  

 

Subsequently, the company management decides that, every two weeks, all of the employees 

working at the manufacturing plant must provide samples of their urine and blood to be tested 

for drug abuse. The management claims that it is important that the ability of the workers to 

ensure the manufacture of high-quality satellite components is not compromised by such 

abuse. The company does not have the capacity to store or analyse the urine and blood 

samples itself, so it engages another company, Fineprint, to carry out these tasks. Fineprint is 

a Turkish company with storage and testing facilities located just outside Istanbul.  

 

Taking Directive 95/46/EC as point of departure, you are asked to advise on the legality of 

each of the three biometric control schemes described above. In your answer, you should also 

suggest other legal instruments that may play a role in determining the legality of the control 

schemes.  

 

 

Advice: 

 

In all three schemes, the first issue is: are there “personal data”? Particularly problematic 

question because biometric systems involve both information and biological material, and it is 

not easy to distinguish where to draw the line between these two things. It is clear that the 

information generated from the bio. material may be “personal data” but unclear if the bio. 

material per se may be such. Note different solutions in Denmark and Norway! And note, 

concomitantly, differences in division of roles between biobank legislation and data 
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protection legislation. Note Marper decision of ECtHR but that this is not binding for 

interpretation of Council of Europe Convention on data protection, EU legislation or national 

legislation on data protection; it is nevertheless strong authority in favour of considering the 

bio. material per se as personal data. Compare with Article 29 DPWP Opinion which takes 

opposite line but is also not legally binding. 

 

Give your opinion on issue. [My opinion: need to have abstraction process to generate 

personal data; thus, doubtful that bio. material can = personal data] 

 

Fingerprint: if result of abstraction process, it can = personal data. Accepted by Art. 29DPWP 

and most DPAs. 

 

But blood and urine samples per se: less clear status. Nonetheless, such samples may be 

controlled under, e.g., ECHR Art. 8 the operation of which does not turn on existence of 

“personal data”. 

 

Scheme 1) Fingerprint reading device to control access to company’s manufacturing plant; 

non-consensual: primary rule will be necessity / proportionality pursuant to ECHR Art. 8 and 

DPD Art. 7 (viz. references there to “necessary”). Article 7(f) is probably only relevant 

criterion; Art. 7(b) might also be relevant but doubtful that scheme is really necessary for 

employment contract. 

 

Are fingerprints sensitive data under DPD Art. 8? Probably not. But perhaps possible that the 

prints reveal health status; then they are sensitive. Which criteria under Art. 8 could be used 

by the company? Perhaps Art. 8(2)(b). 

 

Scheme 2) Here DPD Arts. 7 and possibly 8 must be satisfied. Most relevant provision is 

Art. 7(f); possibly also Art. 7(b). The necessity criterion is more difficult to meet in this case. 

We read that the system will provide for a “more efficient” way of meeting the goal 

concerned. But is increase in efficiency sufficient to constitute “necessity”? Huber case 

suggests it is, but that decision formally relates to Art. 7(e); open question if decision is also 

relevant for the other criteria in Art. 7. 

 

Another set of requirements that may apply are those flowing from DPD Art. 6, espec. the 

Purpose Specification Principle (PSP) in Art. 6(b). This follows if the new system is using 

personal data that have originally been collected and processed for the purposes of the first 

system (i.e., access security of manufacturing plant) – which is probably the case. The PSP 

involves applying a criterion of compatibility in relation to “new” secondary purposes. 

 

Scheme 3) Here we have an entirely new system involving bodily samples. To the extent that 

the samples are linkable to identifiable employees – which will undoubtedly be the case – the 

system gives rise to personal data, and the requirements of Art. 7 and 8 kick in. These data 

must be seen as sensitive data, so Art. 8 criteria must be met. Which criteria could permit 

processing? Possibly Art. 8(2)(a) on consent. But query whether consent is real in 

employment context. Art. 29 DPWP doubts that consent can be real in such context. Also the 

scenario as described, suggests that the testing will be non-consensual. Article 8(2)(b) might 

be relevant, if the national employment law and other aspects of the national law in question 

permit or oblige such testing. 
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Note too DPD Art. 8(4): such testing may be permitted by national law or decision of national 

DPA if “suitable safeguards” provided. 

 

Note too possible application of ECHR Art. 8 and the proportionality and necessity criteria in 

Art. 8(2). 

 

Will the DPD provisions on transborder data flow apply? Depends on what is transferred to 

Turkey: bodily samples only, without attached identification? Are such samples personal 

data? If answer is yes, or if identification information attached to the samples, we have 

situation of cross-border transfer of personal data. What is status of Turkey? Currently third 

country, even though discussions underway about entry into EU. If third country, Arts. 25 and 

26 apply. 

 

 


