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There are two exam questions. Question 1 is broken up into four sub-questions; question 2 is 

broken up into two sub-questions. The answers to the four sub-questions of question 1 will 

together account for 75 percent of the overall grade for the exam. The answers to the two sub-

questions of question 2 will account for 25 percent of the overall exam grade. 

  

Use the arrows in the lower right corner to navigate between the questions. 

Question 1 

Question 1 

  

Consider the following hypothetical scenario: 

  

A private university in EU member state X plans to introduce facial recognition technology at 

classroom doors in order to register more reliably and easily the class attendance by a 

particular category of foreign students. These students are studying at the university under a 

special student exchange programme that requires them to attend in person at least 80 per cent 

of classes in which they are enrolled. Under the university’s plans, these students would be 

required to have their faces digitally scanned at the start of their studies at the university. The 

files with the digital scans would be stored on university servers. Cameras mounted at 

classroom doors would match the students’ faces with the stored digital scans as the students 

enter or leave classrooms, thereby automatically recording their class attendance. 

  

(i) Assuming that this scheme goes ahead, will the university be in breach of any rules of 

Directive 95/46/EC, and if yes, which rules? Give reasons for your answer. 

  

(ii) How, if at all, could the scheme be made lawful in relation to the requirements of 

Directive 95/46/EC? Give reasons for your answer. 

  

(iii) What other international legal instruments may play a role in determining the legality of 

the scheme? Give reasons for your answer. 

  



(iv) Assume that you are to assess the scheme not against the requirements of Directive 

95/46/EC but against the requirements of the EU General Data Protection Regulation 

(Regulation 2016/679). Describe at least three ways in which assessment pursuant to the 

Regulation’s requirements is likely to differ from the assessment pursuant to Directive 

95/46/EC. 

Question 2 

Assume that the scheme outlined in question 1 goes ahead but that the university later decides 

to store the files on the servers of a cloud-service provider established in EU member state Y. 

Before the files are sent to the servers of the foreign cloud-service provider, they are 

encrypted such that the foreign cloud-service provider is unable on its own to link the files to 

a particular student. 

  

(i) When, if at all, does the cloud-service provider have to comply with the data protection 

rules of state Y which transpose Directive 95/46/EC? Give reasons for your answer. 

  

(ii) When, if at all, does the cloud-service provider have to comply with the data protection 

rules of state X which transpose Directive 95/46/EC? Give reasons for your answer. 

Fill in your answer here 

 


