
JUR1630: guidance notes for assessing exam, spring 2017 

There are two exam questions, although question 1 is broken up into four sub-questions. The 

answers to the four sub-questions of question 1 will together account for 80 percent of the 

overall grade for the exam. The answer to question 2 will account for approximately 20 

percent of the overall exam grade. 

 

General remarks: 

The exam assignment is quite hard inasmuch as it requires tackling numerous questions many 

of which require in turn tackling multiple issues, and the time available for tackling these is 

far from generous. Thus, assessors ought not to grade the answers harshly. 

  

Question 1 

Consider the following hypothetical scenario: 

A private university in EU member state X plans to introduce facial recognition technology at 

classroom doors in order to register more reliably and easily the class attendance by a 

particular category of foreign students. These students are studying at the university under a 

special student exchange programme that requires them to attend in person at least 80 per cent 

of classes in which they are enrolled. Under the university’s plans, these students would be 

required to have their faces digitally scanned at the start of their studies at the university. The 

files with the digital scans would be stored on university servers. Cameras mounted at 

classroom doors would match the students’ faces with the stored digital scans as the students 

enter or leave classrooms, thereby automatically recording their class attendance. 

 

(i) Assuming that this scheme goes ahead, will the university be in breach of any rules of 

Directive 95/46/EC, and if yes, which rules? Give reasons for your answer. 

Guidance notes: 

This sub-question requires a more extensive answer than the other three sub-questions and the 

answer here should therefore be given more weight than the answers to the remaining sub-

questions.  

The initial issue that exam answers should deal with is to determine if the data being 

processed pursuant to the scheme are personal. This involves applying the definition of 

“personal data” in Art. 2(a) of the Directive, in light of recital 26. The conclusion should be 

that the data are personal. 

The second issue is whether the scheme is a type of data processing that falls outside the 

scope of the Directive due to Art. 3. The conclusion should be that it does not. 



Given that the Directive applies to the scheme, the issue of its lawfulness involves primarily 

assessing its conformity with the ground rules in Arts. 6 and 7. Regarding Art. 6, answers 

should broach the problems that arise in relation to the requirements of: (i) fair and lawful 

processing (Art. 6(1)(a) – is the processing fair and lawful?; (ii) Art. 6(1)(b) – are the 

purposes sufficiently specific?; and Art. 6(1)(c) – is the processing excessive relative to its 

purposes? It is difficult to arrive at very firm conclusions on the first two-listed questions 

without further detail about how much the students are informed about the scheme, but in 

relation to the third question, a cogent argument can be made that the scheme is excessive 

relative to its objective – an argument that also has bearing in relation to Art. 7. Further on the 

latter, a good answer would state that it is doubtful that the processing can be justified on the 

basis of consent due to the lack of voluntariness (viz. the definition of consent in Art. 2(h) as 

being “freely given”). Other possible grounds for the processing are contract (Art. 7(b) and 

legitimate interests (Art. 7(f). A good answer would note that the problem in relation to these 

grounds is the requirement of necessity; it is at the very least arguable that the scheme is not 

necessary as the objective of registering attendance could have been achieved by other, less 

privacy-invasive means. However, a very good answer would refer to the CJEU decision in 

the Huber case which, in summary, construes the necessity requirement under Art. 7(e) as 

satisfied when there is an efficiency gain. But a very good answer would also query whether 

the line taken in Huber also applies to Arts. 7(b) or 7(f). 

A very good answer would broach whether the data being processed fall within the categories 

listed in Art. 8(1). Arguably, the data could reveal racial or ethnic origin, or, more tenuously, 

concern health. If so, it is difficult to see how the data can be lawfully processed under the 

scheme, unless the university can argue that the scheme is necessary for the “establishment, 

exercise or defence of legal claims” (Art. 8(2)(e)) or that the university qualifies as one of the 

organisations listed in Art. 8(2)(d). The former argument is likely to run into difficulties due 

to the necessity requirement (viz. the comments above in relation to Art. 7). As for Art. 

8(2)(d), this only applies if an organization is “non-profit”. The university here is described as 

“private”, which could suggest that it is run as a profit-seeking business enterprise, but we 

cannot conclude on this point with certainty. 

A very good answer could also mention other rules in the Directive that the scheme might 

breach – e.g., the notification requirements in Art. 10. But again there is insufficient 

information given to be able to reach firm conclusions as to whether these rules are breached. 

 

(ii) How, if at all, could the scheme be made lawful in relation to the requirements of 

Directive 95/46/EC? Give reasons for your answer. 

Guidance notes: 

A good answer would state that the most obvious and fail-safe means would be to base the 

scheme on explicit consent where the students are fully informed about the scheme and where 

they suffer no detriment if they do not consent. This would avoid the problem of the necessity 

requirement. The drawback is if only a few students consent to the scheme, which would 

undermine the aim of making registration of class attendance more reliable and efficient. 

A very good answer might broach the possibility of the scheme more easily meeting the 

necessity test(s) under the Directive if the facial data are pseudonymised. 



 

(iii) What other international legal instruments may play a role in determining the legality of 

the scheme? Give reasons for your answer. 

Guidance notes: 

A good answer would refer to the EU Charter of Fundamental Rights, particularly Arts. 7 and 

8, which have been increasingly operationalized by the CJEU in data protection contexts. A 

very good answer would note, though, that in the latter contexts, the Charter is usually not 

applied independently of Directive 95/46/EC; nonetheless, it reinforces the fact that the 

scheme concerned would be regarded as implicating fundamental rights, thereby enhancing 

the stringency of an assessment of the scheme’s compliance with the proportionality principle 

or other relevant data protection principles. A good answer would also refer to the European 

Convention for the Protection of Human Rights and Fundamental Freedoms (ECHR), 

particularly Art. 8, and possibly the International Covenant on Civil and Political Rights, 

particularly Art. 17, noting that ECHR Art. 8 would be the most relevant in this case. 

However, a very good answer would note that the ECHR does not create rights between 

private entities, but that the ECHR could be operationalised by the students that are affected 

by the scheme bringing an action against state X alleging that X does not respect their right(s) 

under ECHR Art. 8 if its laws permit the scheme to go ahead.  

 

(iv) Assume that you are to assess the scheme not against the requirements of Directive 

95/46/EC but against the requirements of the EU General Data Protection Regulation 

(Regulation (EU) 2016/679). Describe at least three ways in which assessment pursuant to the 

Regulation’s requirements is likely to differ from the assessment pursuant to Directive 

95/46/EC. 

Guidance notes: 

Possible points of difference in the assessment involved include: the enhanced transparency 

requirement under GDPR Art. 12; the more extensive notification requirement under GDPR 

Art. 13; the documentation requirement in GDPR Art. 30; the requirement of data protection 

by design and by default in GDPR Art. 25; the enhanced security requirements in GDPR 

Art. 32. 

 

Question 2 

Assume that the scheme outlined in question 1 goes ahead. When students go to have their 

faces scanned, they are informed in writing that the files with the digital scans will be “used 

for logistical purposes”. The university subsequently decides to install a similar facial 

recognition system at the entrances to the three restaurants that are established on the 

university campus and run by the university. The reason for doing this is that student use of 

the restaurants is declining, which is hurting the university’s profitability. The university 

wants to monitor the foreign students’ patterns of use of the restaurants. Through such 



monitoring, the university believes it can gain a better understanding of how to make the 

restaurants more attractive. 

To what extent may the university introduce this additional monitoring in light of the purpose 

limitation principle laid down in Directive 95/46/EC and Regulation (EU) 2016/679? Given 

reasons for your answer. 

Guidance notes: 

As this question makes clear, what is required is a discussion of the application of the purpose 

limitation principle. A good answer would initially set out the central elements of this 

principle (i.e., purposes are to be specified; purposes are to be legitimate; secondary purposes 

are not to be incompatible with primary purposes), focusing subsequently on the compatibility 

criterion. A very good answer would discuss the meaning of that criterion (in particular, the 

significance, if any, of the use of a double negative (“not incompatible”), and what factors are 

to be used in assessing non-incompatibility). This discussion might draw on the guidance 

provided by the Art. 29 WP (viz. Opinion 03/2013) and the other pensum literature (in 

particular Bygrave, Data Privacy Law). A good answer would note the criteria set out in 

GDPR Art. 6(4). A very good answer would also refer to GDPR recital 50, highlighting the 

need to take account of the reasonable expectations of the data subjects. A good answer would 

then move from discussing the principle in abstracto to applying it to the particular facts of 

the scenario. A good answer would note that it would be tenuous to claim that the repurposing 

involved in the additional monitoring falls naturally within the notion of “logistical purposes”, 

and that it would be correspondingly difficult to claim that the additional monitoring would 

fall within the students’ reasonable expectations. 

 


