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EXAM 

JUR1630 

Spring 2018 

Date: 16 May 2018 

Time: 14:30 – 18:30 

There are two main exam questions, each of which are broken up into sub-questions. The answers 

to the sub-questions of question 1 will together account for 90 percent of the overall grade for the 

exam. The answers to the sub-questions of question 2 will together account for 10 percent of the 

overall exam grade. 

1. Consider the following hypothetical scenario: 

Web Solutions (WS) is a company that has its main establishment in Stockholm. It offers web 

server capacity and related technical infrastructure for use by other companies as a platform for 

providing various internet-based services. Use of the WS platform is not gratis; companies pay WS 

an individually negotiated fee for using its platform. While the fee is negotiable, use of the platform 

is governed by a contract that is determined entirely by WS. 

A group of companies consisting of independent financial advisers (IFAs) and financial services 

product providers (FSPPs) undertake a joint initiative to set up a financial services web portal. 

They enter into an agreement with WS whereby the latter shall host the web portal and provide 

other operational infrastructure for running it. The terms of the agreement are dictated by WS. The 

agreement lays down detailed rules for how WS’ platform is to be used in conjunction with the web 

portal, including rules on the means and purposes of processing any data that is collected, stored 

and disseminated via the portal. 

The web portal is to function as an online trading platform to allow IFAs to access a range of 

services concerning products provided by a number of FSPPs. Through the portal, FSPPs will make 

their products available to IFAs, thereby allowing IFAs to request quotes and to run product 

enquiries on behalf of their customers. The IFAs will collect customer information for the purposes 

of providing independent financial services advice. When an IFA has identified a relevant FSPP for 

the customer, the FSPP will be able to access the customer information through the web portal for 

the purpose of assessing the application or providing the specific product applied for. 

Personal data will be collected from customers in the form of names, contact details, product 

requests, etc. Health data may also be collected (e.g., in relation to applications for life insurance). 

Although personal data will not be exchanged between the IFAs themselves, such data will be 

exchanged between the IFAs and FSPPs for the purposes of providing customers with the 

requested services. The web portal will also give customers access to allow tracking of the progress 

of applications or manage their own portfolios. 
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All of the IFAs and FSPPs are established in Member States of the European Union (EU), except 

two of the FSPPs, which are established in the USA. The financial services are offered by IFAs and 

FSPPs to consumers resident in EU Member States. 

As a consultant with expertise on the EU General Data Protection Regulation 

(GDPR), you are asked to advise on how the GDPR is likely to impact the 

development and operation of the financial services web portal. More specifically, in 

light of the GDPR, you must advise on the following issues and, in each case, provide 

reasons for your advice: 

a) Which of the parties (IFAs, FSPPs and WS) should be considered 

i) controller(s) with regard to the processing of personal data? 

ii) processor(s) with regard to the processing of personal data? 

b) Do the two FSPPs that are established in the USA have to comply with the GDPR? 

c) What would constitute a lawful basis under the GDPR for the following processing 

operations? 

i) An IFA’s collection of customer data through the web portal; 

ii) An IFA’s disclosure of data to one of the relevant FSPPs; 

iii) A FSPP’s processing of personal data to provide requested services. 

d) What are the GDPR’s requirements for information to be provided to the customers in 

relation to the processing carried out by the IFAs and FSPPs? 

e) What could be the legal basis for the transfer of personal data to the two FSPPs established 

in the USA, assuming that neither of these companies has joined the EU-U.S. Privacy Shield 

Agreement? 

f) Which, if any, of the envisaged data-processing operations has to be subject to a data 

protection impact assessment? 

 

2 Assume that the financial services web portal outlined in question 1 is put into operation on 1 

June 2018 and generates considerable business. Six months later, a criminal group manages to 

hack the portal and associated databases, thereby gaining unauthorised access to large amounts 

of customer data. The latter have not been encrypted or otherwise pseudonymised. WS 

becomes aware of the hack on 22 December 2018 but, due to staffing shortage and impending 

Christmas celebrations, does not take remedial measures, such as encryption of the customer 

data, until 28 December 2018. WS also does not inform the IFAs and FSPPs of the hack until 

then. 

a) Which provisions, if any, of the GDPR has WS breached, and why? 

b) Does the GDPR require WS to inform other stakeholders (in addition to the IFAs and 

FSPPs) of the hack, and if so who? Give reasons for your answer. 


