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JUS 5630 Privacy and Data Protection  
 

Exam 16
th

 May 2018 
 

 

Exam question 

 

There are two main exam questions, each of which are broken up into sub-questions. The 

answers to the sub-questions of question 1 will together account for 90 percent of the overall 

grade for the exam. The answers to the sub-questions of question 2 will together account for 

10 percent of the overall exam grade. 

 

Introductory guidance notes: 

 

The exam is not especially tough; thus, there is no need to be extra-generous in grading the 

answers. The exam involves undertaking a fairly perfunctory analysis and application of the 

GDPR in respect of a relatively straightforward hypothetical scenario. The exam is mainly 

testing students’ ability – under considerable time pressure – to pick their way through the 

GDPR, construe properly some of its central concepts (particularly that of ‘controller’), and 

identify potentially relevant provisions but without undertaking extensive analysis of these.  

 

Please remember, however, that this is the first exam in which the GDPR is the sole focus, 

and the GDPR is a mammoth complex piece of legislation that presents significant 

navigational and semantic challenges. In other words, the exam is not ‘a walk in the park’. 

 

Remember too the email from Axel Hjelme concerning the minor discrepancy between the 

hard-copy and online versions of the exam paper. This is flagged also further below. 

 

For those of you marking the JUR1630 exam, these guidance notes are also relevant, although 

they cover some issues that are not tested in that exam. 

 

 

1. Consider the following hypothetical scenario:  

 

Web Solutions (WS) is a company that has its main establishment in Stockholm. It offers web 

server capacity and related technical infrastructure for use by other companies as a platform 

for providing various internet-based services. Use of the WS platform is not gratis; companies 

pay WS an individually negotiated fee for using its platform. While the fee is negotiable, use 

of the platform is governed by a contract that is determined entirely by WS. 

 

A group of companies consisting of independent financial advisers (IFAs) and financial 

services product providers (FSPPs) undertake a joint initiative to set up a financial services 

web portal. They enter into an agreement with WS whereby the latter shall host the web portal 

and provide other operational infrastructure for running it. The terms of the agreement are 

dictated by WS. The agreement lays down detailed rules for how WS’ platform is to be used 

in conjunction with the web portal, including rules on the means and purposes of processing 

any data that is collected, stored and disseminated via the portal.  

 

The web portal is to function as an online trading platform to allow IFAs to access a range of 

services concerning products provided by a number of FSPPs. Through the portal, FSPPs will 
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make their products available to IFAs, thereby allowing IFAs to request quotes and to run 

product enquiries on behalf of their customers. The IFAs will collect customer information for 

the purposes of providing independent financial services advice. When an IFA has identified a 

relevant FSPP for the customer, the FSPP will be able to access the customer information 

through the web portal for the purpose of assessing the application or providing the specific 

product applied for. 

 

Personal data will be collected from customers in the form of names, contact details, product 

requests, etc. Health data may also be collected (e.g., in relation to applications for life 

insurance). Although personal data will not be exchanged between the IFAs themselves, such 

data will be exchanged between the IFAs and FSPPs for the purposes of providing customers 

the requested services. The web portal will also give customers access to allow tracking of the 

progress of applications or manage their own portfolios. 

 

All of the IFAs and FSPPs are established in Member States of the European Union (EU), 

except two of the FSPPs, which are established in the USA. The financial services are offered 

by IFAs and FSPPs to consumers resident in EU Member States. 

 

In order to attract customers and develop their business, the IFAs and FSPPs decide also to set 

up a ‘fan page’ hosted on the website of the social network Facebook. They thus register with 

Facebook and then establish the fan page to post information about their financial services 

web portal. As administrators of their fan page, they can use the analytics tool called 

‘Facebook Insights’ to gain statistics concerning the characteristics and customs of the people 

who visit the fan page. Facebook Insights is available gratis under Facebook’s standard terms 

and conditions of using its platform. The statistics are compiled by Facebook using cookies. 

Facebook places at least one cookie containing a unique ID number, active for two years, on 

the hard disk of the computers of every person that visits the fan page. The ID number, which 

can be matched with the connection data of users registered on Facebook, is collected and 

processed when Facebook pages are opened. 

 

As a consultant with expertise on the EU General Data Protection Regulation (GDPR), 

you are asked to advise on how the GDPR is likely to impact the development and 

operation of the financial services web portal. More specifically, in light of the GDPR, 

you must advise on the following issues and, in each case, provide reasons for your 

advice: 

 

 

1(a) Which of the parties (IFAs, FSPPs, WS and Facebook) should be considered 

(i) controller(s) with regard to the processing of personal data? 

(ii) processor(s) with regard to the processing of personal data? 

 

A good answer would first flag the threshold point that the GDPR only applies when 

‘personal data’ is processed. It would go on to note that this concept is broadly defined (on 

this point, a very good answer might reference the CJEU decision in Case C-434/16 (Nowak)) 

and that accordingly the financial services web portal and its related actors have to comply 

with GDPR requirements with respect to processing of information on customers who are 

natural/physical persons. An excellent answer might also speculate that, although the GDPR 

does not formally apply to data on legal persons (companies and the like), some such data 

could qualify as personal data if the legal entity is a small enterprise strongly associated with 

a particular natural/physical person, such that the data about the enterprise is, in effect, 
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information about that person – in other words, it is arguable that the processing of some data 

that is formally linked to corporate customers might have to comply with the GDPR 

requirements. However, failure to flag this latter point does not prevent an answer being 

graded A in relation to this sub-question. 

 

As for the issue as to which of the listed entities are controllers and processors, the relevant 

provisions are Articles 4(7) (defining ‘controller’) and 4(8) (defining ‘processor’). Both 

definitions are basically the same as under the Data Protection Directive (DPD), so CJEU case 

law and Article 29 Working Party (WP29) guidance on these notions as understood in the 

context of the DPD will be relevant for construing the notions in the context of the GDPR.  

 

Especially relevant sources that a good answer would reference are the CJEU judgment in 

Case C-131/12 (Google Spain), the AG Opinion in Case C-210/16 (Wirtschaftsakademie) and 

WP29 Opinion 1/2010. All of these source references interpret the notion of ‘controller’ 

broadly – this is a fortiori the case with the AG Opinion in Wirtschaftsakademie. These 

source references have been covered (albeit briefly) in lectures. A very good answer would 

flag the relative weight of these as sources of law. 

 

A good answer would note that controllership can be shared, even in situations where one of 

the controllers determines to a much larger degree than the other(s) the purposes and means of 

processing. Applying the AG Opinion in Wirtschaftsakademie in particular, and assuming that 

the CJEU agrees with that Opinion (a very good answer would observe that while AG 

Opinions are not binding on the Court, they tend to be followed by the latter), the fact that WS 

unilaterally lays down the terms and conditions for processing personal data in conjunction 

with its platform, will not necessarily rule out the possibility that the FSSPs and IFAs also 

qualify as controllers if they have some say in how and why data is processed. The same logic 

applies with respect to the IFAs’ and FSSPs’ relationship with Facebook in respect of the ‘fan 

page’. Indeed, the ‘fan page’ part of the scenario is derived from and analogous to the facts of 

Wirtschaftsakademie, and a very good answer would highlight this. 

 

The overall conclusion here would be that each of the IFAs and FSSPs is a controller with 

regard to the processing of data on their own customers. Due to their contractual powers, WS 

and Facebook are also to be viewed as controllers, thus creating several constellations of 

shared/joint controllership. 

 

NB: If a student fails to tackle the issue of whether Facebook is controller or processor, this 

should not detract from their grade (for the reasons pointed out by Axel Hjelme in his email). 

 

 

1(b) Do the two FSPPs that are established in the USA have to comply with the GDPR? 

 

The point of departure for resolving this issue is Article 3(2). A good answer would discuss 

whether the criteria laid out therein are met in this particular case, noting preliminarily that 

the criteria in Article 3(2) apply to both controllers and processors. The overall conclusion 

would be that they are caught by the GDPR insofar as they are offering services to EU-based 

customers (see Article 3(2)(a)). The ‘monitoring’ criterion in Article 3(2)(b) might be 

satisfied too, but we don’t know enough here to conclude on the latter point.  
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1(c) What would constitute a lawful basis under the GDPR for the following processing 

operations? 

(i) An IFA’s collection of customer data through the web portal; 

(ii) An IFA’s disclosure of data to one of the relevant FSPPs; 

(iii)A FSPP’s processing of personal data to provide requested services; 

(iv) Use by IFAs and FSPPs of Facebook Insights. 

 

A good answer would apply the provisions of Article 6 in respect of ordinary personal data 

and the provisions of Article 9 in respect of ‘special’ categories of personal data. Regarding 

the former category of data, a good answer would identify consent (Article 6(1)(a), contract 

(Article 6(1)(b)) or legitimate interest (Article 6(1)(f)) as possible bases. Regarding the health 

data, a good answer would identify consent as the primary basis (Article 9(2)(a); 

exceptionally, public disclosure (Article 9(2)(e)) could also be a basis, but we don’t know if 

the customers have made their health data public (and it is doubtful that they have). 

 

 

1(d) What are the GDPR’s requirements for information to be provided to the customers in 

relation to the processing carried out by the IFAs and FSPPs? 

 

A good answer would apply the provisions of Article 13. It is not expected that students 

describe these provisions in detail; a very brief presentation is fine. A very good answer 

would also note that Article 15 is relevant in respect of customer requests for access to the 

data that the IFAs and FSSPs have collected. 

 

 

1(e) What could be the legal basis for the transfer of personal data to the two FSPPs 

established in the USA, assuming that neither of these companies has joined the EU-U.S. 

Privacy Shield Agreement? 

 

A good answer would identify the provisions in Article 49(1)(a) and (b) as primarily relevant. 

A very good answer would also note briefly the possibility of other mechanisms being 

utilized, more specifically some of the ‘appropriate safeguard’ categories mentioned in Article 

46(2) and (3). 

 

 

1(f) Which, if any, of the envisaged data-processing operations has to be subject to a data 

protection impact assessment? 

 

A good answer would address this question by reference to Article 35, highlighting that the 

requirement for a DPIA kicks in only with regard to ‘high risk’ processing. A good answer 

would discuss whether the data-processing operations fall within this category. A very good 

answer would further note that the listing of ‘high risk’ types of processing in Article 35(3) is 

but an exemplification of such processing, so that even if, e.g., the web portal operations do 

not involve fully automated decision making or profiling (Article 35(3)(a)), they might 

nonetheless be potentially ‘high risk’. In the latter regard, a very good answer would note that 

supervisory authorities may deem certain types of processing as subject to DPIAs (see Article 

35(4)). Students should not be expected to conclude definitely as to which of the envisaged 

processing operations would require a DPIA as we do not have sufficient information about 

the operations (e.g., which, if any, involve fully automated decision making or profiling?).  
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1(g) Under what circumstances, if any, may a data protection authority (‘supervisory 

authority’) stop, either temporarily or permanently, the envisaged data-processing operations?  

 

A good answer would highlight, first, that authorities are given the competence to stop data-

processing operations (Article 58(2)(f)), and that they seem to have fairly broad discretion in 

exercising this competence. An excellent answer would observe that there are two dimensions 

to the question: (i) stopping operations before they begin; (ii) stopping operations ex post 

facto. An excellent answer would further observe that the first-mentioned situation seems only 

permitted in conjunction with prior authorisations arising out of prior consultations (Article 

36(5)), and then go on to note that the prior authorisation requirement under Article 36(5) is 

not relevant to the scenario. A very good answer would state that the second-mentioned 

situation is likely permitted for at least any significant ongoing breach of the GDPR rules.  

 

 

2. Assume that the financial services web portal outlined in question 1 is put into operation on 

1 June 2018 and attracts considerable custom. Six months later, a criminal group manages to 

hack the portal and associated databases, thereby gaining unauthorised access to large 

amounts of customer data. The latter has not been encrypted or pseudonymised. WS becomes 

aware of the hack on 22 December 2018 but, due to staffing shortage and impending 

Christmas celebrations, does not take remedial measures, such as encryption of the customer 

data, until 28 December 2018. WS also does not inform the IFAs and FSPPs of the hack until 

then. 

 

2(a) Which provisions, if any, of the GDPR has WS breached, and why? 

 

A good answer would identify the following provisions: Articles 32 (general security 

obligations, specifying also encryption and pseudonymisation as potentially appropriate 

measures), 33(1) (no notification of supervisory authority), and 34 (no notification of data 

subjects, assuming that the breach presents a ‘high risk’ to these persons). 

 

A very good answer would at the same time note that the security obligations in Article 32(1) 

are qualified according to multiple factors (Article 32(1) and (2)), but go on to observe that 

these qualifications would probably not let WS completely ‘off the hook’. 

 

A very good answer would also flag the possibility that Article 25 (particularly 25(2) dealing 

with data protection by default) has been breached. 

 

 

2(b) Does the GDPR require WS to inform other stakeholders (in addition to the IFAs and 

FSPPs) of the hack, and if so who? Give reasons for your answer. 

 

A good answer would identify supervisory authorities and data subjects as ‘other 

stakeholders’, pursuant to Articles 33 and 34.  

 

2(c) What would be the maximum level of administrative fines that WS would be liable to 

pay, if its hack-related conduct is found to breach the GDPR?  

 

A good answer would, pointing to Article 83(4), specify EUR 10 million or two percent of 

WS’ annual worldwide turnover from 2017 (the ‘preceding year’). 


