
JUS5630 exam: Spring 2020 

 

Guidance notes 
 

 

Exam assignment 

 

Consider the following scenario: 

 

Corporation X, which is based in Bangalore (India), has developed a software application 

(‘app’) for Android-based mobile telephones that allows mobile telephone users who buy and 

install the application to enhance photos they take of themselves, for example by removing 

blemishes, changing skin tone, altering eye colour, adding volume to hair etc. The app is not 

marketed or applied by X but by corporation Y, which has paid X for the rights to market and 

sell the app. Y is established in Kuala Lumpur (Malaysia). Y names the app ‘Beauty-is-

fiction’ and makes it available for purchase and instalment via Google Play Store. When a 

person installs the app, she/he is presented with a menu that includes a screen box termed 

‘location data’. A person must click on that screen box before being able to use the app. When 

it is clicked upon, a new screen menu appears with a choice between ‘accept collection of 

location data’ and ‘refuse collection of location data’. When a person clicks ‘accept 

collection’, a screen box appears with the following: ‘THANK YOU. WE COLLECT 

LOCATION DATA TO ENHANCE YOUR USER EXPERIENCE AND TO DELIVER 

MORE RELEVANT CONTENT TO YOU. WE USE THE DATA ONLY FOR OUR OWN 

ANALYTICS AND BUSINESS INTELLIGENCE NEEDS. WE MAY SHARE THE DATA 

WITH TRUSTED THIRD PARTIES BUT ONLY IN ACCORDANCE WITH LAW. THE 

DATA ARE STORED SECURELY AND WILL BE DELETED ONCE YOU NO LONGER 

USE THE APP’. When a person clicks ‘refuse collection’, a screen box appears with the 

following: ‘PLEASE NOTE THAT REFUSING COLLECTION OF LOCATION DATA 

MAY REDUCE THE OPTIMAL FUNCTIONALITY OF BEAUTY-IS-FICTION.’ 

 

A civil liberties organisation in Oslo called ‘Make Business Respect Privacy’ (MBRP) finds 

out about the app and decides to investigate its functionality. In the course of this 

investigation, MBRP finds evidence that the security measures for the location data collected 

by ‘Beauty-is-fiction’ can be easily breached by expert hackers. MBRP also finds evidence 

that the app is facilitating automated discrimination whereby users who frequent places where 

there is considerable affluence and wealth are offered favourable deals (discounts at 

restaurants and hairdressers) that are not offered to app users who frequent relatively poor 

places. MBRP tries to establish contact with X and Y but neither company responds, and 

MBRP is unable to find a representative for either company in the European Union. 

 

MBRP brings a complaint to the Norwegian Data Protection Authority (DPA) alleging that 

the app breaches the EU General Data Protection Regulation (GDPR) and urging the 

Authority to take remedial action. MBRP also alleges that the app violates Article 8 of the 

European Convention on Human Rights and Fundamental Freedoms (ECHR). 

 

You are the case officer at the DPA who is tasked with considering the merits of the 

complaint. In your answer, you must address both of the following sets of issues: (i) whether 

or not the development, marketing and use of the app falls within the scope of application of 

the GDPR and what are the respective roles of X and Y pursuant to the Regulation; (ii) 
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whether or not the app’s marketing and use contravene the GDPR (assuming that the 

Regulation does apply). These elements of your answer will constitute 90 percent of your 

exam grade. Finally, you must also address, relatively briefly, whether or not Article 8 ECHR 

is relevant. This element of your answer will constitute the remaining 10 percent of your 

exam grade.  

NB: You do not need to address the issues of what remedial measures (e.g. administrative 

fines under Article 83 GDPR) could be applied or whether the Norwegian DPA is the most 

appropriate DPA to handle the complaint. 

 

Give reasons for your answer, referencing relevant legislative provisions as elucidated by 

relevant case law. 

 

Guidance notes: 

 

This is quite a demanding exam in that it poses a large number of issues for students to tackle, 

and the feedback from some students who took the exam has been that they struggled to 

tackle all of these issues within the permitted time-frame (four hours). This ought to be borne 

in mind when assessing their answers. 

 

The first issue that usually needs to be addressed in a data protection context is whether 

personal data are being processed. In the scenario here, this issue can be addressed very 

briefly as it is clear that the location data are personal data according to Art 4(1) GDPR. 

 

The next issue is the status of X for GDPR purposes. Some students might quickly assume 

that X is a controller, yet the case facts are pitched in such a way that X could plausibly be 

categorised not as a controller or processor but simply as a producer of software – i.e. the sort 

of entity referred to in Recital 78 GDPR. While such entities inevitably shape the way in 

which personal data are processed, they are probably not to be regarded as controllers under 

Art 4(7) GDPR unless they determine or co-determine in a specific, concrete and direct way 

the purposes and means of the processing. Here, the role of X is not clear-cut – and a good 

answer would acknowledge this. On the one hand, X could be cast as a mere software 

producer without any controller role as it has sold the operation of its app to another company 

(Y) and it is the latter that makes the decisions about how the app is deployed and, 

concomitantly, how and for what purposes the app processes personal data. On the other hand, 

X might be seen as a co-controller since it is not playing a role equivalent to a standards body 

like the Internet Engineering Task Force; X has developed an app rather than standards for a 

general information system, and the app is geared to process particular personal data in 

particular ways. Alternatively, X might also qualify as a co-controller if it plays a role akin to 

that played by the religious organisation in the Jehovan todistajat case (Case C-25/17), 

although it is doubtful that it does. If X is regarded as a mere producer of software without 

controller or processor status, its development of the app falls outside the scope of the GDPR, 

except for the fact that Recital 78 ‘encourages’ (but does not mandate) entities like X to take 

account of the right to data protection. However, the DPA could not rely on Recital 78 to 

bring a legal action against X. 

 

The third issue concerns the status of Y. Unlike X, Y’s status is relatively clear-cut: Y is 

definitely a controller (and perhaps a joint controller with X). 

 

The fourth issue is whether Y (or X if it is a co-controller) is subject to the GDPR. This 

involves consideration of Art 3 GDPR. As neither Y nor X is established in an EU/EEA 
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member state, they will only be subject to the GDPR if the criteria under Art 3(2) are met. 

Here it is obvious that Y is caught by the GDPR as its processing of personal data is clearly 

related to offering goods or services to data subjects in the EU (Art 3(2)(a)). Further, the case 

facts suggest evidence of fairly systematic tracking of data subjects; thus, Y’s processing 

activities could also be related to ‘monitoring’ as per Art 3(2)(b)). X (if it is a co-controller) 

might also be caught although its connection to the activities referred to in Art 3(2) is much 

more tenuous than is the case for Y. 

 

Next up is the issue as to whether or not Y (and X if it is a co-controller) has a legal basis for 

collecting and further processing the location data, under Art 6 GDPR. The bases that Y 

would most likely seek to employ are that of consent (Art 6(1)(a)), contract (Art 6(1)(b)) and 

legitimate interest (Art 6(1)(f)). However, the last-mentioned basis is scarcely appropriate, 

particularly on account of the ‘necessity’ criterion that is baked into it. The same applies with 

respect to Art 6(1)(b); it is difficult to claim plausibly that collection of the location data is 

necessary for the performance of a contract that concerns a beautification product. The 

provisions on bundling of consent in Art 7(4) and Recital 43 are also relevant here. This 

leaves consent as a possible basis for the collection and further processing of the location 

data. Yet, it is highly unlikely that the consent mechanisms designed by X and deployed by Y 

fulfil the criteria for valid consent as laid out in Art 4(11) and elucidated by the CJEU (a very 

good answer would refer to the Planet49 case (Case C-673/1/)) and WP29/EDPB (a very 

good answer would here refer to the WP29 Opinion 15/2011 and the EDPB Guidelines 

05/2020). In the first place, the consent is not fully informed as the purposes for which the 

location data are processed are not formulated in sufficiently specific terms and are provided 

after the consent icon is clicked upon. Secondly, the consent is not freely given because of the 

bundling of several purposes each of which is not subject to separate consent (here a very 

good answer would refer to point 15 of the EDPB Guidelines 05/2020 (‘A mobile app for 

photo editing asks its users to have their GPS localisation activated for the use of its services. 

The app also tells its users it will use the collected data for behavioural advertising purposes. 

Neither geolocalisation or online behavioural advertising are necessary for the provision of 

the photo editing service and go beyond the delivery of the core service provided. Since users 

cannot use the app without consenting to these purposes, the consent cannot be considered as 

being freely given’)). A good paper would also note that the information provided to those 

who click on the ‘refuse collection’ icon arguably pressures users to accept collection – 

further undermining the ‘freely given’ requirement. 

 

An additional set of issues concern possible breach of other provisions of the GDPR. Given 

that there is no lawful basis for the processing of the location data, the provisions of Art 

5(1)(a) are obviously breached. The failure of Y to appoint a representative clearly breaches 

Art 27 (the same applies for X if it is considered a controller caught by Art 3(2)). There is also 

strong evidence to suggest non-compliance with Arts 32 and 25. A very good answer would 

additionally discuss whether or not the automated discrimination is caught by Art 22. The 

latter issue is potentially very complex, and I would not expect students to tease out all of its 

facets (e.g. whether Art 22(1) is a qualified prohibition or a right). But this semester’s course 

has focused considerably on the provisions of Art 22 and I would at least expect a short 

assessment of whether or not the discrimination involves a sufficiently ‘significant’ effect on 

the data subjects, in light of the factors listed by the WP29/EDPB in its 2018 Guidelines (WP 

251rev.01), and a conclusion that the discrimination probably does satisfy the effects 

threshold. 
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The final issue concerns whether or not Article 8 ECHR is relevant to the case at hand. This 

issue is supposed to be dealt with relatively briefly. The basic point that a good paper ought to 

make is that Art 8 ECHR has very limited relevance as ECHR cannot give rise in itself to a 

legal action against Y. And even though the data processing in question is of a kind that 

would probably qualify as an interference with the right in Art 8(1) ECHR, the jurisprudence 

of the European Court of Human Rights on point does not add anything over and above what 

is stipulated by the GDPR (or, indeed, the Charter of Fundamental Rights of the European 

Union). 

 

 

 

Lee A. Bygrave, 5 June 2020 


