
Low Power ISM (It is mandatory to read the entire document should you choose this assignment) 

Each Low Power ISM board consists of a microcontroller (MCU), which execute the programmed logic, 

the sensors and circuits connected to the microcontroller, and an ISM radio running at 868MHz, 

transmitting and receiving data packets to and from other Low Power ISM boards. 

Unique board addresses are generated from the microcontroller production data, and are used as radio 

addresses. 

A complete setup consists of two or more Low Power ISM boards. Only difference between a 

concentrator board, and a sensor board is the way they are powered, and the code uploaded to the 

microcontroller. 

 

One board, the concentrator, is communicating to a higher level system through UART (serial port), and 

the rest of the Low Power ISM boards are battery powered sensor boards, and communicate to the 

higher level system via the concentrator 

We provide a complete demo setup with where a Raspberry Pi receives data from, and control several 

Low Power ISM boards, log the data in a database, and display the data on a web page. 

You can have a copy of all code, and build a similar system based on the boards you make. 

Your assignment will be the following: 

1) Create a schematic drawing based on the schematics “low_power_ism_v2.pdf” attached at the 

end of this document 

2) Including the USB connector is optional 

3) The rest of the schematics shall be copied as is 

4) You are encouraged to add a small design of your own either connecting to one of the inputs 

EXT_1 or EXT_2,  to the output EXT_3 or to the I2C bus connecting the microcontroller and the 

humidity sensor 

5) Create a layout 

6) Assemble at least two boards (Assembly day at ELAB) 

7) Verify that the boards are functional or find eventual errors (Assembly day at ELAB) 

 



 

 

 

Layout Recommendations: 

 

Antenna Layout (MAKE AN EXACT COPY USING A TEMPLATE): 

You may set the grid to 1mm while drawing the template for the antenna. 



 

 

Decoupling capacitors: 

On the POWER page in the schematics, you will find all the P3V3 decoupling capacitors: 

 

All devices using P3V3, shall have a decoupling capacitor placed close to its VCC/GND pins.  

You are creating four layer boards, where two copper layers inside the board are reserved for power 

and ground and should cover the entire board, excluding the antenna area.  

All devices being supplied P3V3 should have a P3V3 copper layer and a GND copper layer directly 

beneath them.  In this case, the best option for VCC and GND hook-up for both the device and the 

capacitor, is by using VIA’s directly into to the power layer beneath them through a minimal length, and 

thus minimal impedance, track.   



 

Note that the via’s connecting the capacitor to the inner power layers are located close to each other, 

and that the distance between the pads and the via’s  are as short as possible in order to minimize 

inductance 

  



Excerpt from the si4455 layout guide: 

 



 

 



 

 

 

  



 

How do to make a track/route with 50ohm impedance: 

 

 

 

Communication model for UART and radio messages 

 

 

 



UART and radio messages 

 

AES encrypted data   

 (Data only encrypted when transmitted over the air) 

Current implementation has four different messages: 

0x30, Status indication: 

  

byte 

Start of message 0xAF 0 

Message id 0x30 1 

Senders address MSB 2 

Senders address LSB 3 

Senders message counter MSB 4 

Senders message counter LSB 5 

 

  6 

GPIO input   7 

GPIO output status   8 

 

  9 

 

  10 

Temperature MSB 11 

Temperature LSB 12 

Humidity MSB 13 

Humidity LSB 14 

 
 

15 

 
 

16 

CRC-CCITT MSB 17 

CRC-CCITT LSB 18 

End of message 0x5F 19 

 

The sensors send indications to the higher level system (address 0x0000) periodically, when they wake 

up, and wait a few second for a response before entering sleep again. 

0x31 response to a status indication: 

When the higher level system receives a status indication from one of the sensors, via the concentrator, 

it should respond, via the concentrator, with a message where the message id is set to 0x31, and with 

the address of the sensor in the address fields.  

 

  



0x33, GPIO set request: 

  

byte 

Start of message 0xAF 0 

Message id 0x33 1 

Senders address MSB 2 

Senders address LSB 3 

Senders message counter MSB 4 

Senders message counter LSB 5 

 

  6 

GPIO output mask   7 

GPIO output values   8 

 

  9 

 

  10 

  11 

  12 

  13 

  14 

 

  15 

 

  16 

CRC-CCITT MSB 17 

CRC-CCITT LSB 18 

End of message 0x5F 19 

 

 

0x34 confirmation on GPIO set request: 

A GPIO set request is confirmed with a status indication, where the message id is set to 0x34. 

 

Refer to the code for more details. 

  



If you decide to use the boards you have made in a setup with a Raspberry Pi, your home 

server/computer or any other system supporting a UART connection and the possibility to run python 

scripts, we can provide you with the necessary files to generate a web page similar to this: 

 



Instructions for setting up a Raspberry Pi : 

raspberry_pi_howto.txt
 

 

If you wish to connect your concentrator board to a Windows/Linux machine, you could optionally use 

this cable, which is pin-compatible with the concentrator pin-out: 

http://www.digikey.com/product-detail/en/ftdi-future-technology-devices-international-ltd/TTL-232R-

3V3/768-1015-ND/1836393 

On a windows machine, you would have to look in “Device Manager” to find the correct COM port to 

use (COM4) in the example below: 

 

In python you would then connect to the concentrator like this: 

ser = serial.Serial('COM4', 9600, timeout=0.01) 

 

In recent Debian based Linux distributions, you should find a new port like /dev/ttyUSB0 when you plug 

in the USB/UART translator. 

    

  



 










