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Hvordan vi spores og manipuleres pa nett

Manipulerende design

Finn Liitzow-Holm Myrstad, fagdirekter (finn meg pa Linkedin)
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Manipulerende design

... et grensesnitt eller egenskaper ved et design
som styrer, lurer eller presser forbrukere til G ta valg

som fa@rst og fremst er i virksomhetens interesse.
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Typer manipulerende design

Ubalanserte valg ETA

Forhandsvalg

<

Oppsigelseshinder E

Begrenset tid

Ndr et valg er spesielt fremhevet
gjennom plassering, starrelse eller farge

Nar alternativet som er i virksomhetens
interesse er forhdndsvalgt

Det er mye vanskeligere a forlate en
avtale eller tjeneste enn d inngd den

En formulering som far forbrukeren til
fole seg ueerlig eller dum

Forbruker far falsk informasjon
om at muligheten ender snart

Ungdvendig konto

Egen valuta

Lurespgrsmal

Skjulte kostnader

Falsk kundea ktivite?co}Ofw

v

Y
(Ts

Nar forbruker tvinges til ungdvendig
pdmelding/registrering av konto

En tjeneste benytter egen, virtuell valuta
som skjuler kostnader

Ndr spgrsmdal eller svar formuleres
tvetydig for G forvirre forbrukeren

Ndr kostnader er skjulte eller ikke synes
for mot slutten av transaksjonen

Forbruker far falsk informasjon om
andre kunders aktivitet pd siden




Forbruker far falsk informasjon om
[ andre kunders aktivitet pa siden

o

Funn fra undersgkelsen

fm

Aktuelle bestemmelser?

Leverander:
® 61% opplever ofte eller
noen ganger falsk

kundeaktivitet.

Markedsfgringsloven § 7
forste ledd bokstav b:

Type: Sommerdekk
SKU: null

Tilgjengelig: Tilgjengelig

For a@yeblikket efilet peodl foller for ayeblikket pa dette produktet

en handelspraksis er
villedende dersom den er
usannferdig eller pa annen
mate egnet til a villede
forbrukere med tanke pa
ytelsens tilgjengelighet
eller mengde.

* 33% opplever det som
manipulerende.

28% stoler ikke pa
informasjonen.



Skam 3% En formulering som fdr forbrukeren til

—~ d fole seq ueerlig eller dum

o

Funn fra undersgkelsen

fm

Aktuelle bestemmelser?

Markedsfgringsloven § 9
annet ledd bokstav b:

45% opplever ofte eller

Skal du virkelig reise uten bagasje? Legg til bagasje na i stedet for pa )
noen ganger skam-designet.

flyplassen, sa sparer du opptil 50 %

Jeg tar sjansen uten | Legg til

en handelspraksis er
aggressiv dersomden
gjennom bruk av utilbgrlig
sprak vesentlig reduserer
forbrukerens evne til a
treffe en informert
beslutning.

* 35% opplever det som

manipulerende.

* 19% farlystaslutte &
bruke appen eller nettsiden.




plassering, st@rrelse eller farge

Nar et valg eller informasjon er spesielt fremhevet giennom
Ubalanserte valg @ g ellerinformasjon er spesielt f o

fm

Aktuelle bestemmelser?

o

Funn fra undersgkelsen

Personvernforordningen art.
25 nr. 1: innebygd
personvern

64% opplever ofte eller
noen ganger ubalanserte
valg.

Ja, tillat bruk av posisjon

Kanskje senere

31% opplever det som
manipulerende.

20% farlyst a slutte @ bruke
appen eller nettsiden.




Required:

Return to
Review Face You are all

news feed

your data recognition set
settings




Turn on face recognition if you want
us to use this technology

If you turn this setting on, we'll use face
recognition technology to understand
when you might appear in photos, videos
and the camera to do things such as help
protect you from strangers using your
PNoto, TiNG ana snow you photos that

3 ed in, tell

you may want to tag. Select Accept and
Continue to turn on face recognition or

Manage Data Settings to keep it tumned
off

What's collected?

MANAGE DATA SETTINGS

X CLOSE

Face recognition

Before you manage your data settings,
these examples can help you decide what
choices to make

Q Face recognition technology allows
us to help protect you from a
stranger using your pnoto to
i t tell people with

ho's in a photo
of video using a screen reader.

() f vou keep face recoanition turned
off, we won't be able to use this
technology if a stranger uses your

ACCEPT AND CONTINUE ‘

-
o~




Turn on face recognition if you want
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Manage Data Settings to keep it tumned
off
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MANAGE DATA SETTINGS

X CLOSE

Face recognition

Before you manage your data settings,
these examples can help you decide what
choices to make
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stranger using your pnoto to
i t tell people with

ho's in a photo
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() f vou keep face recoanition turned
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hi“
Special Bundle of High- Value ‘

Items )
Get everything you need to take it to the next le T




FOMO og forvirrende priser

(EXPIRES IN: 7 Hours 9 Mins Packs Remaining: 12
FEATURED

PROMO PACKS JUMBO RARE PLAYERS PACK

The most unique top-rated players, allin a single pack! Includes 24 items, all players, all Gold, all Rare including one 84+ OVR Rare player guaranteed.
GOLD PACKS
CLASSIC PACKS
SEASONAL BUNDLES
TOTY ITEMS
*PREMIUM BUNDLES
ANCIENTS ITEMS

GRAFFITO ITEMS
FOOTBALL ROYALTY ITEMS
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Det finnes allerede lover som requlerer dette
feltet, som stiller krav til:

(L

@ A

Virks mh te Samtykke Innebygget
atferd o f personvern
avta elnngae se forbr k
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A PERSONOPPLYSNINGER

SVEKKET TILLIT
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SVEKKET KONKURRANSE
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Hva gjer vi med problemet?



Jftenpoften -~

Kultur | Personvern

Forbrukerradet mener Google
dytter forbrukerne inn i omfattende
overvaking

Det samme gjar Go gle

Choose personalization settings







B]B 2 signin Workiife &he New Pork Times

Home | War in Ukraine | Coronavirus | Climate | Video | World | UK | Business | Tech | Science Consumer Groups TargetAmazon
Prime’s Cancellation Process

A Norwegian group filed a complaint with regulators, saying

Amazon faCES lega.]. Challenge over Amazon had deliberately made it difficult to end memberships to
Prime Cancellation pOliCy its Prime service. Groups in Europe and the U.S. back the effort.

® 14 January 2021

% Give this article A~ D
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Home > Press comer > Consumer protection

9 Available languages: English v

Press release | 1 July 2022 Brussels

Consumer protection: Amazon Prime changes its
cancellation practices to comply with EU consumer rules

Following a dialogue with the European Commission and national
consumer protection authorities, Amazon has committed to bringing its

Print friendly pdf cancellation practices in line with EU consumer rules. The platform will

Press contact enable consumers from the EU and EEA to unsubscribe from Amazon

Prime with just two clicks, using a prominent and clear “cancel button™.
This change was necessary to comply with the EU rules on consumer
n and, in particular, with the Unfair commercial practic:
tive. Following a complaint by the European Consumer

Organisation (BEUC)| the Norwegian Consumer Council and the

Transatlantic Consumer Dialogue, an action was launched in April 2021
by the Commission in cooperation with national consumer authorities

The reported cancellation practices consisted in a large number of
STORDRAMA: History-serien Vikings er en av. senene ‘som er tilgjengelig pa Amazon Prime. Her ser man skuespiller Clive Standen som Rollo og Thorbjern Harr
Som Jart Borg. Foto: History

Forbrukerradets harde kritikk av strammetjenesten Amazon

GﬁR VERIIIEN RUNDT

Forbrukerradets
nye rapport, hvor
Amazon Prime
beskyldes for «ut-
strakt bruk av ma-
nipulativt design»,
vekker interesse
hos verdens storste
medier.

KNUT-EIRIK LINDBLAD

hurdles to unsubscribe, including complicated navigation menus,
skewed wording, confusing choices, and repeated nudging. Amazon
has now committed to improve its cancellation policy and will implement
the changes as of today.

Commissioner for Justice, Didier Reynders said: “Opting for an online

subscriptions can be very handy for consumers as it is often a very

straightforward process, but the reverse action of unsubscribing should
be just as easy. Consumers must be able to exercise their rights without
any pressure from platforms. One thing is clear: manipulative design or

welcome Amazon's commitment to
simplify their practices to allow consumers to unsubscribe freely and
easily.”

«MANGE FORBRU-

KEREERIAVTALER
DE IKKE ONSKER A
VARE I.»

FINN MYRSTAD, fagdirektor




Q President Biden
N o @POTUS
United States government official

Too often, companies make it difficult to unsubscribe from a service,
wasting Americans’ time and money on things they may not want or
need.

| support @FTC's proposal requiring companies to fix this.

It shouldn’t be harder to cancel a service than it was to subscribe for it.

@ Frc & @FrC - Mar 23

FTC proposes rule provision making it easier for consumers to “click to cancel”
recurring subscriptions and memberships: bit.ly/40phNE1 /1

i 3 - -

2:32 PM - Mar 23, 2023 - 2M Views

2,069 Retweets 240 Quotes 123K Likes 54 Bookmarks



Oppfordring til dere

Manipulerende design gar pa
bekostning av tilliten som kreves for
d bygge en merkevare over tid.

®
Det er et ledelsesansvar a sikre at dP
handelspraksisen til en virksomhet
ikke gdr pd bekostning av

forbrukeres rettsvern, autonomi og 0

tillit. r

I —




How Designh Can Make Tech Products Less
Addictive

Product design doesn’t have to make dependency the priority



https://medium.com/s/story/how-tech-companies-can-make-their-products-less-addictive-4e409df8316
https://uxdesign.cc/what-designers-can-do-about-internet-addiction-dc972d947752

Autoriteit
Consument & Markt

v

Guidelines on the protection of
the online consumer

"% &
:

! Guidelines

Guidelines 3/2022 on

Dark patterns in social media platform interfaces: How to
recognise and avoid them

Version 1.0



https://edpb.europa.eu/our-work-tools/documents/public-consultations/2022/guidelines-32022-dark-patterns-social-media_en
https://edpb.europa.eu/our-work-tools/documents/public-consultations/2022/guidelines-32022-dark-patterns-social-media_en
https://www.acm.nl/en/publications/information-for-companies/acm-guideline/guidelines-protection-online-consumer

Hva bgrtilsynene og myndigheter gjgre?

Mange former for manipulerende
design er allerede regulert gjennom
eksisterende regelverk — men mye er
ogsa uklart.

En forutsetning for handheving er at
tilsynene fadr tilstrekkelige ressurser.



Takk for meg!

Finn rapportene pa

Hgr var podcast om manipulerende design «Life Hacks med
Forbrukerradet»

Ta kontakt:
epost: / twitter: @finnmyrstad /
LinkedIn: / Mastodon: @finnmyrstad@eupolicy.social


http://www.forbrukrradet.no/
mailto:finn.myrstad@forbrukerradet.no
https://www.linkedin.com/in/finnmyrstad/
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