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Network structures




Programming the network

import urllib.request

contents = urllib.request.urlopen (
urllib.request.Request (
"https://www.uio.no/studier/emner/matnat/ifi/IN2140/v25/index.html")

) .read ()

print (contents.decode ("utf-8"))
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Programming the network

import u

contents
urll

<!DOCTYPE html>
<html lang="no">
<head>
<meta charset="utf-8" >
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<meta id="viewport" name="viewport" content="width=device-width, initial-scale=1"

/>
<meta name="format-detection" content="telephone=no">
<meta name="generator" content="Vortex" />
<title>Semesterside for IN2140 - - Universitetet i Oslo</title>
<meta property="og:title" content="Semesterside for IN2140 - - Universitetet i
Oslo" />

<meta name="twitter:card" content="summary" />
<meta name="twitter:site" content="@unioslo" />
<meta name="twitter:title" content="Semesterside" />
<meta name="twitter:description" content="Les denne saken pa UiOs nettsider." />
<meta name="twitter:image"
content="https://www.ulo.no/vrtx/dist/resources/uio2/css/images/social/uio-twitter—
share-1000x1000.jpg" />
<meta name="twitter:url"
content="https://www.uio.no/studier/emner/matnat/ifi/IN2140/v25/index.html" />
<meta property="og:url"
content="https://www.uio.no/studier/emner/matnat/ifi/IN2140/v25/index.html" />
<meta property="og:type" content="website" />
<meta property="og:description" content="Les denne saken pa& UiOs nettsider."
/>
<meta property="og:image"
content="https://www.uio.no/vrtx/dist/resources/uio2/css/images/social/uio-share-
1200x630.jpg" />
<meta property="og:image:width" content="1200" />
<meta property="og:image:height" content="630" />
<meta property="og:updated time" content="1741591281" />
<link rel="shortcut icon"
href="/vrtx/dist/resources/uio2/css/images/favicon/favicon.png">
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\Web-based software
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Isn’t this enough?

In everyday live,
the network and network functions are black boxes,
language Is very inaccurate ... and that is only fair

applications

But we - as software designers, architects, developers or
researchers - must understand more

& \1\ --— -
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s this the whole story?

How do you get from a cable in the ground
to a virtual home assistant?
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A possible communication path

cable

headend
home
assistant
https://voutu.be/Fla-eMFIxdY = = = = = = = = = == = = = = = = = = == === = —
————
I tier 1
| pr*owder I |
_____ : :
F———— | |
. | |
I tier 1 Lo .
| provider 1 5/ :
e Copenhagen?
[ T EEEE_—_——— -1 I 4
: : : “\_ ‘_ London?
I L .
I y =< - :
Compute\ T tier 11
| | | g |
: A sofmare | 7S | cluster | assistanti L _ _ provider |
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https://youtu.be/F1a-eMF9xdY
https://youtu.be/F1a-eMF9xdY
https://youtu.be/F1a-eMF9xdY
https://youtu.be/F1a-eMF9xdY
https://youtu.be/F1a-eMF9xdY
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include/linux/tcp.h
include/net/tcp.h
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files changed, 30 ins¢

Commits

2b0a8c9e authored 3 years ago by Kenneth Klette Jonassen Committed by David S. Miller 3 years ago

tcp: add CDG congestion control

CAIA Delay-Gradient (CDG) is a TCP congestion control that modifies
the TCP sender in order to [1]:

Comments

William Allen Simpson o Use the delay gradient as a congestion signal.

o Back off with an average probability that is independent of the RTT.

o Coexist with flows that use loss-based congestion control, i.e.,
flows that are unresponsive to the delay signal.

o Tolerate packet loss unrelated to congestion. (Disabled by default.)

Last year, I'm pretty sul
good_idea. But at least
should default to off.

Also_that naming was a b
t the "force" it
but the “force™ is a B8 TIts FreeBSD implementation was presented for the ICCRG in July 2012;
How about: Slides are available at http://wa.ietf.org/proceedings/84/iccrg.htnl
NET_TCP_FORCE_THIN_LT!
oo force thin dungly Running the experiment scenarios in [1] suggests that our implementation
achieves more goodput compared with FreeBSD 10.0 senders, although it also
causes more queueing delay for a given backoff factor.

5 AndreasPetlun...pdf A
BN |
The loss tolerance heuristic is disabled by default due to safety concerns

for its use in the Internet [2, p. 45-46].

We use a variant of the Hybrid Slow start algorithm in tcp_cubic to reduce
the probability of slow start overshoot.

(11 D.A. Hayes and G. Armitage. "Revisiting TCP congestion control using
delay gradients.” In Networking 2011, pages 328-341. Springer, 2011.
{21 K.K. Jonassen. "Implementing CAIA Delay-Gradient in Linux."
MSc thesis. Department of Informatics, University of Oslo, 2015.

Cc: Eric Dumazet <edumazet@google.com>
Ce: Yuchung Cheng <ycheng@google. com>
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Implementing the 'TCP Prague' Requiremep
for L4S

Speakers

Bob Briscoe, Koen De Schepper, Olga Albisser, Joakim Misund, Olivier
Timans, Miria Kuehlewind, Richard Scheffenegger, Marcelo Bagnulo,
Asad Ahmed

Label
Nuts-n-Bolts

Session Type
Talk

Description

This talk is about a new approach for ultra-low queuing
delay that is intended to incrementally replace best
efforts as the default service of the public Internet.
Uniike traditional QoS, it's ultimately for all

traffic. In practice 'ultra-low queuing' means a few
hundred microseconds of queuing delay on average, and
about 1ms at the 99th percentie. This is 10 to 100

times better than the state-of-the-art AQMs (fq_CoDel
and PIE), which is achieved by addressing the root
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[Sat, March, 9. 2019]
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[Thu, March, 7. 2019]
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Technologies

[Wed, March, 6. 2019]

We are pleased to announce
our Netdev 0x13 keynote
speaker: Alissa Gooper
[Mon, February, 25. 2019]
Bronze Sponsor, Red Hat
[Fri, February, 22. 2019]

display old news

Deadlines

« CFS submission closed on
January 22, 2019,
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Network Components

network ---.___
is sub-network - \
[subnet] of
¢ o
—————— —> [ ] ~
network - DSB8 I
[\\ S - .
NTof-1..2>, Intermediate
end system ----- > \
system
ES - End system IS - Intermediate system
end systems are “at the edge” of a examples:
network router, switch
examples: computer, mobile phone, tablet, base station, modem

smart watch: printer, TV, smoke deteqtor, gateway: web proxy, firewall, NAT
weather station, lamp, door opener, fridge, gateway

traffic light ... |
|
node
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Network Structures

I 1IN . -

/ — ]
/ |

without the lines showing network boundaries,
this looks like a typical graph

there are nodes, and edges connecting pairs of nodes to each other

a specific arrangement of nodes and edges is called a topology

the terminology implies that edges are network connections
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Network Structures

Point-to-point channels

® Docsis [cable modems)
— star topology

@ |l @ |l ||@ |@ ||@ ||@ ||

15 2 7 Y e

.

& 0; - . .
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Network Structures

Point-to-point channels

® Docsis [cable modems)
— star topology

= (Gigabit Ethernet ("1 GB Ethernet”)

— star or tree topology
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Network Structures

Point-to-point channels

® Docsis [cable modems)
— star topology

= (Gigabit Ethernet ("1 GB Ethernet”)

— star or tree topology

full mesh |

= |EEE 802.5 "TokenRing” ([outdated]
— ring topology

= Some supercomputers use
— full mesh topology
— hypercube topology
— torus topology fat tree |
— fat tree topology

torus |

é/\f’?‘in{\?‘;\ --—
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Questions

The majority of computers today use

PCI Express (PCle] for connectivity between
devices

G: Which topology do most desktops use
between devices today?
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Questions

G: \Which topology do most desktops use between devices today?

il YV ARG

star tree ring

A B C

full mesh | hypercube |

D E

7. University of Oslo IN2140 — Introduction to operating systems and data communication [ simula.research laboratory ]




Questions

The connectivity between CPUs and RAM banks
Is solved by a network.

Names of recent technologies are
" Hypertransport
" luickPath Interconnect

= Ultra Path Interconnect

Q: Which topology do computers with several
CPUs use for connecting to RAM today?
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Questions

Q: wWhich topology do computers with several CPUs use
for connecting to RAM today?

il YV ARG

star tree ring

A B C

full mesh | hypercube |

D E
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Network Structures

Broadcasting channels

= (Cable
- olld-fashioned Ethernet -%m%@‘
" Radio

— Aloha (first wireless data
transmission)

— WIiFi (IEEE 802.11)
— mobile; 3G, 4G, 56
— satellites

" Properties

— when one node sends, potentially
many nodes can hear it
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Network Structures

Broadcasting channels
= Cable

— old-fashioned Ethernet

SO T

" Radio

Aloha (first wireless data
transmission)

WiFi (IEEE 802.11)
mobile; 3G, 4G, 56
satellites

" Properties

when one node sends, potentially
many nodes can hear it

when two nodes send, both
messages are potentially ruined

error detection Is important
coordination is desirable

/F; University of Oslo IN2140 — Introduction to operating systems and data communication
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Network Structures

Broadcasting channels
= Cable

— old-fashioned Ethernet
" Radio
— Aloha (first wireless data
transmission)
— WiFi (IEEE 802.11)
— mobile: 3G, 4G, 56

e

) .““‘-‘:':':. '. o,
— satellites RO T TA50
. |
uENy "
Properties o %..:,.;..:.:, SR
. * = o pugyn -..:I-..
— when one node sends, potentially :,o,’o,’o:.::‘._..,_‘v_f;ﬁ:.u_.:;::..:_-_-_.
many nodes can hear it :'g:f}}}},’{‘-'#: R TR
swgnjawnaas a NGO R nn o0 llr
— when two nodes send, both S b B A
. . DAIOQCIATYAL, amn®
messages are potentially ruined '::,’.::;:;'.'.'.“_;’.:.}{.?' -
. . %% tannnn®e%®%e
— error detection is important '4:2'-'.'.".‘:':%"
SmmB

— coordination Is desirable
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A lot of tasks

-——_#

’

knowing how to

find the reverse way ‘Tl ' ' Z

T 2 i ~|
— = . a\\f}‘\’ ,//
knowing ~ @QQ
which process DN ¥
to contact on that ES NN

knowing which
ES to contact

knowing the way
from one IS to another

& Y --— .
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A lot of tasks
20

knowing how to |

find the reverse way |
—

N

y
a
e,
I
8,y
A
’

knowing
which process
to contact on that ES

knowing which
ES to contact

coding the data
knowing the way In a comprehensible
from one IS to another manner

& 0; - . .
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A lot of tasks

dealing with N =

networking problems ™=
e

knowing how to
find the reverse way |

—
knowing
which process
to contact on that ES —————-------
knowing which Oy g el
- ~
ES to contact .,
; data
knowing the way N cudpmeirensible
from one IS to another manner

ééév}i\(\?«;\ --—
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maintaining
security
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A lot of tasks

dealing with
networking pro | iRy

knowing how e

find the reverse wa
1

LA

knowing
which proce
to contact on tf I -

knowing which

ES to contact
coding the data

In a comprehensible
manner

knowing the way
from one IS to another

//\ . -
07, University of Oslo
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support
high traffic

avoiding
high delays

maintaining
privacy

maintaining
security
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A lot of tasks

There are a lot of aspects to worry about

the application =~---______ applications
""""" determine
knowing the way requirements
from one IS to another  knowing which
ES to contact .knowmg
which process
knowing how to to contact on that ES
find the reverse way SEElmg e datg
In a comprehensible _ _
manner dealing with
networking problems
support -
: : avoiding L
high traffic : maintaining L
high delays maintaining

security "

Lo

L
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A lot of tasks

There are a lot of aspects to worry about

the application =~---______ applications
""""" determine
knowing the way requirements
from one IS to another  knowing which
ES to contact .knowmg
which process
knowing how to to contact on that ES
find the reverse way SEElmg e datg
In a comprehensible _ _
manner dealing with
networking problems
support -
: : avoiding L
high traffic : maintaining L
high delays maintaining

security "

Lo

L
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applications
determine
requirements

the application

~—
--
--
-
~~---
--
--
-
--

dealing with

networking problems
support

high traffic avoiding

high delays

6 \?;\ --—
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Eile épplioatiand \Web browsing

/’\‘ Internet \

avoiding "
high delays — = \ /

support
high traffic

dealing with

networking problems -

& 0; - . .
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Textual commands and textual chat

[ S

/ /

avoiding high delays uncritic.

support high traffic -
dealing with networking problems -

University of Oslo IN2140 — Introduction to operating systems and data communication [ simula.research laboratory ]
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Live and on-Demand Streaming

avoiding high delays some ok

support high traffic -

dealing with networking problems  some ok

Internet \

\ /

5

=
' _<d

(4

N
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AV chat and AV conferencing

avoiding high delays some.
support high traffic impo

dealing with networking problems  some ok l':'f‘a

Internet
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Haptic Interaction

avoiding high delays

support high traffic

dealing with networking problems

& o) - - )
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The Internet must support all of them
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Questions

The previous slides showed some examples of applications that must be
supported by the Internet. But some really important ones are missing.

G: Can you give an example of an important kind of application that was
missing?

7. University of Oslo IN2140 — Introduction to operating systems and data communication [ simula.research laboratory ]
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Approaches to structure the tasks

layered approach: arrange tasks in layers

choose common encoding

-

establish connections

find a process

transfer longer distances

transfer between neighbors, adapt speed

find neighbours

build data units from bits

encode bits, choose speed, fix errors

== = = - = = = === ==

specify hardware

& —
University of Oslo IN2140 — Introduction to operating systems and data communication

advantages:

clear interfaces
clear assignment of
responsibilities
develop layers
independently

disadvantages:

not perfectly suited
for all jobs

similar problems
are solved several
times

research laboratory |



Approaches to structure the tasks

component approach: interacting components

advantages:
* possible to avoid duplicated
recovery functions
algorithms * possible to choose perfect
network behaviour for every
speed ctrl application
algorithms
location disadvantages:
algorithms * must negotiate choice of
_ every piece with all nodes
enchlng * toolbox must be complete
algorithms on all nodes

 needs flexible interfaces
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Approaches to structure the tasks

recursive approach: handle challenges locally

University of Oslo

advantages:

* reuse the concept of inter-
process communication on
all levels

* concepts are repeated at
every level

 all challenges can be solved
as local as possible

disadvantages:

* more negotiations and
setup than layered

* unclear how to best share
resources
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Questions

'\

Layers Components Recursion

These three ways of structuring the tasks of networks are frequently
discussed, as well as used. The reality is a mixture, but one of them dominates
how we think about task structuring.

G: Which of these three approaches is the dominant one?

7. University of Oslo IN2140 — Introduction to operating systems and data communication [ simula.research laboratory ]
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Approaches to structure the tasks
Right now, the layered models dominate
ISO OSI (Open Systems Interconnection) Reference Model

and
TCP/IP Reference Model Internet Architecture

layers are easy to understand
iInterfaces are clearly defined

not every node must implement every layer

/[’\\ L
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Reference Model for Open Systems Interconnection

ISO OSI (Open Systems Interconnection) Reference Model
" model for layered communication systems

" defines fundamental concepts and terminology

= defines 7 layers and their functionalities

Application layer

Presentation layer

Session layer

Network layer
Data link layer

Physical layer
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Layer functions: physical layer

Responsibility: insecure bitstream between adjacent systems

CCITT V.11 / X.27 (EIA RS -422-A

" mechanics

: <CENERATOR 1 BALANCED LOAD .

- INTERCONNEGTING '

| RECEIVER!
electronics - o TeRCONNEq TG 2

!

@@e@@ee@ M3* 3.175 MIN. 508‘
DEPTH AVAILIABI B 10.16

= procedural o] (o) o |- in
1575

15 pin, X.20, X.21, X.22
Public Data Network Interface

47.17 |
46.91 |

é \&e@eeoe@ee@ee@e/ ®

6.60 [wt—

—

METRIC THREAD PER INTERNATIONAL
STANDARD ISO 261, ISO METRIC SCRE!
THREADS - GENERAL PLAN

UNLESS OTHERWISE SPECIFIED
TOLERANCES ARE

. ©000000000000 ABEGHIAPAGES. 31, t— ., =
en COd N g an d 25 pin, 150 2110, EIA RS-232-C, V.24 LATCHING BLOCK = v =
. - i |
deCOC“ng Of HTET \\e°e°e°@eeaeoeoeaeo@@e@e@@@@@eg@@ooeoe } ®
b ItS 37 pin, TS04902, ETA RS-449 (rmoder) Protective ground (1)
TXD: Transmit (2) o
RXD: Receive (3)
RTS: Request to Send (47
\ Computer | cTs: Clear to Send (5) Modem
_ ‘\ _ / Terminal |  psR: Data Set Ready (6)
8 \ 2 Common Return (7) -
g g DCD: Data Carrier Detect (8)
/ DTR: Data Terminal Ready (20)
0 9l0 1é0 2‘70 3(;0 4%0 54‘10 6.;50 720 0 9I0 1é0 2‘70 3(;0 4%0 54‘10 62;0 720

Time (s) Time (s)

Physical layer
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Layer functions: data link layer

Responsibility: error-recovering frame stream, adjacent systems
Reliable data transfer between adjacent stations with frames

create data frames from bits _
I handle speed differences between nodes

[ | handle several L3 protocols
S E translate between different MAC layers
CHK
O DATA O
SUM
; i v A
«— error detection
start of frame end of frame _
e.g.01111110 e.g. 01111101 a— access to medium
v A

where to send? — MAC address
when to send? — wait for silence, wait for token
correct frame? — check for bit errors and repair

2 Data link layer

& 0; - . .
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Layer functions: network layer

Responsibility: packet stream between end systems
|

el
Uapnsepyent

end-to-end transport of packets

Sofienbergparken

ability to address source and target
nodes

routing from source node to target
node

3 Network layer

¢ g, — -
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Layer functions: network layer

Responsibility: packet stream between end systems

end-to-end transport of packets

ability to address source and target
nodes

routing from source node to target
node

* find routes \
. 7

choose between alternative routes ~ =
* determine best packet size for a route >hb e g =
* translate addresses /- .-/’

* prevent or handle congestion
* multiplexing of L4 packets

s

3 Network layer

\ University of Oslo IN2140 — Introduction to operating systems and data communication [ simula.research laboratory ]
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Layer functions: transport layer

Responsibility: end-to-end message stream between processes

wide range of services offered to L3: end-to-end transport of packets
Conn;l.ct;]on no connection ability to address source and target
establishment Drocesses
hide L3 packet limit L4 packet _
size limitations size to L3 packet's * establish process-to-process
relation
error correction no error * multiplex traffic
correction * end-to-end flow control

_ (handles speed differences]
ensure order of deliver packets as e end-to-end error correction
received packets the arrive
adapt sending send as fast as
speed to receiver possible

University of Oslo IN2140 — Introduction to operating systems and data communication [ research laboratory |
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Layer functions: session layer

Responsibility: structured dialogue

support a “session” over a longer period

session management

* establishing identities

* assigning writes

* tracking identities (cookies]

checkpointing
* make program snapshots to disk
* restart after crash

token management

* passing permission to speak in a
(large) tele-conference

* write-locking of networked files

* transaction management in databases

synchronization

* lip synchronization of speech and video
in tele-conferencing

* show live football concurrently on all
devices

Google AT [operation transformation)

allows Google Docs to work

* user identify when multiple devices are
used

* several inputs on the same document
at the same time

* conflict resolution when writing to the
same location

) Session layer

IN2140 — Introduction to operating systems and data communication
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Layer function: presentation layer

Responsibility: exchange of data [semantics!]

encoding of int

* big endian

* little endian

* XML (as string]

* ASN.1 (shortest possible « XML
big endian bit sequence]  JSON
* XDR (4-byte big endian] e Java serialization

encoding of structs file name representation
("serialization”) * /mnt/user/n.txt
 ASN.1 * m:\user\n.txt

« XDR

encoding of strings
* ASCII

« UTF8

* Unicode
 EBCDIC

* (oogle protocol
buffers

encoding of date

* seconds since 1.1.1970

* nanoseconds since 1.1.1601

* string “12 March 2019
13:32:54 UTC”

image formats
* JPG, PNG

compression
* ZIp, gzip, bzip2

encryption methods
PGP, S/MIME

semantics
* NOK, EUR, USD

@ University of Oslo
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Layer functions: application layer

Responsibility: cooperating entities
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Architecture

Data flow between two adjacent systems

End system End system

Application
Preser I:ation
Session

~ Trancport
Netv ork
Data link

Physican
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Architecture

Data flow between two non-adjacent systems

End system End system

<----peers-——>»

Intermediate system
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IN2140:
Introduction to Operating Systems and Data Communication

Network structures

TCP/IP model



Five Layer Reference, Internet Reference Model and a Comparison

0SI Reference Model

Application layer

3 Network layer

1/2 Network interface layer

TCP/IP Reference Model Internet Architecture

— 1S0-0SI presentation, session and application layer merged
— 15003l data link layer and physical layer merged to form Network Interface
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TCP/IP Layering considerations

VWhy no clear separation of upper layers?

layers 1-4 are essential for co-existence on the Internet

e.g. different congestion control mechanisms on different hosts can lead to
strong congestion

session and presentation layer functions provide mostly application support

Layers 3 and 4 are not clearly separated
transport protocol (TCP, UDP, others) and network protocol IP
sometimes hard to draw a clear line where TCP ends and IP begins
example:

Explicit Congestion Notification (ECN] capability is indicated on layer 3 and
congestion is indicated on layer 3

sender is told about receiver’s reception of congestion signal on layer 4

Y \?;\ --—
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Internet Protocol Stack

IPv4 + IPv6
+ ICMP
+ ARP

WANs /LLC & MAC\ LANSs
ATM physical MANs

Nickname: "Hourglass Model”
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