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Static techniques




Static Techniques

1. Static techniques and the test process
2. Static analysis by tools

3. Review process
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Static Techniques

Know the difference between static and dynamic

Static testing Dynamic testing

0

« Examination of code without executing it

« Can be applied to other work products

®* Requires source code to be executed



1. Static Techniques and the Test
Process

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

2.4 Review techniques

2.5 Success factors for reviews

3. Static Analysis by Tools

Static Techniques and the Test Process

Dynamic testing - requires the execution of software under test.

Static testing - manual examination and automated analysis of
the code or documentation without execution of the software
under test.

Reviews - a way of testing software products (including code) and can
be performed well before dynamic test execution.

Static analysis tools analyze program code
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Static Techniques

 Static and dynamic testing have the same objective: identifying defects.

* They are complementary.

 Compared to dynamic testing, static techniques find causes of failures

(defects) rather than the failures themselves.



1. Static Techniques and the Test
Process

Static Analysis by Tools

2. Review Process

e 2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews
2.4 Review techniques

2.5 Success factors for reviews

3. Static Analysis by Tools :
Informasjon om

Kildekode programmets kvalitet

Static analysis is performed without actually executing the
software being examined by the tool.

Static analysis tools analyze program code, as well as
generated output such as HTML and XML.



1. Static Techniques and the Test
Process

Static Analysis by Tools

2. Review Process

e 2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

2.4 Review techniques

2.5 Success factors for reviews 0 bj ECt ives Of Stat i C dhnd Iys i S

Find defects and increase the quality of the
e software source code
* software models

3. Static Analysis by Tools

Note! Static analysis finds defects rather than failures



o e Static Analysis by Tools

2. Review Process

e 2.1 Activities of a formal
review

+ 2.2 Roles and responsibilties Typical defects discovered by static analysis tools include:
e 2.3 Types of reviews

e 2.4 Review techniques . . . .

. 2.5 Success factors for reviews * referencing a variable with an undefined value

3. Static Analysis by Tools

* inconsistent interface between modules and components
* variables that are never used

* unreachable (dead) code

 syntax violations of code and software models

* programming standards violations

 security vulnerabilities



o e Static Analysis by Tools

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews
2.4 Review techniques

2.5 Success factors for reviews D eve I o p e rS

3 static Analysis by Tools Use static analysis before and during:
* Component testing
* Integration testing

Designers
Use static analysis during software modeling



o e Static Analysis by Tools

2. Review Process

e 2.1 Activities of a formal
review

* 2.2 Roles and responsibilities Why is static analysis valuable?

e 2.3 Types of reviews

e 2.4 Review techniques . . .

o 2!5 Success fuctors for reviews  Early detection of defects prior to test execution.

e * Early warning about suspicious aspects of the code or design, by

the calculation of metrics, such as a high complexity measure.

* |dentification of defects not easily found by dynamic testing.

* Detecting dependencies and inconsistencies in software models,
such as links.

* Improved maintainability of code and design.

* Prevention of defects, if lessons are learned in development.



o e Static Analysis by Tools

2. Review Process

2.1 Activities of a formal
review

2-2R""‘-’S“’}“”“PO”S""""’-"’“ Complexity can be measured in different ways, e.g. based on the number of decisions
2.3 Types of reviews . . L.
2.4 Review techniques in the program (the number of binary decisions)

2.5 Success factors for reviews

3. Static Analysis by Tools

if(a=1)

{ if( b > ¢ )
a = b;
else
a=nzuoc;
}

System.out.println( a );




o e Static Analysis by Tools

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities Co d e St ru ct ure

2.3 Types of reviews
2.4 Review techniques
2.5 Success factors for reviews

3. Static Analysis by Tools * Control flow structure
The sequence in which the instructions are executed
e Data flow structure

follows the trail of a data item as it is accessed and modified by
the code

* Data structure

The organization of the data itself , independent of the program
(Array, list, stack, queue, tree, graph, ...)



o e Static Analysis by Tools

2. Review Process

e 2.1 Activities of a formal
review

e 2.2 Roles and responsibilities COd i n g Sta n d d rd S
e 2.3 Types of reviews
L o feewtediiaues Recommended that existing standards should be adopted to save a lot of
effort
3. Static Analysis by Tools * Naming conversions, e.g. class name should start with a Capital
letter

* Access conversions, e.g. public/private
* Layout specifications, e.g. indents

» Set of programming rules, e.g. always check boundaries on an array

when using it

Checking tools supports code standards



1. Static Techniques and the Test
Process

Static Analysis by Tools

2. Review Process

e 2.1 Activities of a formal
review

e 2.2 Roles and responsibilities CO d e m et ri C S ) e ° g °

e 2.3 Types of reviews
e 2.4 Review techniques
e 2.5 Success factors for reviews

* Comments frequency

3. Static Analysis by Tools

* Depth of nesting

* Cyclomatic complexity /complexity metrics.



o e Static Analysis by Tools

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities

2.3 Types of reviews
2.4 Review techniques P r a Ct i c a I S i d e

2.5 Success factors for reviews

3. Static Analysis by Tools

Static analysis tools may produce a large number of
warning messages, which need to be well managed to

allow the most effective use of the tool.



Example of

sonarcloud

sonarcloud &5 My Projects My Issues

EQ STKMUTT |/ & Hangman2017  § master

Owverview  |ssues  Measures Code  Activity

Quality Gate

Bugs | £ | Vulnerabilities | £ |

380 3

# Bugs @ Vulnerabilities
Code Smells | &
13d 515
U o)
Dabt & Code Smells

Leak Period:

0@

% Mew Bugs

O@

Mew Debt

Testing tools

Explore @

ast 30 days

09

b New Vulnerabilities

O

& Mew Code Smalls

Lines af Coda

% No tags

Activity

Aprnil 20, 2007

April 20, 2017

Show Maorna



1. Static Techniques and the Test
Process

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

e s s Otatic testing - manual examination and automated analysis of
the code or documentation without execution of the software
under test

3. Static Analysis by Tools

Static analysis tools analyze program code

Reviews - a way of testing software products (including code) and
can be performed well before dynamic test execution.



1. Static Techniques and the Test
Process

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities R eason t o ma k er eViews

2.3 Types of reviews
2.4 Review techniques

S - Defects detected during reviews early in the life cycle are cheaper to
remove than those detected while running tests.

3. Static Analysis by Tools
- Reviews can find omissions, for example, in requirements, which are
unlikely to be found in dynamic testing.



1. Static Techniques and the Test
Process

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities R eason t o ma k er eViews

2.3 Types of reviews
2.4 Review techniques
2.5 Success factors for reviews

3. Static Analysis by Tools

Tools (manual + tool support)

The main manual activity is to examine a work product and make
comments about it.
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Four typical scenarios
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The V-model

need, wish, Operational
policy, law system
\ /
User Preparation Acceptance test
requirements Acceptance test execution
System Preparation System System test
requirements test execution
: Preparation Integration test
Global design Integrationtest ~  execution

AN /

Component test
execution

N /

Implementation

Detailed design



o The review process

2. Review Process

e 2.1 Activities of a formal
review

2.2 Roles and responsibilities 0 bj e Ct Of rEVi eWS

e 2.3 Types of reviews
e 2.4 Review techniques

« 25 successfactorsforreviews ANy software work product can be reviewed, e.g.

3. Static Analysis by Tools

requirements specifications

design specifications
e code

* test plans, test specifications, test cases, test scripts

user guides

web pages



1. Static Techniques and the Test
Process

The review process

2. Review Process

e 2.1 Activities of a formal

review
2.2 Roles and responsibilities B .
enefits

e 2.3 Types of reviews
e 2.4 Review techniques

* 2.5 Success factors for reviews  early defect detection and correction

3. Static Analysis by Tools

development productivity improvements

reduced development timescales

reduced testing cost and time

lifetime cost reductions

fewer defects

improved communication



s The review process

2. Review Process

e 2.1 Activities of a formal
review

2.2 Roles and responsibilities

2.3 Types of reviews Typical defects

2.4 Review techniques

2.5 Success factors for reviews

e deviations from standards
3. Static Analysis by Tools

* requirement defects

e design defects

* insufficient maintainability

* incorrect interface specifications

* inconsistencies, ambiguities, contradictions, omissions, inaccuracies, and

redundancies in requirements

These defects are easier to find in reviews than in dynamic testing



S G The Review Process

2. Review Process

e 2.1 Activities of a formal
review

e 2.2 Roles and responsibilities

e 2.3 Types of reviews

e 2.4 Review techniques

e 2.5 Success factors for reviews

e Activities of a formal review

3. Static Analysis by Tools

* Roles and responsibilities
* Types of reviews
* Review techniques

e Success factors for reviews




The review process

Different types of reviews vary from:

Very informal Very formal
Informal Technical .
: Walkthrough : Inspection
review review

very informal (e.g. no written instructions for reviewers) to very formal (i.e. well structured and regulated)



Review Process - Background

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews
2.4 Review techniques

2.5 Success factors for reviews

The formality of a review process is related to factors like:

3. Static Analysis by Tools

* Risk

Size of the project

the maturity of the development process
any legal or regulatory requirements

the need for an audit trail



Review Process - Background

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities

23 Types of eviews The way a review is carried out depends on the agreed objective of the
. eview tecnniques .
2.5 Success factors for reviews rEVIEWZ

3. Static Analysis by Tools

* find defects and omissions
e gain understanding

* discussion and decision by consensus



1. Static Techniques and the Test
Process

Phases of a formal review

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

2.4 Review techniques 1 R P | a n n i n g

2.5 Success factors for reviews

> Static Analysis by Tools 2. Initiate review - kickoff

3. Individual review — individual preparation
4. Issue communication and analysis - review meeting

5. Fixing and reporting - Rework and follow-up



1. Static Techniques and the Test
Process

1. Planning

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews
2.4 Success factors for reviews

a. Select the personnel

3. Static Analysis by Tools

b. Allocate roles

c. Define the entry and exit criteria for more formal
review types (e.g. inspection)

d. Select which parts of documents to look at



1. Static Techniques and the Test
Process

2. Initiate review - kickoff

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

2.4 Success factors for reviews a. DlStrIbUtlng documents

3. Static Analysis by Tools

b. Explaining the objectives of the review and the
review process

c. Explaining the documents to the participants

d. Checking and discuss entry/exit criteria



1. Static Techniques and the Test
Process

3. Individual review/preparation

2. Review Process

e 2.1 Activities of a formal
review

e 2.2 Roles and responsibilities

s Work done by each of the participants on their own before the
e 2.5 Success factors for reviews . . . . .
review meeting, noting potential defects, questions and
3. Static Analysis by Tools
ArevsEaT comments.

Each participants proposes the severity of the defects.

Severity classes: critical, major or minor



1. Static Techniques and the Test
Process

4. Issue communication and analysis

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities

2.3 Types of reviews ReVIew meetlng
2.4 Review techniques
2.5 Success factors for reviews
3. static Analysis by Tools * Logging and discussion, with documented results or
minutes

* The meeting participants may simply note defects, make
recommendations for handling the defects, or make
decisions about the defects.

e Decisions based on the exit criteria

* Examining, evaluation and recording



1. Static Techniques and the Test
Process

5. Fixing and reporting

2. Review Process

e 2.1 Activities of a formal
review

: 2.2 Roles and responsibilities Rewo r k a n d fo I I OW_ u p

2.3 Types of reviews
e 2.4 Success factors for reviews

> Statc nalysis by Tools * fixing defects found, typically done by the author.

* check that defects have been addressed

e gather metrics, e.g.

* number of defects found
number of defects found per page
time spent checking per page
total review effort
etc.



1. Static Techniques and the Test
Process

Roles and responsibilities

2. Review Process

e 2.1 Activities of a formal
review

° 2.2 Roles andresponsibi[ities NB! One person may take One Or more rO/eS!

e 2.3 Types of reviews
e 2.4 Review techniques

e 2.5 Success factors for reviews 1 The author
3. Static Analysis by Tools
* Management
* The review leader
* The facilitator or moderator

* The reviewers

* The scribe (or recorder)



1. Static Techniques and the Test
Process

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

2.4 Review techniques

2.5 Success factors for reviews

* The writer or person with chief responsibility for the
documents to be reviewed and the rework to be
done.

3. Static Analysis by Tools



1. Static Techniques and the Test
Process

The management

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

24 Review techniques * Decides on the execution of reviews

2.5 Success factors for reviews

3. Static Analysis by Tools

* Assigning resources: staff, budget and time

* Determines if the review objectives have been met



e e T h e r evi ew I e a d e r

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews
S e * Taking the overall responsibilities for the review

2.5 Success factors for reviews

3. Static Analysis by Tools

* Deciding who will be involved

* Works closely with both the management and the
facilitator (moderator).



1. Static Techniques and the Test
Process

The facilitator or moderator

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities ® Ieads the review Of the document(S)

2.3 Types of reviews
2.4 Review techniques

2.5 Success factors for reviews e p | a n n i n g t h e rev i eW

3. Static Analysis by Tools

* running the meetings

* and follow-up after the meeting

* If necessary, the facilitator or moderator may mediate
between the various points of view and is often the
person upon whom the success of the review rests



1. Static Techniques and the Test
Process

The reviewers

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

2.8 Rovion, tochminaes * Individuals with specific technical or business
2.5 Success factors for reviews ba Ck g r Ou n d

3. Static Analysis by Tools

* |dentify and describe the findings in the product
under review

Note: reviewers should be chosen to represent different
perspectives and roles in the review process

Note: reviewers should take part in the review meeting



1. Static Techniques and the Test
Process

Scribe (or recorder)

2. Review Process

e 2.1 Activities of a formal
review

e 2.2 Roles and responsibilities

e 2.3 Types of reviews

e 2.4 Review techniques

e 2.5 Success factors for reviews

 Documents all the issues, problems and open points
that were identified during the meeting.

3. Static Analysis by Tools



1. Static Techniques and the Test
Process

Roles and responsibilities

2. Review Process

e 2.1 Activities of a formal
review

e 2.2 Roles and responsibilities

NB! One person may take one or more roles!

e 2.3 Types of reviews
e 2.4 Review techniques
e 2.5 Success factors for reviews

* The author

3. Static Analysis by Tools

* Management

* The review leader

* The facilitator or moderator
* The reviewers

* The scribe (or recorder)



1. Static Techniques and the Test
Process

Types of reviews

2. Review Process

e 2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

e 2.4 Review techniques 1 . I nfO rm a I I'EVi EW

e 2.5 Success factors for reviews

2. Walkthrough

3. Static Analysis by Tools

3. Technical review

4. Inspections

Very informal Very formal

-
- L

Informal Technical

: Walkthrough . Inspection
review review



1. Static Techniques and the Test

1. Informal review

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

2.4 Review techniques P U r p O Se
2.5 Success factors for reviews . .
Inexpensive way to get some benefit
3. Static Analysis by Tools
Form
Pair reviews; e.g. pair programming or a technical lead
reviewing desighs and code

Note: No formal process

Note: Optionally may be documented



1. Static Techniques and the Test
Process

2. Walkthrough

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities

2.3 Types of reviews
2.4 Review techniques P u r p o s e S
2.5 Success factors for reviews PY I e a r n i n g

* gaining understanding
* defect finding
* feedback

3. Static Analysis by Tools

Form
* meeting led by author

* may vary in practice from quite informal to very
formal

 stakeholders may participate



1. Static Techniques and the Test
Process

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews
2.4 Review techniques

2.4 Review techniques2.5
Success factors for reviews

3. Static Analysis by Tools

3. Technical review

Purposes

* discuss

* make decisions

* evaluate alternatives

* find defects

* solve technical problems

* check conformance to specifications and standards

Form
May vary from very formal to informal peer review
without management participation.



1. Static Techniques and the Test

3. Technical review

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

PR * ideally led by trained facilitator or moderator

2.5 Success factors for reviews

3. Static Analysis by Tools * documented, defined defect-detection process;
includes peers and technical experts

* pre-meeting preparation

e optionally the use of checklists, review report, list of

findings and management



1. Static Techniques and the Test
Process

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

2.4 Review techniques

2.5 Success factors for reviews

3. Static Analysis by Tools

4. Inspection

Purpose
Find defects

Form

Usually peer examination led by trained facilitator or
moderator (not the author)

Formal process based on rules and checklists with entry
and exit criteria

pre-meeting preparation
defined roles

includes metrics

inspection report, list of findings



’1); ﬁZﬁ'f Techniques and the Test R evi ew t e c h n i q u e S

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

2.4 Review techniques ¢ Ad hoc rEViEWing

2.5 Success factors for reviews

2. Static Analysi by Tool * Checklist-based reviewing
* Scenario-based reviewing and dry runs
* Role-based reviewing

* Perspective-based reviewing



1. Static Techniques and the Test

Success factors for reviews

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

2.4 Roview tochnioues Organizational success factors

2.5 Success factors for reviews

* Have a clear objective

3. Static Analysis by Tools

Pick the right review type and technique

Review material need to be keept up to date

Limit the scope of review

Enought time!

Management support is critical



1. Static Techniques and the Test

Success factors for reviews

2. Review Process

2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

2.4 Roview tochnioues People-related success factors

2.5 Success factors for reviews

* Pick the right reviewers

3. Static Analysis by Tools

Use testers

Each reviewers does their review work well

Limit the scope of the review and pick things that really count

Defects found should be welcomed

Review meeting are well managed



1. Static Techniques and the Test
Process

Success factors for reviews

2. Review Process

e 2.1 Activities of a formal
review

2.2 Roles and responsibilities
e 2.3 Types of reviews

. 2.4 Roview technigues People-related success factors, continues ...

2.5 Success factors for reviews

e Trust is critical

3. Static Analysis by Tools

How you communication is important

Follow the rules, but keep it simple

* Train participants

Continuously improve process and tools

Just do it!



1. Static Techniques and the Test
Process

Success factors - approach

2. Review Process

e 2.1 Activities of a formal
review

2.2 Roles and responsibilities
2.3 Types of reviews

Defects found are welcome and expressed objectively.

2.4 Review techniques

2.5 Success factors for reviews

3. Static Analysis by Tools

Apply suitable review techniques for the type and level of
software products.

Use checklists or roles if appropriate to increase
effectiveness of defect identification.

Management supports a good review process (e.g. by
incorporating adequate time for review activities).



1. Static Techniques and the Test
Process

Success factors - training and learning

2. Review Process

e 2.1 Activities of a formal
review

e 2.2 Roles and responsibilities

e 2.3 Types of reviews

e 2.4 Review techniques

e 2.5 Success factors for reviews

* Training is given in review techniques, especially the more
3. Static Analysis by Tools formal techniques, such as inspection.

* There is an emphasis on learning and process
Improvement
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