IN4340: Case Simulation 3

Scenario (adapted from dhis2.org)

Building a vaccine certificate system for COVID-19 in Vietnam
HISP Vietnam supported the implementation of an internationally recognized digital COVID-19 vaccine certificate based on EU standards. Implementing such a system required adoption of EU standards to a South-East Asian context, posing multiple challenges for local implementers.
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Development of a mobile application for COVID certificates (HISP Vietnam)
Following the availability of vaccines against COVID-19 in 2021, governments the world over began one of the world’s largest concurrent vaccination campaigns. To better manage vaccination campaigns, countries introduced vaccination certificates, often referred to as vaccine passports, used to identify individuals who have been fully vaccinated against COVID-19. As more people became vaccinated, local and international travel slowly restarted after lockdowns, but this posed a new challenge: a lack of standardized, verifiable COVID-19 vaccine certificates to validate the vaccination status of travelers.
HISP Vietnam (https://hisp.vn/), supported by the DHIS2 interoperability team, adopted the technical specifications contained in the EU Digital COVID Certificate (DCC) application guidelines to build a COVID certificate generation and validation system in DHIS2 for Vietnam. The system has helped Vietnam implement a digital certificate system to generate, sign and verify COVID certificates as well as help the Ministry of Health authenticate other important documents for enhanced security. Certificates generated by the system can be verified both online, via a public portal, or offline using secure certificate signing keys, including by health and border control authorities in other countries. This solution is now freely available on Github, allowing other countries to take advantage of this local innovation.

Choosing a standard for a digital COVID-19 certificate in Vietnam: security, simplicity and interoperability considerations
The implementers of HISP Vietnam considered a few globally acceptable standards in determining the architecture and method to design an efficient COVID certificate system. Similar to the WHO’s Digital Documentation of COVID-19 Certificate (DDCC), the eHealth Network of the EU had developed a set of technical specifications for the implementation of the EU Digital COVID Certificate (EU DCC). The EU DCC was initiated to promote unrestricted movement within the EU by standardizing systems for the generation and verification of vaccine certificates by member countries. This standard facilitates the creation of vaccine certificates containing QR codes in both digital and paper formats and is notably secure. All member states of the EU have adopted the EU DCC standard for their COVID certificate systems, as have several non-EU countries in Africa, Asia and South America.
The EU DCC standard was selected by HISP Vietnam as the preferred approach for the development of the COVID-19 certificate system for Vietnam. The simpler model of the EU DCC standard facilitates secure certificate generation in DHIS2 without the need to duplicate vaccine registry data in an external platform. It was also within the technical competency of the HISP Vietnam team to develop the Vaccine Certificate system in DHIS2 using this guideline, thereby utilizing local competencies and foreclosing the need to depend on external teams for long-term technical support.

Challenges experienced by HISP implementers in building a COVID-19 vaccine certificate app
DHIS2 was used as a main means for COVID-19 surveillance in Vietnam. The COVID vaccine certificate app pulls essential data from the DHIS2 COVID vaccination registry, which is then used to generate a secure certificate using private certificate signing keys (pki) issued by the Ministry of Health.
Despite the availability of a well-updated vaccination registry, and of consolidated expertise built over the years by HISP Vietnam, the implementers in charge of building the COVID-19 certificate app found themselves with multiple concomitant challenges to cope with, under strict time pressure. The main challenged experienced by the team can be described as follows:
1) Adoption of EU standards. Development of an interoperable COVID-19 vaccine solution meant the need to adapt European standards to a South-East Asian context, translating the EU Digital COVID Certificate application guidelines in the context of Vietnam. This posed many questions in terms of how European and South-East Asian information systems could “speak” to each other;
2) Data protection. Questions have been raised worldwide on data protection standards of COVID-19 certification systems, their accessibility by users, and the ability of users to correct any errors in the data related to them. This resulted into the challenge to develop a system that guaranteed the highest data protection standard for users;

3) User experience. The team also had to grapple with limited knowledge about users’ experience of presenting and using COVID-19 status certification systems. Users from across the world raised concerns of usability, ease of use and complexity of the vaccine systems interface. This generated questions on how to design a user-friendly, easy to use app for users from across backgrounds, of different ages and languages.


Activity 
Imagine to be sitting with the implementers of HISP Vietnam, to conduct an ethnography of the app development for the COVID-19 vaccine system. As ethnographers, you are interested in the subjects’ perspective: you want to grasp the implementers’ experience of developing the app, as well as the challenges they face in the process of doing so.

As a group, reflect on the following points:

1) What research questions would you ask on implementers’ experience of building the COVID-19 certificate app? Remember the rules of clarity, feasibility, and relevance of research questions.

2) What methods could you employ in your ethnography? Can you imagine, for example, a combination of interviews, observation, and other techniques to grasp the lived experience of implementers?

3) How would you design an ethnography to understand the implementers’ experience of developing a COVID-19 vaccine certification app? In particular, think of the following:
· Where, and how, would you find a “window of observation” on the implementers’ practices? What sort of ethical challenges would emerge for you in this context?
· How, if at all, would you harmonise your observation of implementers with interaction with any other stakeholders? For example, would you also speak to data protection advocates, health managers, users of COVID-19 related apps?
· Briefly reflect on how this methodology differs from case studies action research. What is it that you are doing differently from what you would have done in a case study or action research project?


Prepare a short (2-3 minutes) group presentation on your ethnography. Feel free to use any web sources to support your work, in particular:

- DHIS2 Website - https://dhis2.org/
- HISP Vietnam website - https://hisp.vn/ 
- EU Digital Covid Certificate Vaccination Guidelines: https://commission.europa.eu/strategy-and-policy/coronavirus-response/safe-covid-19-vaccines-europeans/eu-digital-covid-certificate_en 
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