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Why do people doing research in informatics need to know things about 
privacy?
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Source:
Techcrunch
30 August 2022
https://techcrunch.com/2022/08/30/china-
database-face-recognition/



Data leaks happen, the most interesting thing in this case was the amount of 
data that was leaked.

“At its peak the database held over 800 million records, representing one of the biggest 
known data security lapses of the year by scale, second to a massive data leak of 1 billion 
records from a Shanghai police database in June. In both cases, the data was likely exposed 
inadvertently and as a result of human error.”
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Source:
Techcrunch
30 August 2022
https://techcrunch.com/2022/08/30/china-
database-face-recognition/



Collecting personal data requires that people are informed, but making 
this clear and understandable is not always easy
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Source:
MIT Technology Review
10 January 2023
https://www.technologyreview.com/2023/0
1/10/1066500/roomba-irobot-robot-
vacuum-beta-product-testers-consent-
agreement-misled/



Collecting personal data requires that people are informed, but making this 
clear and understandable is not always easy

“When MIT Technology Review reached out to iRobot for comment on the set of 15 images 
last fall, the company emphasized that each image had a corresponding consent 
agreement. It would not, however, share the agreements with us, citing ‘legal reasons.’ 
Instead, the company said the agreement required an ‘acknowledgment that video and 
images are being captured during cleaning jobs’ and that ‘the agreement encourages paid 
data collectors to remove anything they deem sensitive from any space the robot operates 
in, including children.’”
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Source:
MIT Technology Review
10 January 2023
https://www.technologyreview.com/2023/0
1/10/1066500/roomba-irobot-robot-
vacuum-beta-product-testers-consent-
agreement-misled/



But upon MIT Technology Review reading the agreement

“The forms do contain the language iRobot previously laid out, while also spelling out the 
company’s own commitments on data protection for test users. But they provide little 
clarity on what exactly that means, especially how the company will handle user data after 
it’s collected and whom the data will be shared with.”
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Source:
MIT Technology Review
10 January 2023
https://www.technologyreview.com/2023/0
1/10/1066500/roomba-irobot-robot-
vacuum-beta-product-testers-consent-
agreement-misled/
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The first Smittestopp app centralized data and had to delete it after request 
from the Norwegian Data Protection Authority
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Source:
https://www.nrk.no/norge/fhi-stoppar-all-
innsamling-av-data-i-smittestopp-1.15053310

https://www.nrk.no/norge/fhi-stoppar-all-innsamling-av-data-i-smittestopp-1.15053310


We will examine the rules around collecting data for research
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We will examine what researchers need to do to collect personal information 
while following the law
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We will examine some ethics around internet research
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Photo by Mati Mango from Pexels

https://www.pexels.com/@mati?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/numbers-projected-on-face-5952651/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels


I am not a lawyer (IANAL), so feel free to examine more
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Photo by Tingey Injury Law Firm on Unsplash

https://unsplash.com/@tingeyinjurylawfirm?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/lawyer?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


I won’t discuss methods for keeping data secure and private
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UiO has a data storage guide that can provide additional information about 
what data can be stored where
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Research that involves people has several guidelines to regulate processing of 
data

• Norwegian personal data act (2018)—Includes GDPR

• European Convention on Human Rights

• UN Declaration of Human Rights

• The Belmont Report

• The Declaration of Helsinki

• The Nuremberg Code
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EUs General Data Protection Regulation (GDPR) forms the basis for 
our current privacy laws in Europe
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Norway implements GDPR through the personal data law 
personopplysningsloven (LOV-2018-06-15-38)
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We experience consequences of the GDPR when we use the internet
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Companies also get to experience the GDPR
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Source: BBC
7 January 2022
https://www.bbc.com/news/technology-
59909647

https://www.bbc.com/news/technology-59909647


There are several terms one should know when working with data about people

• Data subject

• Personal Data

• Processing

• Controller

• Processor
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Data subject (den registrerte) is a natural person
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Personal data (personopplysninger) is any information relating to an identified 
or identifiable natural person (either directly or indirectly)
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Personal data (personopplysninger) is any information relating to an identified 
or identifiable natural person (either directly or indirectly)
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Processing (Behandling) is any series of operations done to personal data
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Controller (behandlingsansvarlig) is the person who determines the purpose of 
processing of the personal data and the means
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Photo by Christina Morillo from Pexels
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Processor (databehandler) is the person who processes the personal data on 
behalf of the controller

27Photo by Christina Morillo from Pexels
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Discussion point

Think about your research projects. Do you think that you will be collecting personal data? 
Why or why not? 

Are there ways that you think can avoid collecting personal data?
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GDPR specifies requirements for the controller doing research that involves 
collecting or processing personal data

Main requirement for researchers: all research involving personal data must be reported 
using a notification form to the privacy ombudsman for research. For universities in Norway 
this is Sikt: Norwegian Agency for Shared Services in Education and Research
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Basic rules for “Should I contact Sikt?”

1. Recording or processing of information about individuals by electronic means.

2. A manual register containing special categories of personal data will be created
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Filling out the notification form (meldeskjema) is straight forward; just 
remember…
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Plan your study carefully: roundtrips with Sikt will take time

32Photo by fauxels from Pexels

https://www.pexels.com/@fauxels?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/two-women-standing-beside-brown-board-on-wall-3184296/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels


Have your paperwork in order; all documents need to be included
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Processing the form takes approximately 30 days: no data collection until the 
form is processed

34Photo by Anete Lusina from Pexels
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When in doubt, talk with your advisor or contact Sikt

Sikt is there to help you comply with the law; there are not there to play “gotcha”.
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Vike and L’orange Fürst pointed out several issues with the GDPR, NSD (now 
Sikt), and data collection for anthropologists
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Source: 
Vike, H., & L’orange Fürst, E. (2020). 
Forskningsetikk og forskningens frihet: 
Utfordringerfor antropologifaget. Norsk 
antropologisk tidsskrift, 31(3), 165–176. 
https://doi.org/10.18261/issn.1504-2898-
2020-03-02

https://doi.org/10.18261/issn.1504-2898-2020-03-02


New since December 2022, Sikt offers automatic evaluation of some 
notification forms

The form is evaluated by a machine with no advisor looking at the form. This is done for 
forms that collect personal information that has low risk of causing issues. There are multiple 
criteria, but the big points are:

- The project does not collect special categories of personal data.

- The length of the project is limited

- The number of participants is low

- All participants get individual information

- All participants are over 15-years old

Informed consent forms and other attachments are not examined, you are strongly 
encouraged to use templates from Sikt to be compliant.
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If you research changes and you need to collect different data, you need to 
inform about changes
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You cannot reuse your data for another purpose; you must ask for new consent
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Unless you are working with health data you probably do not need approval 
from REK

REK (Regional Komiteer for Medisinsk og Helesfaglig Forskningsetikk) looks at all research 
projects that involve medicine, health, or research biobanks.

REK’s approval only looks at the health and medical aspects of the research, you still need to 
fill a form with Sikt if you are processing personal data.
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Let’s examine four ethical issues with internet research
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Issue 1: Is online interpersonal media (social media) considered public or 
private information?
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Issue 2: Conducting covert research vs. Informed consent
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Issue 3: Protecting anonymity in the face of the Mosaic Effect
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Issue 4: Handling the raw data from internet research
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Internet Research Ethic Sources

• Cheltenham and Gloucester College of Higher Education: Research Ethics: A Handbook 
of Principles and Procedures.

• Association of Internet Researchers (AoIR), reports on Ethical and Legal Aspects of 
Research on the Internet http://aoir.org/reports/ethics.pdf
http://aoir.org/reports/ethics2.pdf
https://aoir.org/reports/ethics3.pdf
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http://aoir.org/reports/ethics.pdf
http://aoir.org/reports/ethics2.pdf
https://aoir.org/reports/ethics3.pdf


Issue 1: Is social media information private or public + Issue 2 covert research 
versus informed consent: The Gaydar Study

Source:

Jernigan, C., & Mistree, B. F. T. (2009). 
Gaydar: Facebook friendships expose sexual 
orientation. First Monday, 14(10). 
https://doi.org/10.5210/fm.v14i10.2611
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Jernigan & Mistree’s look at the relations between people on Facebook to find 
a person’s orientation; from the abstract

Public information about one’s coworkers, friends, family, and acquaintances, as well as 
one's associations with them, implicitly reveals private information… After analyzing 4,080 
Facebook profiles from the MIT network, we determined that the percentage of a given 
user's friends who self-identify as gay male is strongly correlated with the sexual orientation 
of that user, and we developed a logistic regression classifier with strong predictive power.
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Jernigan & Mistree collected the information without contacting the user; later 
in the article, emphasis added

“Our analysis demonstrates a method of classifying sexual orientation of 
individuals on Facebook, regardless of whether they chose to disclose that 
information. Facebook users who did not disclose their sexual orientation 
in their profiles would presumably consider the present research an 
invasion of privacy. Yet this research uses nothing more than information 
already publicly provided on Facebook; no interaction with subjects was 
required. Although we based our research solely on public information, 
only a limited subset of our results, which contain no personally 
identifiable information, is presented in this paper to maintain subject 
confidentiality.”
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Discussion point

What are your opinions about how the data was collected? 

Do you think it was necessary to gather informed consent? 

Does the GDPR provide any sort of guidance in this issue?
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AOIR has suggestions about when informed consent is not necessary

• Data is collected from the public sphere with no intervention from the persons whose 
activities are observed and recorded

• The collection of data does not include personal identifiers which, if released, could result 
in reputational or financial harm to the person whose activities are observed
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Issue 3: Protecting anonymity: Researchers have a duty to protect the 
anonymity of the people in the data

Researchers must take care where the alteration of contexts may reveal the identity of data 
sets hitherto protected. Particular care should be taken with data that arises from covert … 
research methods …

– Research Ethics Handbook
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The Mosaic Effect: your anonymous data may reveal more information when 
combined with other information

“The Mosaic Effect occurs when the information in an individual dataset, in 
isolation, may not pose a risk of identifying an individual (or threatening 
some other important interest such as security), but when combined with 
other available information, could pose such risk. Before disclosing potential 
PII [personally identifiable information] or other potentially sensitive 
information, agencies must consider other publicly available data in any 
medium and from any source to determine whether some combination of 
existing data and the data intended to be publicly released could allow for 
the identification of an individual or pose another security concern.”

—Open Data Policy-Managing Information as an Asset 
(http://www.whitehouse.gov/sites/default/files/omb/memoranda/2013/m-13-13.pdf) 

http://www.whitehouse.gov/sites/default/files/omb/memoranda/2013/m-13-13.pdf


An example of the mosaic effect in 
humanitarian datasets: an edge indicates 
common column headers. Over 400 
datasets were analyzed, over 90% (377) 
of datasets shared information with at 
least one other dataset.

Source: Exploring the Mosaic Effect on 
HDX Datasets
(https://centre.humdata.org/exploring-
the-mosaic-effect-on-hdx-datasets/)
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In 2006, AOL released “anonymized” search data for research purposes…
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Source: 
https://techcrunch.com/2006/08/06/aol-
proudly-releases-massive-amounts-of-user-
search-data/



The User ID in the data could be linked up with other information
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Source: 
https://www.nytimes.com/2006/08/09/techno
logy/09aol.html



Issue 4: Protecting raw data for good research practice

• To assist in peer-review and a possibility for helping in replication a study, raw data 
should be available on request.

• Keep the data, but pseudonymize the records using different numbers of real IDs. Keep 
raw data access restricted
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Weitzenboeck and colleagues discuss the difficulties of anonymizing 
unstructured data

58

Source: 
Weitzenboeck, E. M., Lison, P., Cyndecka, 
M., & Langford, M. (2022). The GDPR and 
unstructured data: Is anonymization 
possible? International Data Privacy Law, 
ipac008. 
https://doi.org/10.1093/idpl/ipac008

https://doi.org/10.1093/idpl/ipac008


Weitzenboeck and colleagues present two ways of considering anonymization

59

1. Risk-based approach: how likely will a motivated intruder be able to reconstruct the 
data? The motivated intruder is not an elite hacker (1337 hax0r).

2. Working Party’s Opinion on Anonymization Technique: data is traceable as long as the 
original source exists



Why Def. 2 is difficult: Example from Weitzenboeck et al: Original Data

1. The applicant [Mr Colin Joseph O’Brien] was born in 1955 and lives in Bridgend.
2. His wife died on 29 April 1999 leaving two children, born in 1989 and 1991.
3. In 1999 the applicant enquired about widows’ benefits and he was informed that he was not entitled to 

such benefits.
4. In early 2000 the applicant applied for widows’ benefits again and on 13 March 2000 the Benefits 

Agency rejected his claim.
5. He lodged an appeal against this decision on 16 March 2000 and this appeal was struck out on 23 May 

2000 on the basis that it was misconceived.
6. On 16 May 2000 the applicant made an oral claim for Widow’s Bereavement Allowance to the Inland 

Revenue. On 23 May 2000 he was informed that his claim could not be accepted because there was no 
basis in domestic law allowing widowers to claim this benefit. The applicant was advised that an appeal 
against this decision would be bound to fail.

7. The applicant received child benefit in the sum of GBP 100 per month.
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Anonymous unstructured data is difficult: Data is masked … 

1. The applicant [***] was born in *** and lives in *** 
2. His wife died on *** leaving *** children, born in *** 
3. In *** the applicant enquired about widows’ benefits and he was informed that he was not entitled to such 

benefits.
4. In *** the applicant applied for widows’ benefits again and on *** the *** rejected his claim.
5. He lodged an appeal against this decision on *** and this appeal was struck out on *** on the basis that 

it was misconceived.
6. On *** the applicant made an oral claim for Widow’s Bereavement Allowance to the Inland Revenue. On 

*** he was informed that his claim could not be accepted because there was no basis in domestic law 
allowing widowers to claim this benefit. The applicant was advised that an appeal against this decision 
would be bound to fail.

7. The applicant received child benefit in the sum of *** per month.

61

… but still traceable using the surrounding text!



Anonymous unstructured data is difficult: Fully anonymized so that it cannot 
be traced back to the original document. How useful is the data now?

1. The applicant [*** ] was born in *** and lives *** *** 
2. *** *** *** *** *** *** two *** ***  *** *** *** *** ***
3. In *** *** *** *** *** *** *** *** *** *** *** *** *** was *** *** *** *** *** *** 
4. In *** the applicant *** *** *** *** *** *** *** *** the *** *** his *** *** 
5. *** *** an *** *** *** *** *** *** *** *** *** *** *** *** *** *** *** the *** that it was 

*** *** 
6. *** *** *** *** *** *** *** *** for *** *** *** *** the *** *** *** *** *** *** *** *** *** 

*** *** could *** *** *** *** *** *** *** *** in *** law *** *** to *** this *** *** *** *** 
*** *** *** *** *** *** this *** *** *** *** to *** *** 

7. The *** *** *** *** in the *** *** *** *** *** *** 
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In summary, researchers must protect the data they collect about people, but 
there is no universal solution

• The greater the vulnerability of the data subject, the larger the moral obligation of the 
researcher to protect the data subject from harm

• Harm depends on context and researchers need to have a good judgement about what 
can cause harm (assessing risk)

“When making ethical decisions, researchers must balance the privacy rights of the data 
subjects with the social benefits of the research and researchers’ rights to conduct research. 
In different contexts, the privacy rights of subjects may outweigh the benefits of research”

—Gisle Hannemyr
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