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Plan for today

® repeat basic CTL MC algorithm

® introduce symbolic model checking

o efficient data structures for symbolic MC
°* ROBDDs
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Repetition: Basic Algorithm

Autumn 2023



Basic algorithm

® recursive algorithm on structure of ® o0 -
pecification and
. . . . Verification of
® 30 and 3 U need special treatment (fixpoint algorithms) Parallel Systems
1 input: finite transition system 7T and & Tobias John
2 output: Sat(®) Repetition: Basic
3 Algorithm
4 switch @ Fixpoint Calculations
5 T => return Explicit vs.
6 p => return {g€Q |p€ L(q} Symbolic state
7 - => return @\ Sat(®) Switching
8 D1 A Do => return Sat(®1) N Sat(P2) Functions
9 IO => return {g € Q | post(s) N Sat(P) # 0} Operations
10 3((Dl U @2) = lfp for U Efficient implementation
11 Joo => ‘‘gfp for IO"!

® Remark: post(s) ={s' € Q|s— s}
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Fixpoint algorithm for 4 U

IN5110 —
° Remember: Sl\)leci_ii.catti_on arfld
® Sat(3(Py U Dy)) is the smallest subset R of () such that Parallel Systems
1. Sat(¢2) g R and Tobias John
2. g € Sat(®q) and 3¢’ € R.s — s’ implies s € R. Repetition: Basic
Algorithm

Fixpoint Calculations

Explicit vs.

1 R :_: Sat(<I>2) ' Symbolic state
2 while {qgé€Sat(®1)\ R | post(g) NR#AD}#0 do o
3 let g€ {qeSat(®1)\ R | post(q) "R # 0}; i
4 R := RU{q}; Operations
5 od N Efficient implementation
6 return R;
hi

45
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o OB W N

Example: until operator

O=3(T U(a=c)A(a#D))

{a,b,c}

{bc}

R := Sat(®2);

while {q € Sat(®1)\ R | post(q) "R # 0} #0 do
let g€ {qge€Sat(®1)\ R | post(q) N R # 0};
R := RU{q};

od;

return R;
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Example: until operator

O=3(T U(a=c)A(a#D))

IN5110 -
Specification and
Verification of
Parallel Systems

Tobias John

etition: Basic
rithm

iint Calculations
icit vs.

bolic state

(a) (b)

{a,b,c}

{bc}

ching
\ -tions
ations
ent implementation
R := Sat(®2);

while {g€ Sat(®1)\ R | post(q) "R #0} #0 do Ll Y
let g€ {q€Sat(®1)\ R | post(q) N R # 0};
R = RU{q};

od;

return R;
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Symbolic state

® QObservation: mainly operations on sets of states in CTL MC algorithm

® |dea:
® do computations directly on sets
® i.e. do not represent states individually
® representation of set is way smaller that representing its states

® Advantage:
® systems with way more states can be investigated
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Symbolic MC: 309

® Remember:

® Sat(3OP) is the largest subset R of () such that —
Specification and
1' R g Sat(q)) and '\)Ierificattion of
2_ q S R |mp||es Hq’ e Rq — q/. Parallel Systems
Tobias John
! R = Sat(CIZ'); Repetition: Basic
2 while {q €R ‘ pOSt(Q) NR= 0} 7 0 do Algorithm
3 let ge{qg€ R | post(qd) NR=0}; Fixpoint Calculations
4 R =R \ {Q} ; Explicit vs.
5 od; Symbolic state
6 return R; Switching
Functions
Operations

Efficient implementation
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Symbolic MC: 309

® Remember:

® Sat(3OP) is the largest subset R of () such that
1. R C Sat(®) and
2. g€ Rimplies 3¢ € R.q — ¢'.

1
2
3
4
5
6

R := Sat(®);

while {g€ R| post(gd) "NR=0} #0 do
let ge{g€ R | post(q) "R =0};
R = R\ {q};

od;

return R;

® symbolic notation:

o G W N

R := Sat(®);

repeat
U:={q € R| post(q) N R = 0};
R := R\U;

until U=0;

return R;
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Symbolic model checking: Requirement

* we need efficient representations / algorithms for the following:

® sets of states

® transition systems

® operations on the sets of states (e.g. union, equivalence)
® combining sets of states and transitions
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Mathematical Structure: switching functions

IN5110 -

“ bit-VeCtOl’S" Specification and
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Eval( Var) = Var — {07 1} . Tobias John
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Mathematical Structure: switching functions

“bit-vectors”

Eval(Var) = Var — {0,1} .
Switching function
f: Eval(Var) — {0,1} = (Var — {0,1}) — {0,1}

® mapping from variable assignment to bit
® used to encode sets of states and transitions
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Encoding of state sets

IN5110 —

Specification and
Verification of

qo0 a1 ® encode states with boolean Parallel Systems
(0 0) (0 1) variables (m, Y, .. ) Tobias John

i.e. Q = Eval(Z
I.€ Q va (l’) Repet'ition: Basic
* R={q,qnt e oo

Explicit vs.
A\ Symbolic state

—

q3 Switching
Functions

( 1 1 ) Operations

Efficient implementation
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Encoding of state sets
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Specification and
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qo0 ‘Jll ® encode states with boolean Parallel Systems
(0 0) (0 ) variables (m, Y, .. ) Tobias John
i.e. Q = Eval(Z
Q ( ) Repetition: Basic
Y — . Algorithm
R {q07 ql } -z Fixpoint Calculations
o R = : ici
142 ¢ Explicit vs.
A\ {q 4 } Symbolic state
Switching
q3 Functions
( 1 1 ) Operations

Efficient implementation
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Encoding of state sets
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Encoding of state sets

IN5110 —
Specification and
Verification of

qo0 a1 ® encode states with boolean Parallel Systems
(0 0) (0 1) variables (m, Y, .. ) Tobias John
i.e. Q= Eval(¥
Q ( ) Repetition: Basic
Y — . Algorithm
R {q07 ql } T Fixpoint Calculations

° R = {qlan}: (fl: - 0) 4 (y == ].) Explicit vs.

Y Symbolic state
q3 Switching
Functions
( 1 1 ) Operations

Characteristic function for R C Q = Eval(%)

Xr : Eval(Z) — {0,1} with xr(q) =

4-13


https://www.mn.uio.no/ifi/english/people/aca/tobiajoh/

Encoding of state sets

IN5110 —
Specification and
Verification of

qo0 a1 ® encode states with boolean Parallel Systems
(0 0) (0 1) variables (m, Y, .. ) Tobias John
i.e. Q= Eval(¥
Q ( ) Repetition: Basic
Y — . Algorithm
R {q07 ql } T Fixpoint Calculations

° R = {qlan}: (fl: - 0) 4 (y == ].) Explicit vs.

Y Symbolic state
q3 Switching
Functions
( 1 1 ) Operations

Efficient implementation

Characteristic function for R C Q = Eval(%)
1 if geR

xr : Eval(Z) — {0,1} with xr(q) = { 0 else

4-13


https://www.mn.uio.no/ifi/english/people/aca/tobiajoh/

Encoding of transition functions

— do a1
0 0) 0 1) ® remember: Q = Eval(¥)
® switching function for — is
A : Eval(Z,7') — {0,1}
A4
a3
(1 1)
A(:U, y7 :E/7 y,) =
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Encoding of transition functions

— do a1
0 0) 0 1) ® remember: Q = Eval(¥)
® switching function for — is
A : Eval(Z,7') — {0,1}
A4
a3
(1 1)

Az,y, 2,y )= (e ynd' Ny )YV (@ AyAd A=y vV

IN5110 -
Specification and
Verification of

Parallel Systems

Tobias John

Repetition: Basic
Algorithm

Fixpoint Calculations

Explicit vs.
Symbolic state

Switching
Functions
Operations

Efficient implementation

4-14


https://www.mn.uio.no/ifi/english/people/aca/tobiajoh/

Encoding of transition functions

IN5110 -
Specification and
Verification of

Parallel Systems

q0 q1
0 0) 0 1) ® remember: Q = Eval(¥)
Repetition: Basic

® switching function for — is sl
A : :EVa,l({f7 f’) — {0’ ]_} Fixpoint Calculations

Explicit vs.
Symbolic state

Tobias John

Y

Switching
Functions

q3
Operations
( ]. ].) Efficient implementation

Alz,y, 2"y )= (o rhynd' Ay YV @Ay A=y V (e A —al)
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Encoding the transition relation —

—-C QxQ

* make a “copy” of Z: different variables 7’

® renaming operation on switching functions [y + z]
Encode — as A

A : Eval(Z, %) — {0,1},

1 if q1 — q2
0 else

A(Qla QQ[f/ A f])
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Operations on switching functions (disjunction,
conjunction)

® fy is a switching function for {z1,...,Zpn, ..., Tm} B
® fois a switching function for {z,, ..., Zm,..., Tk} pﬁf;ifi?‘s“;’;e?ﬁs
Tobias John

Repetition: Basic
Algorithm

Fixpoint Calculations

Explicit vs.
Symbolic state

Switching
Functions
Operations

Efficient implementation
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Operations on switching functions (disjunction,
conjunction)

° 1 1 1 i IN5110 —
f1 is a switching function for {z1,...,2n, ..., Tm} o
® fyis a switching function for {zy, ..., Tm, ..., Tk} B
. . . Tobias John
Disjunction
Repetition: Basic
Algorithm
Fixpoint Calculations
(flvf2)([w1 :al?"'7wk3 :(lk]) = Explicit vs.
maX(f]_([.’L']_ =Qly...y Ty = am]), fg([a:n = Apy---, T = ak])) Symbolic state
Switching
Functions

Operations
Efficient implementation

Conjunction

4-16
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Operations on switching functions (disjunction,

conjunction)

e f1is a switching function for {z1,...,2n, ..., Tm}

® fois a switching function for {z,, ..., Zm,..., Tk}

Disjunction

(fl VfQ)([l'l =a1,...,T = (lk]) =

max(fi([x1 = a1,...,2m = an)), fo([zn = an, . ..

Conjunction

(fl/\fQ)([ajl =ai,...,Tk :ak]) =

min(fi([z1 = a1, ..., Zm = an)), fo([Tn = an, . ..
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Operations on switching functions (existential
quantification)
Definition (Cofactors)

Assume a variable set Var = {z,y1,...,ym} and let f : Eval(Var) — {0,1} be
a switching function over it. The positive cofactor of f for variable z, written

f |z=1 is the switching function given by
fle=1 (a1,...;am) = f(1,a1,...,am)

The negative cofactor of f for x, written f |,—¢ is defined analogously.
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Operations on switching functions (existential
quantification)

Definition (Cofactors) IN5110 —

Specification and
Verification of

Assume a variable set Var = {x,y1,...,ym} and let f : Eval(Var) — {0,1} be Parallel Systems
a switching function over it. The positive cofactor of f for variable z, written Tobias John
f |z=1 is the switching function given by

Repetition: Basic

Algorithm
Fixpoint Calculations
fle=1 (a1,...;am) = f(1,a1,...,am) "
Explicit vs.
Symbolic state
The negative cofactor of f for x, written f |,—¢ is defined analogously. Switching
Functions

Operations

Efficient implementation

Definition (Existential quantification)

Let f be a switching function for Var and x € Var.
Jx.f =

4-17
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Operations on switching functions (existential
quantification)

Definition (Cofactors) IN5110 —

Specification and
Verification of

Assume a variable set Var = {x,y1,...,ym} and let f : Eval(Var) — {0,1} be Parallel Systems
a switching function over it. The positive cofactor of f for variable z, written Tobias John
f |z=1 is the switching function given by

Repetition: Basic

Algorithm
Fixpoint Calculations
fle=1 (a1,...;am) = f(1,a1,...,am) "
Explicit vs.
Symbolic state
The negative cofactor of f for x, written f |,—¢ is defined analogously. Switching
Functions

Operations

Efficient implementation

Definition (Existential quantification)

Let f be a switching function for Var and x € Var.
dre.f = f |z:1 Vf |x:0

® both definitions can be extended to tuples of variables & = (x1,..., k) 417
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MC with switching functions: next

® Remember:
Sat(FOP)={qeQ|3¢d.q— ¢ N¢ € Sat(P)}

® Algorithm:
Sat(3O @) = {q € Q | post(s) N Sat(P) # 0}

® Using switching functions:
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MC with switching functions: next

IN5110 -
Specification and
Verification of

Parallel Systems

® Remember: |
Sat(EI O <I>) = {q c Q ’ Hq/q - q’ A q/ c Sat(@)} Tobias John

Repetition: Basic

* Algorithm:
Sat(ﬂ O @) = {q S Q | pOSt(S) N S&t((p) 7é @} Explicit vs.
Symbolic state
® Using switching functions: i
Xsat(30®) (T) = 7. (A(Z, Z') A Xsat(@) (7)) G

4-18
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MC with switching functions: always

¢ Remember:
® Sat(3OP) is the largest subset R of () such that

IN5110 —
1. R g Sat((b) and Specification and
H H / / Verification of
2. g € Rimplies 3¢’ € R.q — ¢'. S
Tobias John
1 R := Sat(®);
2 repeat Repetition: Basic
3 U :={q € R| post(q) "R =0}; Algorithm
4 R := R \ U Fixpoint Calculations
5 until U=0; Explicit vs.
6 return R: Symbolic state
Switching
Functions
Operations

Efficient implementation

4-19
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MC with switching functions: always

¢ Remember:
® Sat(3OP) is the largest subset R of () such that

IN5110 —

1. R g Sat((b) and Specification and

Verification of
Parallel Systems

2. g€ Rimplies 3¢’ € R.q — ¢'.

Tobias John
1 R := Sat(®);
2 repeat Repetition: Basic
3 U:={q€R| post(g)y "R = Q)}, Algorithm
4 R = R \ U ; Fixpoint Calculations
5 until U=0; Explicit vs.
6 return R: Symbolic state
Switching
® equivalent (symbolic) algorithm: P Far
Operations
Efficient implementation
1 Rp := Sat(®);
2§ = 0;
3 repeat
4 Rjt1:=R;jN{q e Q| post(qg) N R; # 0};
5 ji=7+1;
6 until R]':Rj_l;
7 return Rj. 4-19
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MC with switching functions: always

® Remember:

® Sat(3OQP) is the largest subset R of () such that
1. R C Sat(®) and
2. g€ Rimplies 3¢’ € R.q — ¢'.

~N o 0w N -

Ro := Sat(®);
j = 0;
repeat

Rjy1:=R;N{q € Q| post(q) N R; # 0};
j=7+1;

until Rj=R;_1;

return R;.
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MC with switching functions: always

¢ Remember:
® Sat(3OQP) is the largest subset R of () such that

1. R C Sat(®) and IN5110 -
- . ! ’ ’ Specification and
2. q < R Imp||eS Hq S Rq —q . Verification of
Parallel Systems
1 Ry := Sat(qi') : Tobias John
2§ = 0;
Repetition: Basic
3 repeat Algorithm
4 Rj+1 = Rj N {q €eQ | pOSt(Q) n Rj 76 @}, Fixpoint Calculations
5 J=j+1 .
. Explicit vs.
6 until Rj = ijl ) Symbolic state
7 return Rj ’ Switching
Functions
L4 Let A == Sat(@) Operations
Efficient implementation
1 fo(@) = xa(@);
2 3 = 0;
3 repeat
4 Fin (@) = f5(@) A3 (AE, ) A (@)
5 Ji=7+1;
6 until fj(f)ijfl(f);
7 return  f;(Z). 4-20
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Requirements for data structure

® Goal: implementation for switching functions

¢ Should support (efficient)
® representation of the function

® boolean operations
® equivalence check (for termination of fixpoint algorithms)

e Candidates?
® truth tables?
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Requirements for data structure

® Goal: implementation for switching functions

® Should support (efficient)
® representation of the function

® boolean operations
® equivalence check (for termination of fixpoint algorithms)

¢ Candidates?
® truth tables? — always exponential in number of variables
® CNFs or DNFs?
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Requirements for data structure

® Goal: implementation for switching functions
® Should support (efficient)
® representation of the function
® boolean operations
® equivalence check (for termination of fixpoint algorithms)
¢ Candidates?
® truth tables? — always exponential in number of variables
® CNFs or DNFs? — checking equivalence is hard (coNP-complete)
® Solution: binary decision trees

® in particular: OBDDs (also known as ROBDDs)
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Binary decision tree

nodes contain variables
branching contains value of variable
leaves contain 1 or 0

consider f = x1 A (mx2 V x3)

©
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Binary decision tree

nodes contain variables
branching contains value of variable
leaves contain 1 or 0

consider f = x1 A (mx2 V x3)

o o
9888
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Binary decision tree

nodes contain variables
branching contains value of variable
leaves contain 1 or 0

consider f = x1 A (mx2 V x3)

1 0
)
1;%0 1?%0 1?%0 1%0
[o] [o] [0 [o] [0
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OBDD: ordered binary decision diagram

similar to binary decision trees but often smaller
fix ordering of variables (i.e., same ordering in different sub-trees)
® important to make operations efficient
allow to reduce size
® remove unnecessary nodes
nice effect: represent all functions (efficiently) in one diagram (multiple
different roots)
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OBDD: Example

Decision tree

1 0
LR
1%0 1%0 1?3%0 1%0
[0] [o] [o] [o] [o]

an equivalent OBDD
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OBDD: Example

Decision tree

1 0
LR
1%0 1%0 1?3%0 1%0
[0] [o] [o] [o] [o]

an equivalent OBDD

o

1 0

O] [ O] [o]
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OBDDs: reductions

® usually: consider OBDDs that can not be reduced further
® each switching function has one unique such OBDD

* example reduction rules include (but are not limited to):
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Reduced OBDD: Example

Decision tree

1 0
&R
1%0 1%0 1%0 1;%0
[0] [o] [o] [o] [o]

reduced OBDD
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Reduced OBDD: Example

Decision tree

%?%%

reduced OBDD

IN5110 —
Specification and
Verification of

Parallel Systems

Tobias John

Repetition: Basic
Algorithm

Fixpoint Calculations

Explicit vs.
Symbolic state

Switching
Functions
Operations

Efficient implementation

426


https://www.mn.uio.no/ifi/english/people/aca/tobiajoh/

Summary: OBDDs

® related to binary decision trees, but reduce size by simplifying redundant
parts
® compact representation of switching functions (although exponential in
worst case)
e efficient implementations for operations exist:
® conjunction, disjunction, quantification: linear time

® equivalence check: constant time

® good data structure for symbolic CTL MC
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Summary

CTL MC algorithm: recursion on structure of formula
symbolic model checking to handle huge systems
efficient data structures for symbolic MC:

® mathematical model: switching functions
® implementation: OBDDs

next week:

® student talk
® 3 bit CTL* MC
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