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Temporal logic?

® Temporal logic: is the/a logic of “time”
® modal logic.

e different ways of modeling time.

® linear vs. branching time

® time instances vs. time intervals
® discrete time vs. continuous time
® past and future vs. future only
[ ]
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LTL

linear time temporal logic
one central temporal logic in CS
supported by Spin and other model checkers

many variations
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LTL: speaking about “time”

® linear time temporal logic

® one central temporal logic in CS

e supported by Spin and other model checkers
® many variations

we can describe properties like, for instance, the following:
assume time is a sequence of discrete points 7 in time, then:

if 7 is now,
® p holds in i and every following point (the future)
® p holds in i and every preceding point (the past)

p

P P P P
®—1 e " &1 ®i+2




Syntax

P propositional /first-order formula
p = Y formulas of the “core” logics

| -9 | oA¢ | ¢ = ¢ | ... boolean combinations

| O next ¢

| Op always ¢

| Op eventually ¢

| @Ugp “until”

| ©Roy “release”

|

o W “waiting for”, “weak until”



Semantics:s Paths and computations

Definition (Path)

® A path is an infinite sequence
T = S50,51,52,.-.

of states.
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Semantics:s Paths and computations

Definition (Path)

® A path is an infinite sequence
T = S50,51,52,.-.

of states.

o 7% denotes the path s, sp11, Skr2, - - -
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Semantics:s Paths and computations

Definition (Path)

® A path is an infinite sequence
T = S50,51,52,.-.

of states.
o 7% denotes the path s, sp11, Skr2, - - -

® 7 denotes the state sj.
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Semantics

TEY
TE e
T o1 A2
T Op

TE @1 U

iff
iff
iff
iff
iff

7o FEul ¥ with ¢ from the underlying core language
T

T E 1 and T | 2

g

7k = 9 for some k > 0, and

7t = 1 for every i such that 0 < i < k



Semantics:

m E Op
™= Op

T o1 R

T =1 W

derived operators

iff 7% = ¢ for all k >0
iff 7~ = ¢ for some k >0

iff for every j > 0,
if 7' B~ @1 for every i < j then 77 = g

iff 7 =1 U g or m =0y
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Validity and semantic equivalence

Definition (Validity and equivalence)

® ¢ is (temporally) valid, written = ¢, if
7 |= ¢ for all paths .
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Validity and semantic equivalence

Definition (Validity and equivalence)

® ¢ is (temporally) valid, written = ¢, if
7 |= ¢ for all paths .

® ¢ and 9 are equivalent, written 1 ~ (g, if
E o1 < @2 (i.e. m = @ iff T = o, for all 7).
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Validity and semantic equivalence

Definition (Validity and equivalence)

® o is (temporally) valid, written |= ¢, if
7 [= ¢ for all paths 7.
® 1 and 9 are equivalent, written @1 ~ 9, if

E o1 < @2 (i.e. m = @ iff T = o, for all 7).

Example

O distributes over A, while ¢ distributes over V.

O(e Ay) ~ (Op AQy)
Ol V) ~ (Op V OY)

IN5110 -
Verification and
specification of
parallel systems

Introduction

LTL

Syntax
Semantics

Ilustration of the
semantics

The Past

Examples

Classification of properties
Recurrence and persistence
Reactivity

GCD Example

Exercises

Logic model
checking: What is
it about?

The basic method
General remarks

Motivating examples
Automata and
logic

Finite state automata



lllustrations

m=0Op

% of o o o
™ = Op

® ® * o} ®4
™= Op

® ] * ®3 ®4
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Some more illustrations

m = p U q (sequence of p's is finite) IN5110 -
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The past

Observation
® Manna and Pnueli [4] uses pairs (7, ) of paths and i
positions instead of just the path 7w because they have specification of

parallel systems

past-formulas: formulas without future operators (the
ones we use) but possibly with past operators, like 07!
and O~ 1.
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The past

Observation
® Manna and Pnueli [4] uses pairs (7, ) of paths and i
positions instead of just the path 7w because they have specification of

parallel systems

past-formulas: formulas without future operators (the
ones we use) but possibly with past operators, like 07!
and O~ 1.

Introduction

LTL

Syntax

(m ) EO Y iff (mk)Eeforallk,0<k<j

Ilustration of the
semantics

(mj) 0 e iff (mk)E¢forsomek, 0<k<j 1o

Recurrence and persistence

® However, it can be shown that for any formula ¢, there —
is a future-formula (formulae without past operators) ¢ b Erampte
SUCh that Logic model
checking: What is
it about?
(ﬂ—’ 0) ): %) |fF (ﬂ-’ 0) ): ¢ The basic method
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The past: example

Example (O(p — 0"1¢)?)
(m,0) EO( — 07'q)

P07, gp0TNa , gp0TNe , gp0Te g

(m,0) EqR(p—q)




Formalization of “informal” properties

Example (Informal statement: “when ¢ then ")
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Formalization of “informal” properties

Example (Informal statement: “when ¢ then ")

® v —1? @ — 1 holds in the initial state.
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Formalization of “informal” properties

Example (Informal statement: “when ¢ then ")

® v —1? @ — 1 holds in the initial state.
* Ol —9)7
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Formalization of “informal” properties
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Formalization of “informal” properties
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Formalization of “informal” properties

Example (Informal statement: “when ¢ then ")

® v —1? @ — 1 holds in the initial state.
e O(p —1¥)? ¢ — 1 holds in every state.

® » — Q1?7 ¢ holds in the initial state, v will hold in
some state.
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Formalization of “informal” properties
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® o —Y? @ — 1 holds in the initial state. -
® O(@ —¥)? ¢ — 1 holds in every state. -

Ilustration of the

® » — Q1?7 ¢ holds in the initial state, v will hold in semantics

The Past

some state. Examples

Classification of properties

] (QO — <>1/}) ? Recurrence and persistence

Reactivity

GCD Example

Exercises

Logic model
checking: What is
it about?

The basic method
General remarks

Motivating examples
Automata and
logic

Finite state automata



Formalization of “informal” properties
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® o —Y? @ — 1 holds in the initial state. -
e O(p —1¥)? ¢ — 1 holds in every state. e
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Some examples

Example (Temporal properties)

1.

If © holds initially, then v holds eventually.

Every @-position is responded by a later 1-position
(response)

There are infinitely many -positions.

Sooner or later, ¢ will hold permanently (permanence,
stabilization).

The first p-position must coincide or be preceded by a
1-position.

Every @-position initiates a sequence of -positions,
and if terminated, by a y-position.
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Example

Example

o — O If © holds initially, then 1 holds eventually.

o?

This formula will also hold in every path where ¢ does not

hold initially.

o ¥
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Example (Response)

O(e — 0v)
Every o-position coincides with or is followed by a
1p-position.

° o7 ° oY ° oP:Y

This formula will also hold in every path where ¢ never
holds.

o ¥ o ¥ o ¥ o ¥ o ¥
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Example: oo

Example (o)
aoy

There are infinitely many -positions.

.w [ ] [ ] O¢ [ ]

.w

® model-checking?

® run-time verification?
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Permanence

Example (Permanence: ([lp)

Eventually ¢ will hold permanently.

Equivalently: there are finitely many —p-positions.
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And another one

Example

(—p) W
The first p-position must coincide or be preceded by a

1p-position.

o ¥ o ¥ o ¥ oY o7 °

(» may never hold

o ¥ o ¥ o ¥ o ¥ o ¥ o ¥

o ¥




LTL example

Example

Ol — ¢ Wx)
Every p-position initiates a sequence of -positions, and if
terminated, by a y-position.
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Nested waiting-for

A nested waiting-for formula is of the form

O = (Ym W (bm1 W+ (b1 W o) --+))),

where ¢, 1, ..., ¥y, in the underlying logic. For
convenience, we write

O(e = b Wb a W« Wbt W),

L., — .‘Pﬂpm —_— .wm > .wm — .wmfl .’t/)m71 —

L — .’IZ)Q .7/12 —_ .Tﬁl .Tﬁl .77[10
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Duality

Definition (Duals)

For binary boolean connectives o and e, we say that e is the
dual of o if
—(p o) ~ (mpe—p).

Similarly for unary connectives: e is the dual of o if
e (p ~ ._'90'
Duality is symmetric:

° If e is the dual of o then

® o is the dual of e, thus

* we may refer to two connectives as dual (of each other).
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Dual connectives
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Dual connectives

® A and V are duals:

(e AY) ~ (= V —1).
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Dual connectives

® A and V are duals:

(e AY) ~ (= V —1).

® — s its own dual:
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Dual connectives

® A and V are duals:
(e AY) ~ (mpV —h).
® — s its own dual:
S ~ .

® What is the dual of —7
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Dual connectives

® A and V are duals:

(e AY) ~ (= V —1).

® — s its own dual:
® What is the dual of —7 It's «:

(¢ 9)
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Dual connectives

® A and V are duals:

(e AY) ~ (= V —1).

® — s its own dual:

® What is the dual of —7 It's «:

(e P) ~p =
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Dual connectives

® A and V are duals:
(e AY) ~ (mpV —h).
® — s its own dual:
S ~ .

® What is the dual of —7 It's «:

(e P) ~p =
~t =
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Dual connectives

® A and V are duals:

(e AY) ~ (= V —1).

® — s its own dual:

® What is the dual of —7 It's «:
(oY)~ o

~Y =

IN5110 -
Verification and
specification of
parallel systems

Introduction

LTL
Syntax
Semantics

Ilustration of the
semantics

The Past

Examples

Classification of properties
Recurrence and persistence
Reactivity

GCD Example

Exercises

Logic model
checking: What is
it about?

The basic method
General remarks

Motivating examples
Automata and
logic

Finite state automata



Complete sets of connectives

® A set of connectives is /complete/ (for boolean
formulae) if every other connective can be defined in
terms of them.

Example

{V, 1} is complete.
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Complete sets of connectives

® A set of connectives is /complete/ (for boolean
formulae) if every other connective can be defined in
terms of them.

® Our set of connectives is complete (e.g., ¢~ can be
defined), but also subsets of it, so we don't actually
need all the connectives.

Example

{V, =} is complete.
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Complete sets of connectives

® A set of connectives is /complete/ (for boolean
formulae) if every other connective can be defined in
terms of them.

® Our set of connectives is complete (e.g., ¢~ can be
defined), but also subsets of it, so we don't actually
need all the connectives.

Example

{V, =} is complete.
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Complete sets of connectives

® A set of connectives is /complete/ (for boolean
formulae) if every other connective can be defined in
terms of them.

® Our set of connectives is complete (e.g., ¢~ can be
defined), but also subsets of it, so we don't actually
need all the connectives.
Example
{V, =} is complete.
® A is the dual of V.
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Complete sets of connectives

* A set of connectives is /complete/ (for boolean
formulae) if every other connective can be defined in
terms of them.

® Our set of connectives is complete (e.g., ¢~ can be
defined), but also subsets of it, so we don't actually
need all the connectives.

Example
{V, =} is complete.
® A is the dual of V.
® o — 1) is equivalent to —p V .
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Complete sets of connectives

* A set of connectives is /complete/ (for boolean
formulae) if every other connective can be defined in
terms of them.

® Our set of connectives is complete (e.g., ¢~ can be
defined), but also subsets of it, so we don't actually
need all the connectives.

Example
{V, =} is complete.
® A is the dual of V.
® o — 1) is equivalent to —p V .
® o <> 1 is equivalent to (¢ — ) A (Y — ).

IN5110 -
Verification and
specification of
parallel systems

Introduction

LTL
Syntax
Semantics

Ilustration of the
semantics

The Past

Examples

Classification of properties
Recurrence and persistence
Reactivity

GCD Example

Exercises

Logic model
checking: What is
it about?

The basic method
General remarks

Motivating examples
Automata and
logic

Finite state automata



Complete sets of connectives

* A set of connectives is /complete/ (for boolean
formulae) if every other connective can be defined in
terms of them.

® Our set of connectives is complete (e.g., ¢~ can be
defined), but also subsets of it, so we don't actually
need all the connectives.

Example

{V, =} is complete.

A is the dual of V.

© — 1 is equivalent to =@ V 1.

@ > 1 is equivalent to (¢ — ) A (Y — p).
T is equivalent to p V —p
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Complete sets of connectives

* A set of connectives is /complete/ (for boolean
formulae) if every other connective can be defined in
terms of them.

® Our set of connectives is complete (e.g., ¢~ can be
defined), but also subsets of it, so we don't actually
need all the connectives.

Example

{V, =} is complete.

A is the dual of V.

© — 1 is equivalent to =@ V 1.

@ > 1 is equivalent to (¢ — ) A (Y — p).
T is equivalent to p V —p

L is equivalent to p A —p
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Duals in LTL

® What is the dual of 7 And of {?
e [ and ¢ are duals.

—d:k)p ~ Qﬂ(p
® Any other?
® U and R are duals.

—

—

@ Utp) ~ (=¢) R ()
(e RY) ~ (=) U (=¢)
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Complete set of LTL operators
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Classification of properties

We can classify properties expressible in LTL. Examples:
Classification

invariant Oy

“liveness” Q¢

obligation [y V ¢

recurrence [0y

persistence (Ll
reactivity (OO Vv OOy

® ¢, Y non-temporal formulas
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Safety (slightly simplified)
® important basic class of properties
® relation to testing and run-time verification
¢ informally “nothing bad ever happens”

Definition (Safety/invariant)

® A invariant formula is of the form
U

for some prop. formula ¢.

Safety formulae express invariance of some state property (:
that © holds in everv state of the computation.
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Safety (slightly simplified)
® important basic class of properties
® relation to testing and run-time verification
¢ informally “nothing bad ever happens”

Definition (Safety/invariant)

® A invariant formula is of the form
U

for some prop. formula ¢.

® A conditional safety formula is of the form
¢ — L

for some prop. formulas ¢ and .

Safety formulae express invariance of some state property (:

that © holds in everv state of the computation.
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Safety property example

Example (Mutex)

Mutual exclusion is a safety property. Let ¢; denote that
process P; is executing in the critical section. Then

Dﬂ(cl VAN CQ)

expresses that it should always be the case that not both P;
and P, are executing in the critical section.

Observe: the negation of a safety formula is a liveness
formula; the negation of the formula above is the liveness
formula

Oer A e)

which expresses that eventually it is the case that both P;
and P5 are executing in the critical section.
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Liveness properties (simplified)

Definition (Liveness)

® A liveness formula is of the form

Op

for some prop. formula ¢.

Liveness formulae guarantee that some event ¢ eventually
happens: that ¢ holds in at least one state of the
computation.

IN5110 -
Verification and
specification of
parallel systems

Introduction

LTL
Syntax
Semantics

Ilustration of the
semantics

The Past

Examples

Classification of properties
Recurrence and persistence
Reactivity

GCD Example

Exercises

Logic model
checking: What is
it about?

The basic method
General remarks

Motivating examples
Automata and
logic

Finite state automata



Liveness properties (simplified)

Definition (Liveness)

® A liveness formula is of the form

Op

for some prop. formula ¢.

® A conditional liveness formula is of the form
w — Oy
for prop. formulas ¢ and .

Liveness formulae guarantee that some event ¢ eventually
happens: that ¢ holds in at least one state of the
computation.
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Connection to Hoare logic

Observation

® Partial correctness is a safety property. Let P be a
program and v the post condition.

O(terminated(P) — 1)
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Connection to Hoare logic

Observation

® Partial correctness is a safety property. Let P be a
program and 1) the post condition.

O(terminated(P) — 1)

® |n the case of full partial correctness, where there is a
precondition ¢, we get a conditional safety formula,

» — O(terminated(P) — 1),

which we can express as { ¢ } P { ¢ } in Hoare Logic.
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Total correctness and liveness

Observation

® Total correctness is a liveness property. Let P be a
program and 1) the post condition.

O(terminated(P) A 1)
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Total correctness and liveness

Observation

® Total correctness is a liveness property. Let P be a
program and 1) the post condition.

O(terminated(P) A 1)

® In the case of full total correctness, where there is a
precondition ¢, we get a conditional liveness formula,

o — O(terminated(P) A ).
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Duality of partial and total correctness

Observation

Partial and total correctness are dual.
Let

PC(y) = O(terminated — 1)
TC () £ O(terminated A 1))

Then

-PC(¢) < TC(—)
~TC(Y) < PC(—y)
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Obligation

Definition (Obligation)

A simple obligation formula is of the form
Lo v Oy
for propositional formulas ¢ and .

® equivalently

Qp — QY
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Obligation (2)

Proposition

Every safety and liveness formula is also an obligation
formula.

Proof.

It's a consequence of the following equivalences.

Op < OpVv oL
Cp < 0OLVOp

and the facts that = -0OL and E -0 L.
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Recurrence

Definition (Recurrence)

A recurrence formula is of the form
Loe
for some propositional formula ¢.
® infinitely many positions satisfies .

Observation

A response formula, of the form (¢ — 01), is equivalent
to a recurrence formula, of the form LIy, if we allow x to
be a past-formula.

O(p = O9) ¢ O0(~p) W1 ¢
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Recurrence

IN5110 —
PI’OpOSition Verification and
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Persistence
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Recurrence and Persistence

Observation

Recurrence and persistence are duals.

=(00wp) +» (OU—p)
=(00p) <> (H0—p)
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Reactivity

Definition (Reactivity)
® A simple reactivity formula is of the form
0op v OLY

for prop. formulas ¢ and .
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Reactivity

Definition (Reactivity)

® A simple reactivity formula is of the form
0op v OLY

for prop. formulas ¢ and .

® A very general class of formulae are conjunctions of
reactivity formulae.
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Reactivity

Definition (Reactivity)

® A simple reactivity formula is of the form
0op v OLY

for prop. formulas ¢ and .

® A very general class of formulae are conjunctions of
reactivity formulae.

® equivalent:

Oy — OOy
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Reactivity

Proposition

Strong fairness can be specified as the following reactivity
formula.

OO enabled(1) — OOtaken(T)
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GCD code

Program: GCD

P::[ina,b: integer where a > 0,b > 0;

local x, y : integer where x = a,y = b;

out g : integer;

Pyflo: [h:whilex#ydoh: |
[: awaitx > y;la: x :
or
[/5: awaity > x;lp: y :

l:g = x;lk:]]]

x—y;]

y—x;]]
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GCD Example

Below is a computation 7 of our recurring GCD program.

P-computation

States are of the form (l,,, x,y,g).

T 15,21,49,0) — (Ig,21,49,0) —
15,21,28,0) — (Ig,21,28,0) —
5

I, 21,49,0 - (
— (lg

5,21,7,0) — (14,21,7,0) —
(
(

( ) =
(Iy,21,28,0) — (
(Ih,21,7,0) = {
(I,14,7,0) = {
(h,7,7,0) = {

19,14,7,0) — (4 1470>—>
17,7,7,0) > (g, 7,7,7) —
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GCD Example

Below is a computation 7 of our recurring GCD program.

® a and b are fixed: 7 }=0O(a =21 Ab = 49).

P-computation

States are of the form (l,,, x,y,g).

7 (11,21,49,0) — (15,21,49,0) — (Ig,21,49,0) —

(11,21, 28,0) — (15,21,28,0) — (l6,21,28,0) —
(13,21,7,0) — (1%,21,7,0) — (l4,21,7,0) —
( ( (
( ( (

11,14,7,0) = (12,14,7,0) — (I4,14,7,0) —
L,7,7,00 = {17,7,7,0) = (I3,7,7,7) —
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GCD Example

Below is a computation 7 of our recurring GCD program.

® a and b are fixed: 7 }=0O(a =21 Ab = 49).

* terminated denotes the formula at(lg).

P-computation

States are of the form (l,,, x,y,g).

15,21,49,0) — (Ig,21,49,0) —
15,21,28,0) — (Ig,21,28,0) —
5

I, 21,49,0 - (
— (lg

5,21,7,0) — (14,21,7,0) —
(ls,
(

m: ) =
(l1,21,28,0) —
(lh,21,7,0) = {
{ {
{ {

11,14,7,0) —
11,7,7,0) >

12,14,7,0) — (l4,14,7,0) —
1,7,7,0) = (I3,7,7,7) —
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GCD Example

Do the following properties hold for 7?7 And why?
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GCD Example

Do the following properties hold for 7?7 And why?
1. Oterminated (safety)
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GCD Example

Do the following properties hold for 7?7 And why?
1. Oterminated (safety)
2. at(ly) — terminated
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GCD Example

Do the following properties hold for 7?7 And why?
1. Oterminated (safety)
2. at(ly) — terminated
3. at(lg) — terminated
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GCD Example

Do the following properties hold for 7?7 And why?

1.

2.
3.
4

Oterminated (safety)
at(ly) — terminated
at(lg) — terminated

at(l7) — Oterminated (conditional liveness)
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GCD Example

Do the following properties hold for 7?7 And why?

1.

o N

Oterminated (safety)

at(ly) — terminated

at(lg) — terminated

at(l7) — Oterminated (conditional liveness)
Qat(ly) — Qterminated (obligation)
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GCD Example

Do the following properties hold for 7?7 And why?

A ol A

Oterminated (safety)

at(ly) — terminated

at(lg) — terminated

at(l7) — Oterminated (conditional liveness)
Qat(ly) — Qterminated (obligation)
O(ged(z,y) = ged(a, b)) (safety)
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GCD Example

Do the following properties hold for 7?7 And why?

No ok owbd

Oterminated (safety)

at(ly) — terminated

at(lg) — terminated

at(l7) — Oterminated (conditional liveness)
Qat(ly) — Qterminated (obligation)
O(ged(z,y) = ged(a, b)) (safety)

Qterminated (liveness)
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GCD Example

Do the following properties hold for 7?7 And why?

O NSO WD

Oterminated (safety)

at(ly) — terminated

at(lg) — terminated

at(l7) — Oterminated (conditional liveness)
Qat(ly) — Qterminated (obligation)
O(ged(z,y) = ged(a, b)) (safety)
Qterminated (liveness)

O0(y = ged(a, b)) (persistence)
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GCD Example

Do the following properties hold for 7?7 And why?

We N e WNN

Oterminated (safety)

at(ly) — terminated

at(lg) — terminated

at(l7) — Oterminated (conditional liveness)
Qat(ly) — Qterminated (obligation)
O(ged(z,y) = ged(a, b)) (safety)
Qterminated (liveness)

O0(y = ged(a, b)) (persistence)

OO terminated (recurrence)
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Exercises

Exercises

1. Show that the following formulae are (not) LTL-valid.
1.1 Op « O0p
1.2 Op < O0p
1.3 Oy — O-0¢p
1.4 OO — o) —» OOy — @)
1.5 O(0p — ¢) v OOy — )
1.6 OO0y — OO
1.7 OOy + O000¢

2. A modality is a sequence of —, [J and ¢, including the
empty sequence €. Two modalities 7 and 7 are
equivalent if mp <> Ty is valid.
2.1 Which are the non-equivalent modalities in LTL, and
2.2 what are their relationship (ie. implication-wise)?
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Logic model checking (1)

* a technique for verifying finite-state (concurrent)
systems

Often involves steps as follows

1. Modeling the system

® |t may require the use of abstraction
® Often using some kind of automaton

2. Specifying the properties the design must satisfy
® |t is impossible to determine all the properties the
systems should satisfy
® Often using some kind of temporal logic
3. Verifying that the system satisfies its specification

® |In case of a negative result: error trace
® An error trace may be product of a specification error
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Logic model checking (2)

The application of model checking at the design stage of a
system typically consists of the following steps:

1. Choose the properties (correctness requirements)
critical to the sytem you want to build (software,
hardware, protocols)

2. Build a model of the system (will use for verification)
guided by the above correctness requirements

® The model should be as small as possible (for efficiency)
® |t should, however, capture everything which is relevant
to the properties to be verified

3. Select the appropriate verification method based on the
model and the properties (LTL-, CTL*-based,
probabilistic, timed, weighted .. .)

4. Refine the verification model and correctness
requirements until all correctness concerns are
adequately satisfied
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State-space explosion

Main causes of combinatorial complexity in SPIN/Promela
(and in other model checkers.)

® The number of and size of buffered channels

® The number of asynchronous processes

IN5110 -
Verification and
specification of
parallel systems

Introduction

LTL
Syntax
Semantics

Ilustration of the
semantics

The Past

Examples

Classification of properties
Recurrence and persistence
Reactivity

GCD Example

Exercises

Logic model
checking: What is
it about?

The basic method
General remarks

Motivating examples
Automata and
logic

Finite state automata



The basic method

e System: L(.S) (set of possible behaviors/traces/words
of S)

® Property: L(P) (the set of valid/desirable behaviors)

® Prove that £(S) C L(P) (everything possible is valid)
® Proving language inclusion is complicated
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The basic method

System: L(.S) (set of possible behaviors/traces/words
of S)

Property: L£(P) (the set of valid/desirable behaviors)
Prove that £(S) C L(P) (everything possible is valid)
® Proving language inclusion is complicated

Method

® Let £L(P) be the language ¢ \ L(P) of words not
accepted by P
* Prove L(S)NL(P) =0
® there is no accepted word by S disallowed by P
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The basic method

‘executions that are
S possible and invalid

all possible
executions

P
all invalid
executions

if lis empty then S satisfies p
if lis non-empty then S can violate p
and | will contain a counter-example that proves it
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Scope of the method

Logic model checkers (LMC) are suitable for concurrent and

multi-threading finite-state systems.
Some of the errors LMC may catch:

Deadlocks {(two or more competing processes are waiting for
the other to finish, and thus neither ever does)}

Livelocks {(two or more processes continually change their state
in response to changes in the other processes)}

Starvation {(a process is perpetually denied access to necessary
resources) }

Priority and locking problems

Race conditions {(attempting to perform two or more operations
at the same time, which must be done in the proper sequence in
order to be done correctly)}

Resource allocation problems
Incompleteness of specification
Dead code {(unreachable code)}
Violation of certain system bounds

Logic problems: e.g, temporal relations
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On correctness (reminder)

e A system is correct if it meets its design requirements.

® There is no notion of “absolute” correctness: It is
always wrt. a given specification

* Getting the properties (requirements) right is as
important as getting the model of the system right

Examples of correctness requirements
e A system should not deadlock
® No process should starve another

® Faijrness assumptions

® E.g., an infinite often enabled process should be
executed infinitely often

Causal relations

® E.g., each time a request is send, and acknowledgment
must be received (response property)
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On models and abstraction

The use of abstraction is needed for building models
(systems may be extremely big)

® A model is always an abstraction of the reality

The choice of the model/abstractions depends on the
requirements to be checked
A good model keeps only relevant information

® A trade-off must be found: too much detail may
complicate the model; too much abstraction may
oversimplify the reality

Time and probability are usually abstracted away in
LMC
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Building verification models

® Statements about system design and system
requirement must be separated
® One formalism for specifying behavior (system design)
® Another formalism for specifying system requirements
(correctness properties)

® The two types of statements define a verification model

® A model checker can now

¢ Check that the behavior specification (the design) is
logically consistent with the requirement specification
(the desired properties)
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Distributed algorithms

Two asynchronous processes may easily get blocked when
competing for a shared resource

in real-life conflicts ultimately get resolved by human judgment.
computers, though, must be able to resolve it with fixed algorithms

after-you, no
after-you blockinQM
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A small multi-threaded program

int  x, vy,

int *p, *q, *z;

int **a;

thread 1(void)

}
thread_2(void)

*p;
*p = *q;
*q = r;

}
thread_3(void)
{

a = &p;
*a = z;
**a = 12;

/* initialize p, q, and r */

/* swap contents of x and y */

/* access z via a and p */

ous threads
3 asy\’\chﬂ)“s"‘are 4 data

accessing

est runs ar=
41 no data cor™ tiof

h
ments eacl
how man! a
check th

parallel systems
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Thread interleaving
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A simpler example

consider two 2-state automata
— representing two asynchronous processes
one can print an arbitrary number of ‘0’ digits, or stop
the other can print an arbitrary number of ‘1’ digits, or stop

print ‘0" print ‘1’

yw could 2 OdS\b\Y
Q:how geal with 905
. check:" xecutions

how many different combined executions are there?
i.e., how many different binary numbers can be printed?
how would one test that this system does what we think it does?
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FSA

Definition (Finite-state automaton)

A finite-state automaton is a quintuple (@, qo,, %, F, —),

wher

(S

@ is a finite set of states

qo € @ is a distinguished initial state

the "alphabet” ¥ is a finite set of labels (symbols)
F C @ is the (possibly empty) set of final states

— C Q x X x Q is the transition relation, connecting

states in Q).
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Example FSA

ao
—

ai

as

a2

as

a4
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Example: An interpretation

IN5110 —

Verification and

The above automaton may be interpreted as a process specification of
parallel systems
scheduler:

start —(idie)—22 Introduction

LTL
Syntax
Semantics

Ilustration of the
semantics

The Past

Examples

Classification of properties
Recurrence and persistence
Reactivity

GCD Example

Exercises

Logic model
checking: What is
it about?

The basic method
General remarks

Motivating examples

Automata and
logic

state automata



Determinism vs. non-determinism

Definition (Determinism)

A finite state automaton A = (Q, qo, 2, F, —) is
deterministic iff

QP >q NG q = q1=q
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Runs

Definition (Run)
A run of a finite state automaton A = (Q, qo, %, F, —) is a

(possibly infinite) sequence

O':qOﬂqlg...

° ¢% ¢ ismeant as (q,a,¢') € —
® each run corresponds to a state sequence (a word) over
Q@ and a word over X
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Example run

run preempt

stop

executing

block unblock

® state sequences from runs: idle ready (execute waiting)*

® corresponding words in X: start run(block,unblock)*

A single state sequence may correspond to more than
one word

® non-determinism: the same >-word may correspond to
different state sequence
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“Traditional” acceptance

Definition (Acceptance)

An accepting run of a finite state automaton
A=(Q,q,%, F,—) is a finite run
c=qo B g B ... 3" g, with g, € F.
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Accepted language

Definition (Language) S Neio -
specification of

The language [A] (sometimes also written £(.A) of parallel systems

automaton A = (@, qo, 2, F, —) is the set of words over ¥

that correspond to the set of all the accepting runs of A. Introduction
LTL

e generally: infinitely many words in a language Syntax

Semantics

® remember: regular expressions etc. e

The Past
Examples
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run Reactivity
GCD Example
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Reasoning about runs

Sample correctness claim (positive formulation)

If first p becomes true and afterwards ¢ becomes true, then
afterwards, r can no longer become true

Seen negatively
It's an error if in a run, one sees first p, then ¢, and then 7.

® reaching accepting state = correctness property
violation

® accepting state represents error
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Reasoning about runs

Sample correctness claim (positive formulation)

If first p becomes true and afterwards g becomes true, then
afterwards, r can no longer become true

Seen negatively

It's an error if in a run, one sees first p, then ¢, and then r.

G S SR S

® reaching accepting state = correctness property
violation

® accepting state represents error

IN5110 —
Verification and
specification of
parallel systems

Introduction

LTL
Syntax
Semantics

Ilustration of the
semantics

The Past

Examples

Classification of properties
Recurrence and persistence
Reactivity

GCD Example

Exercises

Logic model
checking: What is
it about?

The basic method
General remarks

Motivating examples

Automata and
logic

Finite state automata



Comparison to FSA in “standard” language
theory

® remember classical FSA (and regular expressions)
e for instance: scanner or lexer

* (typically infinite) languages of finite words

® remember: accepting runs are finite

® in “classical” language theory: infinite words completely
out of the picture
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Reasoning about infinite runs

Some liveness property

“if p then eventually q.”

Seen negatively

It's an error if one sees p and afterwards never ¢ (i.e., forever

-p -q
S WA

e violation: only possible in an infinite run

® not expressible by conventional notion of acceptance
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Biichi acceptance

* infinite run: often called w-run (“omega run")
* corresponding acceptance properties: w-acceptance

e different versions: Biichi, Muller, Rabin, Streett, parity
etc., acceptance conditions
® Here, for now: Biichi acceptance condition [3] [2]

Definition (Biichi acceptance)

An accepting w-run of the finite state automaton
A= (Q,q0,%, F,—) is an infinite run o such that some
q; € F occurs infinitely often in o.
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Example: “process scheduler”

® accepting w-runs

® w-language

infinite state sequence w-word

idle (ready executing)® start (run preempt)®
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Generalized Biichi automata

Definition (Generalized Biichi automaton)

A generalized Blichi automaton is an automaton
A=(Q,q0,%, F,—), where F C 29,
Let F ={f1,...,fn} and f; C Q. A run o of A is accepting
if
for each f; € F, inf(o) N f; # 0.

* inf(o): states visited infinitely often in o

® generalized Biichi automaton: multiple accepting sets
instead of only one (# “original” Biichi Automata)

¢ generalized Biichi automata: equally expressive
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Stuttering

® treat finite and infinite acceptance uniformely
e finite runs as inifite ones, where, at some point,
infinitely often "nothing” happens (stuttering)

® Let € be a predefined nil symbol

® alphabet/label set extended to ¥ + {¢}

® extend a finite run to an equivalent infinite run: keep on
stuttering after the end of run. The run must end in a
final state.

Definition (Stutter extension)

The stutter extension of a finite run o with last state s, is
the w-run

o (Sn,&,8n)% . (1)
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Stuttering example

start —>(@e)—21"» (ready)

run preempt

stop

block unblock

waiting
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From Kripke structures to Biichi automata

® LTL formulas can be interpreted on sets of infinite runs
of Kripke structures
® Kripke structure/model:
® “automaton” or “transition system”
® transitions unlabelled (typically)
® states (or worlds): “labelled”, in the most basic
situation: sets of propositional variables
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Kripke structure (reminder)

Definition (Kripke structure)

A Kripke structure M is a four-tuple (S, R, Sp, V') where

* S is a finite non-empty set of states (also “worlds")

* RC S x S is a total relation between states (transition

relation, aka accessibility relation)
® Sp C S is the set of starting states

propositional variables

Notation: — for accessibility relation

A path in M is an infinite sequence o = sg, $1, S2, - - .

states such that s; — s;¢1 (for all i > 0).

V : S — 2P is a map labeling each state with a set of

of
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BAs vs. KSs

“subtle” differences

labelled transitions vs. labelled states

® easy to transform one representation into the other
here: from KS to BA.

® states: basically the same
® initial state: just make a unique initial one
® transition labels: all possible combinations of atomic

props
® states and transitions: transitions in A allowed if

® covered by accesssibility in the KS (4 initial transition
added)

® transition labelled by the “post-state-labelling” from
KS
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KS to BA

Given M = (W, R, Wy, V). An automaton
A =(Q,q,X%, F,—) can be obtained from a Kripke
structure as follows

transition labels: ¥ = 2F

states:

transitions:

Q=W +{i)
qgo =1
F =W+ {i}

s % s iff s —,, s’ and a = V(&)
s, e W
i seTiffseWyand a=V(s)
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Example: KS to BA

A Kripke structure (whose only infinite run satisfies (for IN5110 -
. Verification and
instance) Og and OOp): T 6
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Example: KS to BA

A Kripke structure (whose only infinite run satisfies (for
instance) Og and OOp):

@

The corresponding Biichi automaton:

_) {p.q} a - ‘

{r.q}
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From logic to automata

e cf. regular expressions and FSAs

e for any LTL formula ¢, there exists a Biichi automaton
that accepts precisely those runs for which the formula
@ is satisfied

Example (stabilization: “eventually always p”, ¢0Up:)

T p

(=
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(Lack of?) expressiveness of LTL

® note: analogy with regular expressions and FSAs: not
100%

® in the finite situation: “logical” specification language
(regexp) correspond fully to machine model (FSA)

® here: LTL is weaker! than BAs
® w-regular expressions + w-regular languages
® generalization of regular languages

¢ allowed to use r (not just r*)

Generalization of RE / FSA to infinite words

w-regular language correspond to NBAs
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w-regular properties strictly more expressive

than LTL
Temporal property

p is always false after an odd number of steps

pAO(p — O-p) AO(=p — Op)
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w-regular properties strictly more expressive
than LTL

Temporal property

p is always false after an odd number of steps

true
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w-regular properties strictly more expressive
than LTL

Temporal property IN5110 —
Verification and
p is always false after an odd number of steps Escificationic

parallel systems
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Expressiveness

modal yi-calculus
w-tree automata

w-word automata
Biichi automata
(never claims)
JLTL

CTL*

LTL without O
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Core part of automata-based MC

* remember: MC checks “system against formula” S = ¢

Linear time approach
® w-language of the behavior of S is contained in the

language allowed by ¢

® core idea then: instead of

L(S) C L(P,)
do

LS)NL(P,) =10
where S is a model of the system P, represents the property
¥
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What's needed for automatic MC?

L(S)NL(P,) =0

Algorithms needed for

1. translation LTL to Biichi
language emptiness: are there any accepting runs?

language intersection: are there any runs accepted by
two or more automata?

4. language complementation

e thankfully: all that is decidable
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How could one do it, then?

IN5110 -

® system represented as Blichi automaton A Verification and
specification of
® The automaton corresponds to the asynchronous parallel systems

product of automata Ay, ..., A, (representing the
asynchronous processes)

Introduction
LTL
n Syntax

A= H A, —

lllustration of the
,L:1 semantics
The Past
.. . Examples
® property originally given as an LTL formula ¢ Chasfcation of ropertes
Recurrence and persistence

® translate ¢ into a Biichi automaton B, ity

GCD Example
® check Exercises
— Logic model
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Better avoid complementation

In practice (e.g., in SPIN): avoid automata
complementation:

Assume A as before

The negation of the property ¢ is automatically
translated into a Biichi automaton B (since

L(B) = L(B))

By making the synchronous product of A and B
(B ® A) we can check:

LA)YNL(EB) =0

If intersection is empty: A = ¢, i.e., “property ¢ holds
for A" or " A satisfies property ¢"

else:
° Ay

® bonus: accepted word in the intersection counter
example
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Two kinds of products

® conceptually standard (but see terminating condition =
definition of final states)

asynchronous synchronous
® prog's running in parallel * together with (the
® interleaving automaton representing)
® no synchronization! the formula
* one automaton does ® lock-step

something, the others not ~ ® however: stuttering.
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Asychronous product

Definition (Asynchronous product)

The asynchronous product of two automata A; and Ay,
(written Ay x Ay, or A; || Ag) is given as (Q, qo, 2, F, —)
where

Q= Q1 X Q2,

° g =q} xq,

® 3 =37 U2, and
* F={(q1,92) | 1 € F1 or ¢ € F>}.
Q=1 q2 =2 ¢4
Par; PARr;
(q1,92) = (QLQQ) (q1,92) = (Q1,QQ)
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3n+1 inspired example

® 3n+1 problem

® Assume 2 non-terminating asynchronous processes A1
and As:

® A, tests whether the value of a variable x is odd, in
which case updates it to 3xxz + 1

e A, tests whether the value of a variable x is even, in
which case updates it to /2

Question

Does the corresponding function terminate for all inputs z?

* Let ¢ the following property: 0O (z > 4) (negated
O0(x < 4))
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Example: async product

Al and A2

odd(x)

z=82+1

even(z)

w=a/2

odd(z)

start —>|
zi=a/2

even(x)

start —>|
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Tests or guards on transitions

® guarded commands (thanks to Dijsktra)
® conditional transitions, predicated on a guard

® Promela semantics, an expression statement has to
evaluate to non-zero to be executable (enabled). So to
test whether a variable x is even, we write ! (x%2) and
x%2 for checking whether x is odd.

E.g.: given x=4, ! (4%2) evaluates to ! (0) or written
more clearly as ! (false) which is (true).
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Example: Async. product
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Example: Pure automaton
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Synchronous product

Definition (Synchonous product (special case))

The synchronous product of two finite automata A; and As
(written A; ® Aj), for the special case where F} = Q1, is
defined as finite state automaton A = (Q, qo, 2, F, —)
where:

°* Q=01 x

®* g0 = (go1,902)

® Y =37 X 2s.

e = = =1 X =9
(q1,q2) € F if g2 € F
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Let the system automaton stutter

® asymmetric situation
® one automaton: “system”

° . IN5110 -
Second one: Verification and
o " reCOgniZer” specification of

parallel systems

® automaton that represents the logical LTL formula
e for system automating: add stuttering
® stutter: a self-loop labeled with ¢ at every every state in

Introduction

. . ey LTL
without outgoing transitions Syntax
Semantics
Definition (Stuttering synchonous product) semanten
The Past
The synchronous product of two finite automata P and B e of proprtis
(written P ® B is defined as finite state automaton pecrence and prsnce
A =(Q,q,%, F,—) where: el
* Q= Q) x Q1, where P’ is the stutter closure of P Logic model
q o 0 hecking: What i
® A self-loop labeled with ¢ is attached to every state in chepangs What 1s
P without outgoing transitions in P.T') o
General remarks
* A.sg is the pair (P.sg, B.sp) Metivating exampls

Automata and

® A.L is the set of pairs (I1,l2) such that [y € P'.L and logic

Finite state automata



Example: synch. product for 3n + 1 system
and property

e any
accepting cycles?

190 (xcd)
0100 (x<t)

L Dot

and its negation holds
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Algorithmic checking for emptyness

e for FSA: emptyness checking is easy: reachability
® For Biichi:

® more complex acceptence (namely w-often)
® simple, one time reachability not enough

Y

“repeated” reachability

4

from initial state, reach an accepting state, and then
again, and then again ...

o cf. “lasso” picture
e technically done with the help of SCCs.
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Strongly-connected components

Definition (SCC)

A subset S’ C S in a directed graph is strongly connected if
there is a path between any pair of nodes in S/, passing only
through nodes in 5.

A strongly-connected component (SCC) is a maximal set of
such nodes, i.e. it is not possible to add any node to that set
and still maintain strong connectivity.
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SCC example
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SCC example

® Strongly-connected subsets:

® Strongly-connected components:
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SCC example

® Strongly-connected subsets:
S:{S(],Sl}, S/:{81783734}7 S”
® Strongly-connected components:

- {807 51,83, 84}
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SCC example

® Strongly-connected subsets:

S = {80,81}, S/: {81,83,84}, 51/2{80,81,83,84}
® Strongly-connected components: Only

S// = {S(), S1, 83, 84}
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Checking emptiness

Biichi automaton A = (@, so, X, —, F') with accepting run
o
Core observation

As @ is finite, there is some suffix ¢’ of o s.t. every state on
o’ is reachable from any other state on o’

® |.a.w: those set of states is strongly connected.

® This set is reachable from an initial state and contains
an accepting state

Emptyness check

Checking non-emptiness of [A] is equivalent to finding a
SCC in the graph of A that is reachable from an initial state
and contains an accepting state

IN5110 —
Verification and
specification of
parallel systems

Introduction

LTL
Syntax
Semantics

Ilustration of the
semantics

The Past

Examples

Classification of properties
Recurrence and persistence
Reactivity

GCD Example

Exercises

Logic model
checking: What is
it about?

The basic method
General remarks

Motivating examples
Automata and
logic

Finite state automata



Emptyness checking and counter example

e different algos for SCC. E.g.:
® Tarjan's version of the depth-first search (DFS)
algorithm
® SPIN nested depth-first search algorithm
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Emptyness checking and counter example

e different algos for SCC. E.g.:
® Tarjan's version of the depth-first search (DFS)
algorithm
® SPIN nested depth-first search algorithm
¢ If the language [A] is non-empty, then there is a
counterexample which can be represented in a finite
way
® It is ultimately periodic, i.e., it is of the form 010§,
where o1 and o4 are finite sequences
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Model checking algorithm

® Let A be the automaton specifying the system and B
the automaton corresponding to the negation of the
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Model checking algorithm

® Let A be the automaton specifying the system and B
the automaton corresponding to the negation of the
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Model checking algorithm
® Let A be the automaton specifying the system and B
the automaton corresponding to the negation of the
property ¢
1. Construct the intersection automaton C' = AN B

2. Apply an algorithm to find SCCs reachable from the
initial states of C
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Model checking algorithm
® Let A be the automaton specifying the system and B
the automaton corresponding to the negation of the
property ¢
1. Construct the intersection automaton C' = AN B
2. Apply an algorithm to find SCCs reachable from the
initial states of C

3. If none of the SCCs found contains an accepting state
® The model A satisfies the property/specification ¢
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Model checking algorithm

* Let A be the automaton specifying the system and B
the automaton corresponding to the negation of the

property ¢
1. Construct the intersection automaton C = AN B

2. Apply an algorithm to find SCCs reachable from the
initial states of C
3. If none of the SCCs found contains an accepting state
® The model A satisfies the property/specification ¢
4. Otherwise,
4.1 Take one strongly-connected component SC of C'
4.2 Construct a path oy from an initial state of C' to some
accepting state s of SC
4.3 Construct a cycle from s and back to itself (such cycle
exists since SC is a strongly-connected component)
4.4 Let o9 be such cycle, excluding its first state s
4.5 Announce that o104 is a counterexample that is
accepted by A, but it is not allowed by the
property/specification ¢
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LTL to Bichi

® translation to Generalized Biichi GBA

e cf. Thompson's construction

® structural translation

® crucial idea: connect semantics to the syntax.

® compare Hintikka-sets or similar constructions for FOL
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Source and terminology: Baier and Katoen

[1]
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lllustrative examples (5.32)
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Reminder: Generalized NBA

® equi-expressive than NBA

® used in the construction

e different way of defining acceptance

acceptance: set of acceptance sets = set of sets of
elements of Q.
acceptance: each acceptance set F; must be “hit"”
infinitely often
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Basic idea for G,
® not the construction yet, but: “insightful” property
® find a mental picture:

® what are the states of the automaton
¢ (and how are they connected by transitions)

A; € X3, sets of atomic props

States as sets of formulas

Namely those that are intended to be in the “language of
that state”. l.e., the B;'s form the states of G,.

Given 0 = AgA1Ay... € [[QD]]
Extension to 6 = ByB1B> ...

P € B; iff Aj;, AH_lAH_Q ... ): P

U-Z

& = run (ultimately: state-sequence) in G,

B; : “extended"” (by sub-formulas of ¢), i.e., B; 2 A;.
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Cf.

FSAs

states as “sets” of "words” (language resp. set of Itl
formulas)

cf. Myhill-Nerode

a bit different, (equivalence on languages of finite
words)

represent states by equivence classes of words
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Closure of ¢

® related to Fisher-Ladner closure

® See page 276

® “states” A; from the mental picture
® what's a “closure” in general?

® extending A; to B; not by all true formulas, but only
those that could conceivably play a role in an
automaton checking ¢

® = achieving “finiteness” of the construction
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How to extend A;’s

* not by irrelevant stuff (closure of ).
® two other conditions:

® avoid contradictions (consistency)
® for every : either v or =) included

* maximally consistent sets! (here called elementary)
® in one state: local perspective only (but don't forget U)

* Cf: KS has an interpretation for each P, here now (in
the intended BA),
“semantics” (states) by “syntax”

“interpretation” for all relevant formulas “in" each state
(subformulas of ¢ and their negation)
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Avoid contradictions

Definition (Propositional consistency)

A set B is consistent wrt. propositional logic (and relative
the closure of ¢) if

1. ¢ € B implies ) ¢ B.
2. 1¢B.
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Logical consequences

Definition (Closed wrt. propositional entailment)
A set B is closed under propositional entailment if

1. o1 Aype € Biff o1 € B and @92 € B.

2. if T € closure(p) then T € B

Definition (Local consequences of until)
A set B is closed under local entailments wrt. the until
operator (and relative the closure of ¢) if

1. g € B implies o1 U p3 € B

2. ¢1 U g € B and py ¢ B implies ¢ € B.
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Cover all formulas or their negations

Definition (Maximality)

A set is maximal (relative to the closure of ¢), if for all
P € closure(p)

v ¢ B implies - € B .

Definition

Given a LTL-formula . A set B is maximally consistent (or
elementary) wrt. ¢ if it is propositionally consistent, closed

under propositonal entailment and locally entailed formulas

wrt. until, and if it is maximal.
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Example: ¢y =a U (—a A D)
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By = { a, b, _‘(_‘a A b)? 2 }

B1 — { a, b’ _|(_|a A b)’ - } Introduction
By, = { a, —b, —(-aAb), ¢ } .

By = { a, —b, _|(_|CL A b)7 -y } irm:":ics -~
By = { —a, b, _'(_'a A b)? p } S:E;:zi}m e
B5 _ { —-a, b’ —a A b7 © } Examples
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Example: ¢y =a U (—a A D)

0 = {a}{a, b}{b} e = AOA1A2 e

* Extending (for example): A to By

® extending o to &
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Construction of GNBA: general

given P and ¢
® given ¢, construct an GNBA such that

L(B) = words(y)

® 3 core ingredients
1. states = sets of formulas which (are suppsed to)
“hold” in that state
2. transition relation: connect the states appropriately,
3. transitions labelled by sets of P.

labeled transition connected states to match the
semantics: for O:

simplified for O

go from a state containing (¢ to a state containing (.
Label the transition with the APs from the start state.
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Transition relation

§:Qx2F 29

e if A£ABNP:6(B,A)=0
e if A= BN P, then 6(B, A) is the set B’ such that
e for every O € closure(y):

OyeB iff vyeB
® for every @1 U o € closure(yp):

pr UpseB iff @€ B
(p1 €B and ¢ Uy € B')
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Accepting states

F¢1U¢2={B€Q‘@2€BOI’Q01 U(pgg_fB}.
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