
Oblig III Security Risk Assessment of a 
cyber-range on behalf of Oslo 
Municipality 
General 
In this compulsory exercise (Oblig III) you will be trained in security risk assessment of the same case 
you have already modelled as part of Oblig I. 

You are free to make assumptions as long as they are stated explicitly by you in your oblig-solution. 

The solution in the form of a single pdf-document should be sent to kst@sintef.no by midnight 
November 19. 

THE SOLUTION SOULD BE EASILY READABLE WHEN PRINTED IN A4 FORMAT. 

You may work in groups of maximum three students or you may work alone. Hence, one solution 
may have up to three names. There should be no collaboration or copying between different groups. 
Hence, each group should solve the exercise independently. 

You should use the new CORAS-tool: https://coras-explorer.firebaseapp.com/try-it 

With respect to likelihood reasoning, use the rules for frequencies presented in the lectures. (In the 
CORAS book there are also rules for probability reasoning. They should not be used.) 

It is a very good idea to start by reading Chapter 3 of the CORAS book. 

Case 

A cyber range is a simulation platform used for training IT and cybersecurity professionals, 
assessing incident response processes, and testing new technologies. A cyber range recreates 
the experience of responding to a cyber-attack by replicating the security operations, the 
organizational network, and the attack itself. As a result, a cyber range enables hands-on 
training in a controlled and secure environment. The more realistic the simulation experience, 
the better a cyber range can prepare trainees to deal with real world incidents and reduce the 
probability of a security breach happening on their watch. 

Cyber-ranges are used by businesses and governments around the world. They offer simulated 
training and testing scenarios, which may improve cyber security performance, while 
providing tools for simulating various network setups, attack scenarios, and traffic patterns.  

This kind of training may be used to prepare the entire workforces for the challenges they will 
face in real life, whether they are on the security front lines or are working on the monthly 
marketing plan in the back office. Furthermore, it allows security experts and analysts to hone 
their skills in a safe and controlled environment where scenarios can be custom-built to reflect 
attacks that teams have faced or fear they will face in the future. 
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In the following we address a web-based cyber range. Cyber ranges are typically used by four groups 
of end users and we have to consider these groups as part of the modelling: red team (taking the role as 
attackers), blue team (taking the role as defenders), green team (system administrators), and white 
team (taking the role as teachers/instructors). The following is a more detailed description of these 
roles: 

• Red team: Carries out cyberattacks against the simulated scenarios. The team carries out 
attacks by using penetration testing tools, social engineering toolkits, password cracking tools, 
to name but a few. By acting like an adversary, the team can find exploitable vulnerabilities 
that would yield value to the attacker but damage the organisation affected.  

• Blue team: Detects and responds to the attacks. The team uses tools like security monitoring 
tools, intrusion prevention and detection systems or honeypots. These tools will also help the 
blue team identifying appropriate mitigation actions.  

• Green team: Administrates the cyber range infrastructure and manages components used in the 
scenarios such as virtual machines and virtual networks. In addition, the green team deploys 
the infrastructure necessary for the training scenarios. 

• White team: Represents the instructor(s) of the training event, whether course based or as an 
exercise. In collaboration with the Green team, in charge of the scenario deployment and 
configuration, and the evaluation of the participant progress. 

Since this is a web-based cyber range, the different user groups mentioned above access the cyber 
range via a web browser. Depending on the user role, they may interact with different components of 
the cyber range. The cyber range consists of the following components that work together: 

• Training Manager: This is the component used to design scenarios that will be used to train 
the red or the blue team. 

• Simulated Infrastructure Manager: This is the component used to set up and deploy the 
infrastructure required in the scenarios (for example virtual machines, virtual network, etc.). 

• Digital Library: This is a library containing a set of virtual templates of the components that 
are possible to instantiate by the Simulated Infrastructure Manager. The library is also used by 
the Training Manager to design scenarios. 

• Centralized Logging Component: This component is responsible of logging the actions taken 
by the red team and the blue team during exercises. 

• Performance Evaluator: This component is used to collect information from the Centralized 
Logging Component to analyse the data. The white team may access the Performance 
Evaluator to see how well a red team or a blue team is performing in an exercise. That is, how 
well the red team is "attacking" the simulated infrastructure, and how well the blue team is 
"protecting" the simulated infrastructure. 

• Countermeasure Simulator: This component consists of a set of countermeasures that the blue 
team can use to mitigate cyber attacks simulated in the cyber range. 

• Attack Simulator: This component consists of a set of cyber attacks that the red team can use 
to perform attacks on the simulated infrastructure in the cyber range. 

• IaaS Platform: This is the physical platform (hardware) on which the simulated infrastructure 
is deployed. 

Context 
Assume that Oslo Municipality has acquired a cyber range as described above to educate its 
employees. Furthermore, assume you are an external consultant under contract to conduct a 
security risk assessment of size 250 man-hours. Your task is to conduct a security risk assessment 
focusing on the use of this cyber-range for internal training purposes.  



In the following we address some of the aspects that such a risk assessment may involve.  

Question I 
Identify at least seven assets of relevance for the Oslo Municipality in question. Minimum two assets 
should be indirect and minimum three assets should be direct.  

Two of the direct assets should be "public safety" and "privacy". 

Make a CORAS asset diagram that correctly relates them. 

For detailed advice, see Section 7.2.2 in the CORAS book. 

Question II 
Make a good qualitative scale for measuring harm (consequence) to the asset "privacy". 

Question III 
Make a good quantitative scale for measuring harm (consequence) to the asset "public safety". 

Question IV 
You should also make consequence scales for the other direct assets you have identified, as well as a 
quantitative scale for likelihood based on frequencies.  

Question V 
Make relevant threat diagrams with respect to the direct assets. The diagrams should all together 
capture at least seven risks. The diagrams should be annotated with consequences and likelihoods in 
such a way that they are consistent. Moreover, all initiate and leads-to relations should have at least 
one vulnerability associated with them (i.e. represented in the diagram). 

Question VI 
Present the identified risks in a risk-matrix. 

Question VII 
Annotate the threat diagrams from Question V with relevant treatments. 

Question VIII 
Assume that Oslo Municipality requires the treatments for the three most important risks to be 
implemented. Use the CORAS before-after style to illustrate the effect of these treatments on the 
already identified risks. The threat diagrams you have already drawn (Question 5) corresponds to the 
before situation. You are to "translate" these threat diagrams into threat diagrams expressed in the 
so-called before-after style reflecting the situation both before and after the implementation of the 
treatments.  

Read Section 6 of 
http://www.uio.no/studier/emner/matnat/ifi/INF5150/h11/undervisningsmateriale/2011.FOSAD-
preprint.pdf. 



Question IX 
Any risk treatment will introduce some new risks (possibly with respect to some new assets). Update 
the threat diagrams from Question VIII to capture at least two new risks. 

Question X 
Present the risk matrix as it looks after the risk treatment (also considering the results from Question 
IX). 
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