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IN5130/IN9130/INF5150/ITLED4320 - Unassailable IT-systems

Final exam
Monday 26. November 2018

Length: 09:00 - 13:00 (4 hours)
All printed and written exam resources are allowed.

This exam setis only available in English. You may choose to answer this exam in Norwegian or
English.

The course teacher will come to the exam venue some time after the exam has begun.

Please read the whole exam set before attempting to answer any questions.

Good luck!

Question 1a

Question 1a
What is the length of the shortest positive trace in the sequence diagram Driver taking measures?
Explain your answer.

Words: 0

Maximum marks: 5

Question 1b
Question 1b

What is the length of the shortest negative trace in the sequence diagram Driver taking measures?
Explain your answer.
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Words: 0

Maximum marks: 6

1) Question 1c
Question 1c

Which events may occur as the first event in a positive trace of the sequence diagram Driver taking
measures? Explain your answer.

Flyv

Words: 0

Maximum marks: 6

1d) Question 1d
Question 1d

Which events may occur as the first event in a negative trace of the sequence diagram Driver taking
measures? Explain your answer.
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Words: 0

Maximum marks: 6

1¢) Question 1e

Question 1e

Which events may occur as the last eventin a positive trace of the sequence diagram Driver taking
measures? Explain your answer.

nyv

Words: 0

Maximum marks: 6

17 Question 1f
Question 1f

Which events may occur as the last event in a negative trace of the sequence diagram Driver taking
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measures? Explain your answer.
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Words: 0

Maximum marks: 6

2(a) Question 2a
Question 2a

Let Driver taking measures_1 denote the sequence diagram obtained from Driver taking measures
by substituting the only occurrence of the keyword opt with the keyword veto.

Is Driver taking measures_1 a refinement of Driver taking measures? If so, is it a pure
supplementing, a pure narrowing, or a combination of both supplementing and narrowing? Explain
your answer.

H‘E}v

Words: 0

Maximum marks: 5

sy Diiestion 2h
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Question 2b

Let Driver taking measures_2 denote the sequence diagram obtained from Driver taking measures
by substituting the only occurrence of the keyword opt with the keyword assert.

Is Driver taking measures_2 a refinement of Driver taking measures? If so, is it a pure

supplementing, a pure narrowing, or a combination of both supplementing and narrowing? Explain
your answer.

FIEFv

Words: 0

Maximum marks: 6

2(c) Question 2¢c

Question 2c

Let Driver taking measures_3 denote the sequence diagram obtained from Driver taking measures
by substituting the only occurrence of the keyword opt with the keyword loop.
Is Driver taking measures_3 a refinement of Driver taking measures? If so, is it a pure

supplementing, a pure narrowing, or a combination of both supplementing and narrowing? Explain
your answer.
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Words: 0

Maximum marks: 6

2(d) Question 2d

sd Driver taking measu res)

Truck Company Truck Driver Shipment | SEI::? Factory
| I | |
| | F——~Readings—p |
: : : i Readings—b:

. Alarm
| | | I |
i : ] | I |
I I I I
[—Alarm————— | I |
:—Instructions—b: : : :
| | | I |
: : Inspect—b: : :
: :C—Collected evidence—: : :
F——1lob schedule this month—p» I I |
17— Take measure——p
: | I Readings—b: :
| | | I Readings—bI
xalt | | [ |
— | | I |
I [ Alarm off : I
- | P S - —
I L . | |
| assert | | |
: F Alarm still on : :
I
| I Returning shipment i ]
| i i I i
I | I I I
| | | | |
:Q—Returning shipment—: : : :
| | | I |
| | | I |
| | | I |

Question 2d

The state machine Truck driver does not allow all positive traces with respect to the lifeline Truck
Driver in the sequence diagram Driver taking measures. Explain in detail how you would extend the
state machine Truck driver with a new transition (or new transitions) so that every positive trace with
respect to the lifeline Truck Driver in the sequence diagram Driver taking measures is allowed by
your extended state machine Truck driver_1.
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Words: 0

Maximum marks: 6

2ee) Question 2e
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sd Driver taking measures_il)

I4—Ala =

|
. | J ;
< Alarm i
Instructions b:
|
:———Inspect—b
:Q-Collected evidence—
——1IJob schedule this month—p»l
e r—Take measure—p
I
|
xalt ) :
——Alarm off
N | | | L
|
assert ) |

F=Returning shipmenth

:i—AIarm still on—/™¢

-

[¢——Returning shipment—:

Questrion 2e

Assume you have successfully accomplished the previous Question 2d. Is the resulting state
machine Truck driver_1 a refinement of the sequence diagram Driver taking measures_47? If so, is it
a pure supplementing, a pure narrowing, or a combination of both supplementing and narrowing?

Explain your answer.
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Words: 0

Maximum marks: 6

2 Question 2f
Question 2f

Explain in detail how to modify the sequence diagram Driver taking measures into a sequence
diagram Driver taking measures_5 that is a general refinement of the sequence diagram Driver
taking measure but not a limited refinement of the sequence diagram Driver taking measures.

Fill in your answer here

nyv

Words: 0

Maximum marks: 6

3a) Question 3a
Question 3a
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Make a good qualitative consequence scale for the asset Trustworthiness of collaboration partner.
The scale should distinguish between at least 5 different values. Argue its goodness.

H‘E}v

Words: 0

Maximum marks: 6

3b) Question 3b
Question 3b

Calculate the minimum frequency f given that the CORAS diagram fragment is consistent and there
are no other possible causes of the threat scenario s (no other relations contributing to the frequency
of s). Explain your answer.

H‘E}v

Words: 0

Maximum marks: 6

I Oiiection 3
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Question 3c

Calculate the maximum frequency f given that the CORAS diagram fragment is consistent and there
are no other possible causes of the threat scenario s (no other relations contributing to the frequency
of s). Explain your answer.

FIEFv

Words: 0

Maximum marks: 6

3d) Question 3d

Question 3d

Calculate the frequency f and the conditional probability ¢ in the CORAS diagram fragment given that
the fragment is consistent and the threat scenario s_1 is the only cause of the threat scenarios s_2
and s_3 (no other relations contributing to the frequencies of S_2 and s_3). Explain your answer.

FIEFv

Words: 0

Maximum marks: 6
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3e) Question 3e
Question 3e

In what respect may nonrepudiation be seen as a special case of integrity? Explain your answer.
Fill in your answer here

Flyv

Words: 0

Maximum marks: 6
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Question 1.a
Attached




sd Driver taking measures)

Truck Company Truck Driver Shipment | SE’:‘si:r Factory
T

——Readings—p!
|

: I Readings—p
<4— Alarm I i |
opt i | ' '
P | | | |
< Alarm 1 | | |
: Instructions—b: : : :
| | | | |
: : Inspect—b: : :
: :<—Collected evidence—: : :
——1Job schedule thi th—p| | | |
I ob schedule this mon Take measure - | |
| | ] ea mgs—bI _ |
| | | I Readmgs—>I
xalt I | | |
—1 | | | |
| i« Alarm off ! |
I L __ 4 B — — ]
| 1 ]
| assert I |
: Alarm still on
|
I Returning shipment
|
|
|

T T T A

I|<—Returning shipment—'I
| |
| |
| |

_——— 4 y___ ]




Question 1.b
Attached




sd Driver taking measures)

Truck Company Truck Driver Shipment | SE’:‘si:r Factory
T

——Readings—p!
|

: I Readings—p
<4— Alarm I i |
opt i | ' '
P | | | |
< Alarm 1 | | |
: Instructions—b: : : :
| | | | |
: : Inspect—b: : :
: :<—Collected evidence—: : :
——1Job schedule thi th—p| | | |
I ob schedule this mon Take measure - | |
| | ] ea mgs—bI _ |
| | | I Readmgs—>I
xalt I | | |
—1 | | | |
| i« Alarm off ! |
I L __ 4 B — — ]
| 1 ]
| assert I |
: Alarm still on
|
I Returning shipment
|
|
|

T T T A

I|<—Returning shipment—'I
| |
| |
| |

_——— 4 y___ ]




Question 1.c
Attached




sd Driver taking measures)

Truck Company Truck Driver Shipment | SE’:‘si:r Factory
T

——Readings—p!
|

: I Readings—p
<4— Alarm I i |
opt i | ' '
P | | | |
< Alarm 1 | | |
: Instructions—b: : : :
| | | | |
: : Inspect—b: : :
: :<—Collected evidence—: : :
——1Job schedule thi th—p| | | |
I ob schedule this mon Take measure - | |
| | ] ea mgs—bI _ |
| | | I Readmgs—>I
xalt I | | |
—1 | | | |
| i« Alarm off ! |
I L __ 4 B — — ]
| 1 ]
| assert I |
: Alarm still on
|
I Returning shipment
|
|
|

T T T A

I|<—Returning shipment—'I
| |
| |
| |

_——— 4 y___ ]




Question 1.d
Attached




sd Driver taking measures)

Truck Company Truck Driver Shipment | SE’:‘si:r Factory
T

——Readings—p!
|

: I Readings—p
<4— Alarm I i |
opt i | ' '
P | | | |
< Alarm 1 | | |
: Instructions—b: : : :
| | | | |
: : Inspect—b: : :
: :<—Collected evidence—: : :
——1Job schedule thi th—p| | | |
I ob schedule this mon Take measure - | |
| | ] ea mgs—bI _ |
| | | I Readmgs—>I
xalt I | | |
—1 | | | |
| i« Alarm off ! |
I L __ 4 B — — ]
| 1 ]
| assert I |
: Alarm still on
|
I Returning shipment
|
|
|

T T T A

I|<—Returning shipment—'I
| |
| |
| |

_——— 4 y___ ]




Question 1.e
Attached




sd Driver taking measures)

Truck Company Truck Driver Shipment | SE’:‘si:r Factory
T

——Readings—p!
|

: I Readings—p
<4— Alarm I i |
opt i | ' '
P | | | |
< Alarm 1 | | |
: Instructions—b: : : :
| | | | |
: : Inspect—b: : :
: :<—Collected evidence—: : :
——1Job schedule thi th—p| | | |
I ob schedule this mon Take measure - | |
| | ] ea mgs—bI _ |
| | | I Readmgs—>I
xalt I | | |
—1 | | | |
| i« Alarm off ! |
I L __ 4 B — — ]
| 1 ]
| assert I |
: Alarm still on
|
I Returning shipment
|
|
|

T T T A

I|<—Returning shipment—'I
| |
| |
| |

_——— 4 y___ ]




Question 1.f
Attached




sd Driver taking measures)

Truck Company Truck Driver Shipment | SE’:‘si:r Factory
T

——Readings—p!
|

: I Readings—p
<4— Alarm I i |
opt i | ' '
P | | | |
< Alarm 1 | | |
: Instructions—b: : : :
| | | | |
: : Inspect—b: : :
: :<—Collected evidence—: : :
——1Job schedule thi th—p| | | |
I ob schedule this mon Take measure - | |
| | ] ea mgs—bI _ |
| | | I Readmgs—>I
xalt I | | |
—1 | | | |
| i« Alarm off ! |
I L __ 4 B — — ]
| 1 ]
| assert I |
: Alarm still on
|
I Returning shipment
|
|
|

T T T A

I|<—Returning shipment—'I
| |
| |
| |

_——— 4 y___ ]




Question 2.a
Attached




sd Driver taking measures)

Truck Company Truck Driver Shipment | SE’:‘si:r Factory
T

——Readings—p!
|

: I Readings—p
<4— Alarm I i |
opt i | ' '
P | | | |
< Alarm 1 | | |
: Instructions—b: : : :
| | | | |
: : Inspect—b: : :
: :<—Collected evidence—: : :
——1Job schedule thi th—p| | | |
I ob schedule this mon Take measure - | |
| | ] ea mgs—bI _ |
| | | I Readmgs—>I
xalt I | | |
—1 | | | |
| i« Alarm off ! |
I L __ 4 B — — ]
| 1 ]
| assert I |
: Alarm still on
|
I Returning shipment
|
|
|

T T T A

I|<—Returning shipment—'I
| |
| |
| |

_——— 4 y___ ]




Question 2.b
Attached




sd Driver taking measures)

Truck Company Truck Driver Shipment | SE’:‘si:r Factory
T

——Readings—p!
|

: I Readings—p
<4— Alarm I i |
opt i | ' '
P | | | |
< Alarm 1 | | |
: Instructions—b: : : :
| | | | |
: : Inspect—b: : :
: :<—Collected evidence—: : :
——1Job schedule thi th—p| | | |
I ob schedule this mon Take measure - | |
| | ] ea mgs—bI _ |
| | | I Readmgs—>I
xalt I | | |
—1 | | | |
| i« Alarm off ! |
I L __ 4 B — — ]
| 1 ]
| assert I |
: Alarm still on
|
I Returning shipment
|
|
|

T T T A

I|<—Returning shipment—'I
| |
| |
| |

_——— 4 y___ ]




Question 2.c
Attached




sd Driver taking measures)

Truck Company Truck Driver Shipment | SE’:‘si:r Factory
T

——Readings—p!
|

: I Readings—p
<4— Alarm I i |
opt i | ' '
P | | | |
< Alarm 1 | | |
: Instructions—b: : : :
| | | | |
: : Inspect—b: : :
: :<—Collected evidence—: : :
——1Job schedule thi th—p| | | |
I ob schedule this mon Take measure - | |
| | ] ea mgs—bI _ |
| | | I Readmgs—>I
xalt I | | |
—1 | | | |
| i« Alarm off ! |
I L __ 4 B — — ]
| 1 ]
| assert I |
: Alarm still on
|
I Returning shipment
|
|
|

T T T A

I|<—Returning shipment—'I
| |
| |
| |

_——— 4 y___ ]




Question 2.d
Attached




sm Truck Driver

( Init )/_Alarm/AIarm await
LT J instructions

Alarm still on/ ;

Returning Instructions/Inspect
Alarm off/ shipment,

Returning

shipment

await
evidence
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