
Solution Exercise 3 – Example scenarios
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Attack Threat Vulnerability Threat scenario Unwanted 
incident

Asset

Data-poisoning Hacker No anomaly 
detection 
Lack of method 
secrecy

Injecting 
poisoned or 
polluted training 
data

Delivering 
false results

Service

Prompt-injection Hacker No limit on 
prompt length

Manipulating 
prompts to 
confuse AI

AI breakout Service

Backdoor Hacker Insufficient check 
of engineering 
staff

AI engineer 
builds in back-
door

Information 
theft 

Information

Transfer Hacker Lack of secrecy 
wrt AI approach

Reuse of 
successful attacks 
on same kind of 
AI architecture

Stealing user 
information

User 
information

Evasion Hacker Lack of anomaly 
detection

Tricking AI by 
manipulating 
traffic signs

Misbehaviour Car


