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Submission Dates for Compulsory
Fercises

There will be three compulsory exercises. The closing dates for
submission are:

Oblig 1: September 23

Oblig 2: October 21

Oblig 3: November 11
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Course pages for both INSI30 and
9130

https://www.uio.no/studier/emner/matnat/ifi/IN5130/h25/index.html

Here you find everything you need to know during the course. This includes

» Syllabus
Plans

Lectures

Slides

Exercises

« Solutions to exercises



Three main components that depend on each other

Modelling is needed to understand and characterize the
system

Refinement is needed 1o relate the model of the system o the
system

Security Risk Assessment is needed o identify the potential
risks to the system based on the model of the system



Introduction to
Modelling

KETIL STOLEN



Thes lecture aims
lo provide

« A classification of

graphical approaches
to security, risk and
threat modelling

A characterization of
major challenges within
graphical modelling
with parficular focus on
security, risk and threats

Recommendations for
how 1o deal with these
challenges



Part 1

CLASSIFICATION OF GRAPHICAL
APPROACHES TO SECURITY, RISK
AND THREAT MODELLING



What s a model?



JModel

A model is a representation of an idea, an object, a process or a
system that is used to describe some phenomena

« modelling involves abstraction

« abstraction means leaving out information about the phenomena
that is not relevant for the aspects we want to study



Whatis a
graphical model?
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What is not
graphical?



WHAT MAKES TEXTUAL
REPRESENTATIONS DIFFERENT
FROM GRAPHICAL®

Textual represeniations are

one-dimensional
Graphical representations are

two-deimensional



Definition of

a graphical
model

A representation in which information is

indexed by two-dimensional location

J.H Larkin & H.A. Simon:1987
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What is a good
graphical model?



From R.N.Shepard:90




It does

matter!

Research in diagrammatic reasoning
shows that the form of representations
has an equal, if not greater, influence
on cognitive effectiveness as their
content

D.L. Moody:2009
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What is security?
OR more specific:

What is cybersecurity?



Information

securily

Preservation of
confidentiality, integrity and
availability of information

ISO/IEC 17799:2005
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The protection of cyber-systems against
cyber-threats

A cyber-threat is a threat that exploits @
cyberspace (e.g. the Internet)
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Software engineering
* Flow-charts

W.Ildt kiﬂd Qf' « Enfity-relation diagrams

» Use-case diagrams
ap p r0q6'h€8fb r « State-machines
yraphlcal « Activity diagrams
modell@.ny are « Sequence diagrams
there? Statistics/risk analysis

« Tables

» Trees

« Graphs
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Approaches for graphical modelling of
security

« Software engineering

Flow-charts > Security flow-charts (M.Abi-Anfoun et al:2007)
Entity-relation diagrams - Secure UML (T.Lodderstedt et al:2002)
Use-case diagrams = Misuse-case diagrams (G.Sindre et al:2000)
State-machines = Bell-LaPadula (W.Caelli et al:1994)

Activity diagrams 2 UMLSec (J.JUrjens:2004)

Sequence diagrams = Deontic STAIRS (B.Solhaug:2009)

o Statistics/risk analysis
» Tables > DREAD tables (MICROSOFT:2003)

» Trees - Attack trees (B.Schneier:1999)
« Graphs > CORAS threat diagrams (M.S.Lund et al:20117)
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What makes
graphical
models for

security
special?

Misbehaviour
Human intensions
Capabilities
Defences
Vulnerabilities

Soft as opposed to hard
constraints
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Part 11

Major challenges within graphical modelling with
particular focus on security, risk and threats

Recommendations for how to deal with these
challenges



Seven

challenges

1.Relationship to ontology
2.The number of symbols
3.What kind of symbols
4.Semantics

5.Documenting consegquence
6.Documenting likelihood

7.Documenting risk
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Challenge 1

Relationship to ontology
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AN ONTOLOGY IS AFORMAL,
EXPLICIT SPECIFICATION OF A
SHARED CONCEPTUALIZATION

(T.R. GRUBER:1993)



Ontology for risk modelling
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Make sure to avoid

« Construct deficit

« Construct overload

« Construct redundancy
« Construct excess



Challenge 2

The number of symbols
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THE AMOUNT OF INFORMATION THAT IS
TRANSMITTED BY A HUMAN BEING ALONG ONE
DIMENSION IS SEVEN, PLUS OR MINUS TWO

(G.A. MILLER:1956)



6 pitches (tones)
5 levels of loudness
4 tastes of salt intensities

10 visual positions (short
exposure)

5 sizes of squares
6 levels of brightness

Solution: Combine several dimensions!

34



Challenge 3

What kind of symbols
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Different symbols should be
clearly distinguishable

Use visual representations
suggesting their meaning

Include explicit mechanisms
to deal with complexity

Include explicit mechanisms
to support integration

Use the full range of
capacities of visual variables

(D.L.Moody:2009)
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Law of proximity
« objects that are close
perceived to form a group
Law of similarity
» objects perceptually
grouped together if similar
Law of closure

« objects perceived as
complete ignoring the

gaps
Law of symmetry

« symmetrical objects are
perceptually connected to
form a coherent shape
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Challenge 4

Semantics
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Semantics

A semantics is a translation of well-
formed expressions in a language to
be understood into to well-formed
expressions in a language that is well-
understood

You may need more than one
semantics

Start by defining a natural language
semantics

Make sure the semantics works for
incomplete diagrams

Be careful with hidden constraints

The ability to capture

inconsistencies is often a good thing
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Challenge &5

Documenting consequence
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Consequence

THE IMPACT OF AN INCIDENT ON
AN ASSET IN TERMS OF HARM OR
REDUCED ASSET VALUE



When I was young
and stuped 1
measured any loss,
impact or
consequence in
monelary value

That's not a good
ided!

Fix:
« Define your assets carefully

« Carefully define concrete
scales for each asset



Challenge 6

Documenting likelihood
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Lalkelihood

THE CHANCE OF SOMETHING TO
OCCUR



Bad communication: Probability (G.
Ghigerenzer:2002)

Prozac is an 30-50% probability for
antidepressant sexual problems if you
take Prozac

medans

« of 10 times you have
sex, you will get
problemsin 3-5¢

« of 10 patients, 3-5 will
get problemse
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S ———

— MM WORDS CAME 0UT FINE!
THE‘I WERE PROCESSED INCORRECTLY
_. \'{:ug BR}“MI‘H Vi

Good

communication: » Implicit reference - invites
. missunderstandings

Use frequencies . Fix:

« Of 10 patients 3-5 will
get sexual problems

http://www.fun-
damentals.com/tag/communication/,
19/3-2014
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Challenge ¢

Documenting risk

47



Rask

LIKELIHOOD OF AN INCIDENT AND
ITS CONSEQUENCE FOR AN ASSET



People with a high level of
colestreaol may reduce their risk of
death by 22 % by taking medicine X

Bassis for statement (Treatment in &
years):

# deaths pr 1000 with high
colestreaol

Iv\eohcme

Placebo 4]

41 — 32
41

=22%

(G. Gigerenzer:2002)

Often understood as if 1000
persons with high colesfreole
fakes medicine X, 220 will be

saved
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« Medicine X reduces the number of

Good
communication: deaths from 41 to 32 per 1000.

» The absolute risk reduction is 9 per
Formulale as 1000, i.e. 0,9 %.

absolute risk



Conclusion

The form of representations has an
equal, if not greater, influence on
cognitive effectiveness as their
content

D.L. Moody:2009

There is a vast literature
based on empirical
research from which we
may learn!
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