
IN5420/IN9420 - Distributed Blockchain Technologies

Examinable material - Spring 2022

This document lists the examinable material, which is a subset of the reading material for the
course. The introduction of the course (slides available in the course schedule) is an
examinable material. It is based on the textbook “Bitcoin and Cryptocurrency Technologies”.
Please find below the examinable material for each topic studied during the course.

1) Bitcoin:
○ Data structure: Merkle tree 1, Merkle tree 2
○ Bitcoin mining: chapter 5 in the book

2) Beyond Bitcoin:
○ General perspectives: SoK: Research Perspectives and Challenges for

Bitcoin and Cryptocurrencies

3) Byzantine Fault Tolerance:
○ Wikipedia page
○ The Quest for Scalable Blockchain Fabric: Proof-of-Work vs. BFT Replication

4) Blockchain Networking:
○ Survey on Blockchain Networking: Context, State-of-the-Art, Challenges

(Sections 1 to 5)

5) Ethereum:
○ “Ethereum and Smart Contracts”: chapter 10.7 in the book
○ Ethereum whitepaper
○ Trie database in Ethereum

6) Hyperledger Fabric:
○ Hyperledger Fabric: A Distributed Operating System for Permissioned

Blockchains
○ Table 1 in Comparison of Ethereum, Hyperledger Fabric and Corda (ignore

Corda)

7) Alternative Consensus 1: nothing

8) Alternative Consensus 2:
○ Bitcoin-NG: A Scalable Blockchain Protocol

9) IOTA:
○ Five parts illustrated tutorial by Alon Gal
○ The Tangle (ignore the mathematical proofs)

https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf
https://blockonomi.com/merkle-tree/
https://brilliant.org/wiki/merkle-tree/
https://ieeexplore.ieee.org/abstract/document/7163021
https://ieeexplore.ieee.org/abstract/document/7163021
https://en.wikipedia.org/wiki/Byzantine_fault
http://vukolic.com/iNetSec_2015.pdf
https://dl.acm.org/doi/abs/10.1145/3453161
https://ethereum.org/en/whitepaper/
https://medium.com/shyft-network-media/understanding-trie-databases-in-ethereum-9f03d2c3325d
http://delivery.acm.org/10.1145/3200000/3190538/a30-androulaki.pdf?ip=193.157.191.149&id=3190538&acc=OA&key=CDADA77FFDD8BE08%2E8BE0DFE7B528F835%2E4D4702B0C3E38B35%2ED8F734396A7AA47F&__acm__=1577619426_2c5a1236bbb15d6cfd9b5cf1def83c1f
http://delivery.acm.org/10.1145/3200000/3190538/a30-androulaki.pdf?ip=193.157.191.149&id=3190538&acc=OA&key=CDADA77FFDD8BE08%2E8BE0DFE7B528F835%2E4D4702B0C3E38B35%2ED8F734396A7AA47F&__acm__=1577619426_2c5a1236bbb15d6cfd9b5cf1def83c1f
https://pdfs.semanticscholar.org/00c7/5699db7c5f2196ab0ae92be0430be4b291b4.pdf
https://www.usenix.org/system/files/conference/nsdi16/nsdi16-paper-eyal.pdf
https://blog.iota.org/the-tangle-an-illustrated-introduction-4d5eae6fe8d4
https://assets.ctfassets.net/r1dr6vzfxhev/2t4uxvsIqk0EUau6g2sw0g/45eae33637ca92f85dd9f4a3a218e1ec/iota1_4_3.pdf


10) Zerocash:
○ zk-SNARKs

11) Scaling Blockchain:
○ Sidechains:

■ Chapter 10.6 of the book
■ Ethereum “layer 2”
■ The Bitcoin Lightning Network: Scalable Off-Chain Instant Payments

12) Smart Contracts:
○ Why Many Smart Contract Use Cases Are Simply Impossible

13) Blockchain Storage:
○ IPFS and Friends: A Qualitative Comparison of Next Generation Peer-to-Peer

Data Networks

14) Applications:
○ Healthcare: MedRec: Using Blockchain for Medical Data Access and

Permission Management
○ Supply chain: A Blockchain-Based Framework for Supply Chain Provenance
○ Machine Learning: A Blockchain-based Decentralized Federated Learning

Framework with Committee Consensus

https://z.cash/technology/zksnarks/
https://ethereum.org/en/developers/docs/scaling/layer-2-rollups/
https://lightning.network/lightning-network-paper.pdf
https://www.coindesk.com/three-smart-contract-misconceptions
https://arxiv.org/abs/2102.12737
https://arxiv.org/abs/2102.12737
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7573685
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7573685
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=8884089
https://arxiv.org/abs/2004.00773
https://arxiv.org/abs/2004.00773

