IN5420/IN9420 - Distributed Blockchain Technologies
List of topics and reading material - Spring 2022

You can find below the list of 14 topics to be covered in the course, along with the relevant
materials. Some topics refer to the following textbook: “Bitcoin and Cryptocurrency Technologies”
by Arvind Narayanan, Joseph Bonneau, Edward Felten, Andrew Miller, and Steven Goldfeder. You
can download it here. Chapters 2 and 3 are left for self-study, as well as the Bitcoin paper. Optional
material can be found at the end of this document.

1) Bitcoin: we start the course with the first Blockchain platform. This topic focuses on the
data structure and how mining and proposing blocks work in Bitcoin.

o Data structure: how the blockchain is structured and what are the advantages
m Merkle tree 1
m Merkle tree 2

o PoX for Bitcoin:
m  “Bitcoin mining”: chapter 5 in the book
m “Alternative Mining Puzzles”: chapter 8 in the book
m Section 6 of Bitcoin and Beyond: A Technical Survey on Decentralized

Digital Currencies

2) Beyond Bitcoin: this topic should focus on the future opportunities and challenges of
blockchain technologies, beyond what Bitcoin can do. How to improve the Bitcoin design to
build new infrastructures that can support many different applications?

o General perspectives: SoK: Research Perspectives and Challenges for Bitcoin and
ryptocurrenci

Scaling: On Scaling Decentralized Blockchains
Decentralizing applications: A Survey of Decentralizing Applications via Blockchain:

The 5G and Beyond Perspective (only Sections 4 and 5)

3) Byzantine Fault Tolerance: this topic focuses on the “traditional” BFT consensus
algorithms, and how they differ to consensus in blockchain technologies (deterministic vs
probabilistic).

o For additional background (optional for the course) you may check the Wikipedia
page

o Practical Byzantine Fault Tolerance
o The Quest for Scalable Blockchain Fabric: Proof-of-Work vs. BET Replication

4) Blockchain Networking: this topic focuses on networking aspects of blockchain
technologies, such as transaction and block propagation, and P2P overlay topology. What
is the impact of these aspects in the security and performance of blockchain systems?

o Survey on Blockchain Networking: Context. State-of-the-Art. Challenges (Sections 1
to 5)

Information propagation in the Bitcoin network
Topology: Perigee: Efficient Peer-to-Peer Network Design for Blockchains

Accelerating propagation: PiChu: Accelerating Block Broadcasting in Blockchain
Networks with Pipelining and Chunking



https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf
https://bitcoin.org/bitcoin.pdf
https://blockonomi.com/merkle-tree/
https://brilliant.org/wiki/merkle-tree/
https://eprint.iacr.org/2015/464.pdf
https://eprint.iacr.org/2015/464.pdf
https://ieeexplore.ieee.org/abstract/document/7163021
https://ieeexplore.ieee.org/abstract/document/7163021
https://www.comp.nus.edu.sg/~prateeks/papers/Bitcoin-scaling.pdf
https://ieeexplore.ieee.org/abstract/document/9548956
https://ieeexplore.ieee.org/abstract/document/9548956
https://en.wikipedia.org/wiki/Byzantine_fault
https://en.wikipedia.org/wiki/Byzantine_fault
http://pmg.csail.mit.edu/papers/osdi99.pdf
http://vukolic.com/iNetSec_2015.pdf
https://dl.acm.org/doi/abs/10.1145/3453161
https://ieeexplore.ieee.org/abstract/document/6688704
https://dl.acm.org/doi/abs/10.1145/3382734.3405704
https://ieeexplore.ieee.org/abstract/document/9284784
https://ieeexplore.ieee.org/abstract/document/9284784

5)

7)

8)

Ethereum: this topic focuses on understanding the design of Ethereum. In particular, the
differences between Ethereum and Bitcoin: data structure, consensus algorithm, smart
contract support, migration to Proof-of-Stake, etc.

o “Ethereum and Smart Contracts”: chapter 10.7 in the book
Ethereum whitepaper
Trie database in Ethereum
Ethereum 2.0 upgrades

Migration towards PoS FAQ

o O O O

Hyperledger Fabric: this topic focuses on understanding Hyperledger Fabric as a
representative of permissioned blockchain systems, and how it differs from permissionless
systems such as Ethereum.

o Hyperledger Fabric: A Distributed Operating System for Permissioned Blockchains
o Hyperledger Fabric documentation
o Comparison of Ethereum, Hyperledger Fabric and Corda (ignore Corda)

Alternative Consensus 1: the focus of this topic is on alternative consensus algorithms
other than what was studied before in the course. What is the impact of these alternatives
in the system design (data structures, for example), and what are their advantages over
more conventional algorithms (such as Proof-of-Work)?

o Scalable and Probabilistic Leaderless BET Consensus through Metastability
(Appendix excluded)

o Algorand: Scaling Byzantine Agreements for Cryptocurrencies

Alternative Consensus 2: the focus of this topic is on alternative consensus algorithms
other than what was studied before in the course. What is the impact of these alternatives
in the system design (data structures, for example), and what are their advantages over
more conventional algorithms (such as Proof-of-Work)?

o Bitcoin-NG: A Scalable Blockchain Protocol

o Blockene: A High-throughput Blockchain over Mobile Devices

o Deconstructing Blockchains: A Comprehensive Survey on Consensus, Membership

and Structure (only Section IV specifically PoX not covered in topic 1b)

IOTA: this topic focuses on understanding IOTA as a representative of DAG-based
blockchain systems. What are the advantages and challenges of building the ledger as a
DAG instead of a linear chain?
o Five parts illustrated tutorial by Alon Gal
o The Tangle (ignore the mathematical proofs)
o The Coordicide (only Sections 1, 2, 3 and 6.1: how the coordinator is being
removed?)

SoK: Diving into DAG-based Blockchain Systems (only Sections 6.1, 6.3, 6.4, 6.6)
Other IOTA papers (optional)

10) Zerocash: this topic focuses on understanding the concept of zero-knowledge proofs and

their applications, by taking Zerocash as a representative system.
o zk-SNARKs
o A Survey of Zero-Knowledge Proofs with Applications to Cryptography

o Zerocash: Decentralized Anonymous Payments from Bitcoin (no need to read the
Appendix)


https://ethereum.org/en/whitepaper/
https://medium.com/shyft-network-media/understanding-trie-databases-in-ethereum-9f03d2c3325d
https://ethereum.org/en/eth2/
https://eth.wiki/en/concepts/proof-of-stake-faqs
http://delivery.acm.org/10.1145/3200000/3190538/a30-androulaki.pdf?ip=193.157.191.149&id=3190538&acc=OA&key=CDADA77FFDD8BE08%2E8BE0DFE7B528F835%2E4D4702B0C3E38B35%2ED8F734396A7AA47F&__acm__=1577619426_2c5a1236bbb15d6cfd9b5cf1def83c1f
https://hyperledger-fabric.readthedocs.io/en/release-1.4/key_concepts.html
https://pdfs.semanticscholar.org/00c7/5699db7c5f2196ab0ae92be0430be4b291b4.pdf
https://arxiv.org/pdf/1906.08936.pdf
https://dl.acm.org/doi/pdf/10.1145/3132747.3132757
https://www.usenix.org/system/files/conference/nsdi16/nsdi16-paper-eyal.pdf
https://www.usenix.org/system/files/osdi20-satija.pdf
https://arxiv.org/pdf/1908.08316.pdf
https://arxiv.org/pdf/1908.08316.pdf
https://blog.iota.org/the-tangle-an-illustrated-introduction-4d5eae6fe8d4
https://assets.ctfassets.net/r1dr6vzfxhev/2t4uxvsIqk0EUau6g2sw0g/45eae33637ca92f85dd9f4a3a218e1ec/iota1_4_3.pdf
https://files.iota.org/papers/20200120_Coordicide_WP.pdf
https://arxiv.org/pdf/2012.06128.pdf
https://www.iota.org/foundation/research-papers
https://z.cash/technology/zksnarks/
http://www.austinmohr.com/work/files/zkp.pdf
http://zerocash-project.org/media/pdf/zerocash-extended-20140518.pdf

11) Scaling Blockchain: the goal of this topic is to go deeper into more advanced scaling
mechanisms (sidechains and sharding).
o Sidechains:
m Chapter 10.6 of the book
m Ethereum “layer 2”
m The Bitcoin Lightning Network: Scalable Off-Chain Instant Payments

o Sharding: Monoxide: Scale out Blockchains with Asynchronous Consensus Zones

12) Smart Contracts: this topic focuses on understanding what smart contracts are, their
applications and challenges.
o Step by Step Towards Creating a Safe Smart Contract: Lessons and Insights from a
Cryptocurrency Lab
A Massive Analysis of Ethereum Smart Contracts Empirical Study and Code Metrics
Ekiden: A Platform for Confidentiality-Preserving, Trustworthy, and Performant

Smart Contracts

o Why Many Smart Contract Use Cases Are Simply Impossible

13) Blockchain Storage: the focus of this topic is on different decentralized storage protocols
often used along with blockchain technologies for off-chain storage. Examples include
IPFS/Filecoin, Sia, Storj, Arweave, among others. How do they work, and what are the
trade-offs between on-chain and off-chain storage?

o |PES and Friends: A Qualitative Comparison of Next Generation Peer-to-Peer Data
Networks
o When Blockchain Meets Distributed File Systems: An Overview, Challenges, and

Open Issues (Only Sections I-llI)

14) Applications: this topic covers the usage of blockchain technologies to build real-world
applications in different scenarios. How do these systems leverage blockchain technologies
to support the different use cases?

o Healthcare: MedRec: Using Blockchain for Medical Data Access and Permission
Management
Supply chain: A Blockchain-Based Framework for Supply Chain Provenance
loT: Blockchain- and IPFS-Based Data Distribution for the Internet of Things

Machine Learning: A Blockchain-based Decentralized Federated Learning

Framework with Committee Consensus

Optional, additional material for the interested students:

e Critical analysis of whether you actually need a blockchain: Do you need a Blockchain?

e Escrow protocols for cryptocurrencies: How to buy physical goods using Bitcoin

e Town Crier: An Authenticated Data Feed for Smart Contracts

e Enhancing Bitcoin Security and Performance with Strong Consistency via Collective
Signing

e A Formal Foundation for Secure Remote Execution of Enclaves (good coupled with Ekiden:
A Platform for Confidentiality-Preserving. Trustworthy, and Performant Smart Contracts)
BigchainDB 2.0 The Blockchain Database

Although becoming outdated, BLOCKBENCH: A Framework for Analyzing Private
Blockchains is an interesting effort to evaluate and compare different blockchain systems

within a single framework.



https://ethereum.org/en/developers/docs/scaling/layer-2-rollups/
https://lightning.network/lightning-network-paper.pdf
https://www.usenix.org/system/files/nsdi19-wang-jiaping.pdf
https://eprint.iacr.org/2015/460.pdf
https://eprint.iacr.org/2015/460.pdf
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=8733785
https://arxiv.org/pdf/1804.05141.pdf
https://arxiv.org/pdf/1804.05141.pdf
https://www.coindesk.com/three-smart-contract-misconceptions
https://arxiv.org/abs/2102.12737
https://arxiv.org/abs/2102.12737
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=9031420
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=9031420
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7573685
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7573685
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=8884089
https://link.springer.com/chapter/10.1007%2F978-3-030-44769-4_14
https://arxiv.org/abs/2004.00773
https://arxiv.org/abs/2004.00773
https://eprint.iacr.org/2017/375.pdf
http://www.jbonneau.com/doc/GBGN17-FC-physical_escrow.pdf
http://barbie.uta.edu/~hdfeng/SmartContract/smart/smart15.pdf
https://www.usenix.org/system/files/conference/usenixsecurity16/sec16_paper_kokoris-kogias.pdf
https://www.usenix.org/system/files/conference/usenixsecurity16/sec16_paper_kokoris-kogias.pdf
https://people.eecs.berkeley.edu/~sseshia/pubdir/ccs17.pdf
https://arxiv.org/pdf/1804.05141.pdf
https://arxiv.org/pdf/1804.05141.pdf
https://www.bigchaindb.com/whitepaper/bigchaindb-whitepaper.pdf
https://www.comp.nus.edu.sg/~ooibc/blockbench.pdf
https://www.comp.nus.edu.sg/~ooibc/blockbench.pdf

e Online Payments by Merely Broadcasting Messages proposes a decentralized payment
system that does not require consensus: it is replace by another primitive called byzantine
reliable broadcast, which can achieve better performance.

e Lay Down the Common Metrics: Evaluating Proof-of-Work Consensus Protocols' Securit
presents interesting metrics to measure the security of blockchain systems

You can also find more useful material in the following websites:
e GitHub repository
e Coindesk
e Zkcapital (available through mailing list subscription as well)



https://ieeexplore.ieee.org/document/9153430
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=8835227
https://github.com/decrypto-org/blockchain-papers
https://www.coindesk.com/
https://zkcapital.substack.com/

