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Abstract-- In cloud computing, the word cloud
(additionally stated as "the cloud") is utilized as
an allegory for "the Internet," so the state cloud
computing signifies "a sort of Internet based
computing'. It can likewise be characterized as a
gathering of PCs and servers that are associated
together over the Internet to structure a system.
In spite of the fact that cloud computing offers a
few influences, however it has some drawback as
well, that amid load balancing of information in
cloud server faces issues of system blockage, less
transfer speed usage, adaptation to non-critical
failure and security and so on. This is the place
where the idea of "Fog Computing'" comes to
play. It effectively exchanges delicate information
without deferring to the dispersed gadgets. Fog is
like the cloud where the distinction lies in the way
that has found more near end clients to process
and offer reaction to the customer in a less
amount of time. Fog Computing, additionally
named as ""fogging", is a disseminated framework
in which a keen gadget deals with certain
application procedures or services at the outskirt
of the system, in any case, others are still overseen
in the cloud. It is, basically, a focal layer between
the cloud and the equipment to empower the
increasingly productive information handling,
investigation and capacity, which is accomplished
by lessening the measure of information that
should be transported to the cloud.
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L INTRODUCTION

It would be exceptionally hard to characterize fog
computing without first characterizing cloud
computing, since fog computing is essentially an
augmentation of the cloud.

Cloud computing is the way toward running ICT
undertakings and services and putting away PC assets
over the Internet. This makes it feasible for
individuals and organizations to make utilization of
outsider equipment and programming facilitated on
the web. Cloud computing makes it very simple to
get to data and PC assets from anyplace so far as web
association is accessible. With the overall
accessibility of shared/pooled computing assets,
cloud computing offers focal points over customary
on location facilitated services regarding velocity,
cost, and proficiency. Despite the fact that cloud
computing works fine and dandy by and by, it
depends intensely on the data transfer capacity made
accessible, which relies upon the limit of the system
specialist organization. With billions of clients
preparing, sending and getting information all
through the cloud, the framework turns out to be
progressively cogged up.
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Fog computing (otherwise called fogging), then
again, is the augmentation or bringing of cloud
computing capacities down to the base/edge of the
system so as to give quicker ICT (correspondence,
stockpiling, programming, and so on.) services to the
lower end clients. Accordingly, what recognizes fog
computing from cloud computing is its closer
closeness to little end clients, its more extensive
purchaser reach, and better versatility. Instead of
expecting gadgets to experience the system spine
foundation, fog computing licenses gadgets to
interface specifically no sweat and enables them to
deal with their associations and assignments any way
they regard fit. Subsequently, fog computing
improves nature of administration, diminishes
inertness, and gives a progressively palatable client
experience.

Fog computing easily bolsters the developing web
of things (IoE)— properties (vehicles, home
machines, and even garments) that are inserted with
sensors to empower them to send/get information.
Fog computing can be actualized utilizing an
essential correspondence framework instead of being
executed utilizing an overwhelming spine organize.
Therefore, it has a denser inclusion. This preferred
standpoint makes it less demanding to run a constant,
enormous information activity with the capacity to
help billions of hubs in exceptionally powerful,
various situations.

IL. CLOUD OF THINGS

We are moving towards web3, the omnipresent
computing web. Since 2011, number of associated
gadgets has just surpassed the quantity of individuals
on Earth. Officially, associated gadgets have
achieved 9 billion and are required to develop all the
more quickly and achieve 24 billion by 2020 [10].
Since, number of associated gadgets is quickly
expanding, so there will be a great deal of
information also. Putting away that information
locally and briefly won't be conceivable any more.
There will be a need of rental extra room.
Additionally, this gigantic measure of information
should likewise be used in the manner in which it
merited. Information must not exclusively be
prepared to frame data and further, to shape learning,
however it ought to be made a mean of shrewdness
for the client. This requests all the more preparing,
which is beyond the realm of imagination at the IoT
end, where gadgets are ease and light-weight. Once
more, preparing and calculation should likewise be
accessible there on rental premise. This is
conceivable with cloud computing. IoT and cloud
computing working in combination makes another

worldview, which we have named here as Cloud of
Things

III. FOG COMPUTING

Edge computing is an idea that appears differently
in relation to cloud computing. Cloud computing is
an approach to discuss straightforwardly with a focal
server farm, though edge computing conveys
basically with the alleged "edge server farm," which
is situated close to the gadget, and leaves auxiliary
work to the focal cloud. At the end of the day, edge
computing is a computing topology idea.

Fog computing was first proposed by CISCO in
January 2014. Antunes, ranking executive of
corporate technique advancement at CISCO, has
expressed that edge computing is a part or subset of
fog computing. He stated: "fog computing is all about
the approach to deal with where information is
produced from where it is put away. Edge computing
is basically to be prepared close to the point where
the information was created. Fog computing
incorporates its edge preparing as well as the system
associations important to import that information
from the edge to the endpoint". Fog computing
alludes to the system For the fruitful usage of Cloud
of Things, another layer is presented among loT and
Cloud called as Fog layer and this exceptionally
virtualized stage of fog layer, clouds and IoT is called
as fog computing or edge computing. It is a model to
broaden the administrations of clouds and to satisfy
the missing necessities of IoT like stockpiling,
calculation, multifaceted nature and so forth. Fog
computing is an administration for the sources or
edge of the system of things. The most time-touchy
data is examined close to the sources and just the
chose and abridged data is sent to the clouds.
Uncommon hubs called as fog gadgets can be sent
close IoT gadgets. It is a kind of Machine as a
Service or MaaS. Fog hub goes about as shrewd
entryways. It performs capacities like gathering data,
preprocessing, separating and so on. It diminishes the
required transfer speed by not sending all of the data
to the clouds. Rather, it totals the data to specific
hubs and transfers just fundamental data to the clouds
along these lines diminishes the round excursion time
of reaction. Fog computing is in this manner a
method for giving brought together administration to
the asset pool by mapping the applications with
runtime nature of administration. It gives an
adaptable and predictable administration for
exchange offs between vitality utilization and
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preparing abilities. Next, we talk about the
engineering and working of fog computing.

A. Three-Layer Architecture of Fog

Fog computing is another computational
perspective, which expands the customary
appropriated computing and organizations to the edge
of framework. It gives the count, correspondence,
controlling, amassing and organizations limits at the
edge of framework. The decentralized stage is
remarkable in connection to other ordinary
computational model in plan [7].

There are three layers present in the underneath
engineering. They are

1. Edge layer.

2. Fog layer.
3. Cloud layer.

cLoun
LAYER

FOG LAYER

EDGE LAYER

Fig. 1. Hierarchy of layers in fog computing

Edge layer is the layer closest to the end customer
and physical condition. It contains diverse IoT
gadgets, for example, sensors, mobile phones, adroit
vehicles, splendid cards, per clients, et cetera. These
devices are comprehensively geographically circled
all in all. They are responsible for identifying the
segment data of physical articles or events and

transmitting this distinguished data to upper layer for
dealing with and putting away.

Fog layer is arranged on the edge of the framework.
Fog computing layer is made out of innumerable
centers, which generally including switches,
gateways, switchers, get to centers, base stations,
explicit servers, etc. These fog hubs are
comprehensively passed on between the end
contraptions and cloud. The end devise can
accommodatingly partner with fog hubs to secure
organizations. They have the capacities to figure,
transmit and by chance store the got data. With the
goal that inertness delicate applications can be
prepared in fog layer.

The cloud computing layer is having of different
superior servers and capacity gadgets, to give
different application services, for example, brilliant
home, shrewd transportation, keen matrix, and so
forth. It is having amazing computing and capacity
abilities to support for broad calculation investigation
and for all time stockpiling of a tremendous measure
of information. Be that as it may, it is not the same as
customary cloud computing design, not all computing
and capacity assignments experience the cloud. As
per the interest load, the cloud center modules are
effectively overseen and booked by some control
systems to improve usage of the cloud assets.

B. Working of Fog computing

In fogging, specifically, circulation organize
servers are supplanted by a large number of gadgets
and customers that enable quicker access to assets
without the need to fall back on the Internet dorsal
and immerse the correspondence band. Fog
computing, in this manner, takes into consideration
more prominent closeness of information to end
clients (coming about because of a high geographic
dispersion of customers) and a lower inertness in
access and circulation of assets. The fogging system
is likewise portrayed by more prominent repetition,
enabling you to utilize web services or download put
away information online regardless of whether at
least one hubs all of a sudden become blocked off.

For its adaptation and its structure, fogging is
reasonable for the cloud, yet in addition or more just
for the Internet of Everything. The shared structure at
the base of the fog computing, truth be told, permits a
delocalized circulation of data, in this manner giving
more prominent simple entry to information. A
commonsense model is the savvy vehicle and the
system of data they should almost certainly work
ideally. To date, insightful and independent vehicles
allude to a unified server from which to acquire
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ongoing traffic data, climate conditions, and other
helpful information. With fogging, be that as it may,
it will be conceivable to make a selective
correspondence organize for shrewd autos, whereby
the associated vehicles can keep in contact and offer
information without influencing transfer speed use.
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Fig. 2. Working of fog computing

Fog computing is a methodology that takes a
portion of a server farm's activities to the edge of the
arrange. The fog gives restricted computing, putting
away and organizing services in a conveyed way
between end gadgets and the great cloud computing
server farms. The essential goal of fog computing is
to give low and unsurprising inertness to time-
delicate IoT  applications.The physical and
virtualization layer includes distinctive sorts of hubs,
for example, physical hubs, virtual hubs and virtual
sensor systems. These hubs are overseen and kept up
as per their sorts and administration requests. Diverse
kinds of sensors are conveyed topographically to
detect the environment and send the gathered
information to upper layers through entryways for
further preparing also, sifting. While at the observing
layer, asset usage, the accessibility of sensors and fog
hubs and system components are checked. All
undertakings performed by hubs are checked in this
layer, checking which hub is performing what task, at
what time and what will be required from it next. The
execution and status everything being equal and
services conveyed on the framework are observed.
Furthermore, the vitality utilization of fog hubs is

checked; since fog computing utilizes numerous
gadgets with various dimensions of intensity
utilization, vitality the executives measures can be
both convenient and powerful.

The pre-handling layer performs information the
board undertakings. Gathered information are
dissected and information separating and cutting are
done in this layer to extricate important data. The
pre-handled information are then put away briefly in
the impermanent stockpiling layer. At the point when
the information are transmitted to the cloud, they
never again should be put away locally and might be
expelled from the transitory stockpiling media.

In the security layer, the encryption/decoding of
information becomes possibly the most important
factor. What's more, trustworthiness measures might
be connected to the information to shield them from
altering. At long last, in the vehicle layer, the pre-
prepared information are uploaded to the cloud to
enable the cloud to extricate and make progressively
helpful services. For proficient power usage, just a
part of gathered information is uploaded to the cloud.
As it were, the passage gadget interfacing the IoT to
the cloud forms the information before sending them
to the cloud. This kind of entryway is known as a
savvy door [25]. Information gathered from sensor
systems and IoT gadgets are exchanged through
savvy entryways to the cloud. The information gotten
by the cloud is then put away and used to make
services for clients. In light of the constrained assets
of the fog, a correspondence convention for fog
computing should be effective, lightweight and
adaptable. Consequently, picking the correspondence
convention relies upon the application situation of the
fog.
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Fig. 3. Fog node architecture

IV. CHARACTERISTICS OF FOG
COMPUTING

Elastic resources including computation, storage

and networking are the building blocks of both the
cloud and the fog. Still, there are several unique
characteristics of fog computing that make it a non-
trivial extension of the cloud.

1.

Edge location: Due to close proximity to end
users, the fog possesses the capabilities to
support latency-sensitive  applications  that
require real-time data processing.

Location awareness: In stark contrast to the
centralized cloud, the services delivered by the
fog are widely distributed. The geographical
distributed fog nodes have the ability to derive
their locations and track end users' devices in
order to support mobility.

Real-time interactions: Rather than bulk
processing, fog applications involve real-time
interactions.

Edge analytics: In the era of big data, fog
computing can support analyzing sensitive data
locally instead of sending it to the cloud for
analysis.

Scalability: The cloud might become the
bottleneck if the data generated by end devices
are constantly transferred to it. Fog computing

helps alleviate the burden of the centralized
processing, thus addressing the scalability
challenge stemming from the proliferation of end
devices in the loT.

V. CHALLENGES FACED IN FOG
COMPUTING

Asset the executives: Finding the assets after that
sharing them is basic for application execution.
In Fog computing worldview, sharing of diverse
sort of assets and every single bolstered
administration among the focal server farms,
every single cell phone.
Application-mindful provisioning: Fog
computing worldview is expected to plan and
give assets as the giving administration
versatility is the principle criteria. The
administration versatility for end hubs is a test,
since that measurements for example,
transmission capacity, stockpiling, calculation
and dormancy are going to be changed
powerfully.
Protection and Security challenges: In Fog
computing the accompanying security challenges
should be dealt with:

i.  Validation.

ii.  Access control.

iii.  Man in the center.

iv.  Disseminated forswearing of administration.
Programming  stage: Since heterogeneous
gadgets will be utilized by various programming
dialects programming stage moved toward
becoming test

VI. CONCLUSION AND FUTURE WORKS

We examine Fog computing focal points for
administrations in a few spaces, and give the
investigation of the condition of the art and
security issues in current worldview. In view of
the work of this paper, a few developments in
figure and capacity might be roused later on to
deal with data concentrated administrations
based on the interaction among Fog and Cloud.

Future work will develop the Fog computing
worldview in Brilliant Grid. In this situation, two
models for Fog gadgets can be produced.
Autonomous Fog gadgets counsel specifically
with the Cloud for intermittent updates on cost
and requests, while interconnected Fog gadgets
may counsel one another, and make alliances for
further improvements.

Next, Fog computing based SDN in vehicular
systems will get due consideration. For example,
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an ideal booking in one correspondence period,
extended toward all correspondence periods, has
been explained . Traffic light control can
likewise be helped by the Fog computing idea.
At last, portability between Fog hubs, and among
Fog and Cloud, can be explored. Not at all like
customary data focuses, Fog gadgets are
topographically disseminated over heterogeneous
stages. Administration portability crosswise over
stages should be improved.research.

REFERENCES

[1] Prati, R. Vezzani, M. Fornaciari, and R.
Cucchiara. “Intelligent video surveillance as a
service: an intelligent Multimedia Surveillance,
pp. 1-6, Springer, 2013.

[2]www.cisco.com/c/dam/en_us/solutions/trends
/iot/docs/computing-overview.pdf

[3] Alessio Botta, Walter de Donato, Valerio
Persico, Antonio Pescap ,“On the integration of
cloud computing and Internet of things”. The
2nd International Conference on Future Internet
of Things and Cloud (FiCloud-2014), August
2014.

[4] Gartner cloud computing definition,
www.gartner.com/itglossary/cloud-computing/

[5] K.Swarnalatha, Supriya N. Alankar,
Y.Bhagyalakshmi, “A cloud platform for the
internet of things”, National Conference on
Internet of Things, pp. 16-27, 2017

[6] S. Mayer, A. Tschofen, A. K. Dey, and F.
Mattern, “User interfaces for smart things — a
generative approach with semantic interaction
descriptions,” ACM Transactions on Computer-
Human Interaction (TOCHI), vol. 21, no. 2, p.
12,2014.

[7] S. Hasan and E. Curry, “Approximate
semantic matching of events for the internet of
things,” ACM Transactions on Internet
Technology (TOIT), vol. 14, no. 1, p. 2, 2014.

[8] K. Lee, L. Liu, Y. Tang, Q. Zhang, and Y.
Zhou, “Efficient and customizable data
partitioning framework for distributed big data
processing in the cloud.” IEEE CLOUD, pp.
327-334, 2013.

[9] Y. Lyu, F. Yan, Y. Chen, D. Wang, Y. Shi,
and N. Agoulmine, “High-performance
scheduling model for multi sensor gateway of

Proceedings of the Third International Conference on Computing Methodologies and Communication (ICCMC 2019)
IEEE Xplore Part Number: CFP19K25-ART; ISBN: 978-1-5386-7808-4

cloud sensor system-based smart-living,”
Information Fusion, vol. 21, pp. 42-56, 2015.

[10]W. Jiang and L. Meng, “Design of real time
multimedia platform and protocol to the internet
of things,” IEEE 11th International Conference
on Trust, Security and Privacy in Computing and
Communications. IEEE, pp. 1805-1810, 2012

[11] Abdesselam Bougdira, Abdelaziz Ahaitouf,
Ismail Akharraz, “Cloud of things-based
decision making process using product’s
traceability”, Cloud Computing Technologies
and Applications, pp. 1123-1129, 2016

[12]Elie El Rachkidi, Nazim Agoulmine, Djamel
Belaid, Nada Chendeb, “Towards an efficient
service provisioning in cloud of things (CoT),
Conf. Global Communications Conference
(GLOBECOM), 2016.

[13]Mohammad Aazam, Imran Khan, Aymen
Abdullah Alsaffar, Eui-Nam Huh, “Cloud of
things: integrating internet of things and cloud
computing and the issues involved”, Applied
Sciences and Technology (IBCAST), IEEE,
2014

[14]Robert Wenger, Xiru Zhu, Jayanth
Krishnamurthy, Muthucumaru Maheswaran, “A
programming language and system for
heterogeneous cloud of things”, Conf-
Collaboration and Internet Computing (CIC),
IEEE, 2016

[15]Sherif Abdelwahab, Bechir Hamdaoui,
Mohsen Guizani, Taieb Znati, “Cloud of things
for sensing-as-a-service: architecture, algorithms,
and use Case”, IEEE Internet of Things Journal
Vol. 3, Issue: 6, pp. 1099 — 1112, 2016

978-1-5386-7808-4/19/$31.00 ©2019 IEEE 1111

Authorized licensed use limited to: UNIVERSITY OF OSLO. Downloaded on August 07,2023 at 08:15:05 UTC from |IEEE Xplore. Restrictions apply.



