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Malware Name

Prevalence

Top Ten Malware of 2007

What It Does

1. Win32/Luder Worm 12.3% | Spreads via e-mail and infection of Windows executables
Win32/Frethog Trojan 7.3% | Steals online game passwords
Changes system configuration without clear notice to the user, including hooking
Win32/Storark Trojan 6.4% | into the mouse and keyboard, attempting to turn off the Windows Firewall, and
altering Windows Automatic Update setting
. . . Detects Windows executables encrypted with a method known to be associated
o ¥
Win2/Tibe Trojan 1% | ith Luder, Siateri and Pecoan
Win32/Pecoan Trojan 3.6% | P2Pfile downloader
Win32/Sintun Trojan 2.8% | Can send spam e-mail and download files
Win32/NSAnu Trojan 2.5% | Detects files that have been packed with NSAnu packer
Vi 245 Detects HTML files been modified by Win32/Mallar, a polymorphic worm that
s ° replicates by exploiing Windows vulnerabilities
Java/ByteVenfylexploit | Trojan 24% | Method to exploit a security vulnerability in the Microsoft Virtual Machine
Exploits a buffer overrun security vulnerability in Microsoft SQL Server 2000.
Win32/SQLS o Worm 230, Seans randomly generated IP addresses for vulnerable systems and sends out

numerous UDP packets, which may cause a denial of service attack on the infected
network.
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