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Learning Targets of Chapter “Fundamentals”.

1. Understand that software needs to be verified.

2. Understand the underlying principle of testing and
runtime verification.

3. Get an idea of the different verification techniques.

4. Know when to use which verification technique.
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Some Data

How Important is Testing in IT Projects?

» Software developers spend between 50% and 70% of
the time testing and validating code.

> Despite this, reliability is still the main problem of
software products (e.g. Microsoft Windows).

> A recent study estimates the cost of bad software for
industry in 60 billion dollars per year.

» The cost of a software bug in a critical system can be of
millions or even billions.
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Cost of Fixing Defects

B Requirements Phase
B Architecture
Construction
B System Test
[l Post-Release

detected

Relative cost
30

22,5

15

75

0
Phase introduced: Requirements

Architecture

Construction
Source: McConnell,“Code Complete”, Microsoft Press, 2004
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Ariane V88 Crash (1996)

What Happened

The launcher began to disintegrate at
about 39 seconds because of high
aerodynamic loads resulting from an angle
of attack of more than 20 degrees.

direct cost 500.000.000 €

indirect cost 2.000.000.000 €
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Ariane V88 crash (1996)

The Cause

P_M DERIVE (T_ALG.E_BH) :=
UC_16S_EN_16NS (TDB.T_ENTIER_16S
((1.0/C_M_LSB_BH) =x
G_M_INFO_DERIVE (T_ALG.E_BH)))

» The angle of attack was caused by incorrect altitude
data following a software exception.

> The software exception was raised by an overflow in the
conversion of a 64-bit floating-point number to a 16-bit
signed integer value. The result was an operand error.
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Loss of Mars Climate Orbiter (1999)

What Happened

Mars Climate Orbiter
(MCO) was part of the
discovery program.

The NASA robotic space

probe was on the way to
mars.

Mars Climate Orbiter
went out of radio contact
on September 23, 1999.
Communication was
never reestablished.
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Loss of Mars Climate Orbiter (1999)

Likely Cause
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» Probe was at an altitude of 57 km instead of the
calculated 150 to 170 km.

Runtime
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Loss of Mars Polar Lander (1998)

What Happened

> Last telemetry was sent
on December 3, 1999

> After cruise stage
separation and
atmospheric entry no
further signals were
received from the
spacecraft. Mars Polar
Lander remains lost.
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Loss of Mars Polar Lander (1998)

The Likely Cause

» The cause of the communication loss is not known.

» Most likely cause as concluded by the Failure Review
Board: Generation of spurious signals when the lander

legs were deployed, giving false indication that the
spacecraft had landed.

> This resulted in shutting down the engines 40 m above
surface.
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Power Shutdown of USS Yorktown

> A sailor mistakenly typed 0 in a field of the kitchen
inventory application.

» Subsequent division by this field caused an arithmetic
exception, which propagated through the system,
crashed all LAN consoles and remote terminal units,
and lead to power shutdown for about 3 hours.
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Pentium Bug (1994)

Wrong Calculation

4195835 — (4195835/3145727) - 3145727 = 256

» Division used a speedy algorithm known as SRT
division.

» This algorithm uses a table of 1,066 values (part of the
chip’s circuitry).

» The cause was the omission of five entries in this table.

Cost (Intel estimate) 500.000.000 $

A Hegskulen
paVestlandet

Runtime
Verification

M. Leucker &
V. Stolz

Targets & Outline

Motivation
Statistics
Examples

Definitions
Testing

Validation and Verification

Classification
Verification Techniques

Conclusion
1-14



GMail Data Loss (2011)

Mews, tips and tricks

The O‘ﬂ::ialG M _:l iI B | Og

Gmail back soon for everyone

Monday, February 28, 2011 | 6:30 PM
Posted by Ben Treynor, VP Engineering and Site Reliability Czar (24x7)

Imagine the sinking feeling of logging in to your Gmail account and finding it empty. That's what
happened to 0.02% of Gmail users yesterday, and we're very sorry. The good news is that email
was never lostand we've restored access for many of those affected. Though it may take longer
than we originally expected, we're making good progress and things should be back to normal for
everyone soon.

| know what some of you are thinking: how could this happen if we have multiple copies of yvour
data, in multiple data centers? Well, in some rare instances software bugs can affect several copies
ofthe data. That's what happened here. Some copies of mail were deleted, and we've been hard at
work over the last 30 hours getting it back for the people affected by this issue.

To protect your information from these unusual bugs, we also back it up to tape. Since the tapes are
offline, they're protected from such software bugs. But restoring data from them also takes longer
than transferring your requests to another data center, which is why it's taken us hours to get the
email back instead of milliseconds.

from Google's Gmail team and friel

A Hegskulen
paVestlandet

Runtime
Verification

M. Leucker &
V. Stolz

Targets & Outline

Motivation
Statistics

Examples
Definitions

Testing.

Validation and Verification

Runtime Verification
Classification
Verification Techniques
Course Topics
Conclusion

1-15



A Hegskulen
paVestlandet @ T e

Section

Definitions
Testing
Validation and Verification
Runtime Verification

Chapter 1 "Fundamentals”
Course “Runtime Verification”
M. Leucker & V. Stolz



Testing

The Definition

Definition (Testing)

Testing is the examination of a subset of the behaviours of a
program or system.

Testing can detect the presence of errors, but cannot prove

their absence.
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Myers Definition of Testing

Test Suite, Test Case and Test Run

» Testing is the process of executing a program on a test
suite with the intent of finding errors.

> A test suite is a subset of the possible inputs.
» An element of a test suite is called a test case.

> A run of the program on a test case is a test run.
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Testing cannot show the absence of errors

)
!
» Most programs have infinitely many possible inputs.

» Event programs with only finitely many inputs
can still have infinitely many executions.

Runtime
. . . Verification
> A program with finitely many executions
e . M. Leucker &
can have infinite executions V. Stolz

(possibly because of errors!) Targets & Outline

Motivation
Statistics
. . Examples
Testing is not a correctness proof -
Definitions
. . . . . . Testin,
Investigating in finitely many executions N
we cannot prove the absence of errors. R Yeatin
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Quotes on Testing

“Testing can show the presence of errors, but never
their absence.” (E.W. Dijkstra)

“Testing is a destructive process, even a sadistic
process.” (G.J. Myers)

“Die destruktive Kreativitit, das System aufs Kreuz
zu legen, und der Sportliche Ehrgeiz, Fehler zu
finden, sorgen fiir gute Testfalle.” (J. Siedersleben)
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Testing cannot show that software works.

» Testing reveals errors in programs if
the program does not what it is supposed to do.
» Programs that do what they are supposed to do
can still contain errors
if they do more than they are supposed to do.

» Specifications may contain errors as well.
Testing assumes specifications to be correct.
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Validation and Verification

Validation

“Are we building the right product?”
(Does the system meet the client’s expectations?)

Verification

“Are we building the product right?”
(Does the system meet its specification?)
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Validation and Verification

Validation

“Are we building the right product?”
(Does the system meet the client’s expectations?)

Verification

“Are we building the product right?”
(Does the system meet its specification?)

Definition (Verification)

Verification is comparing code with its specification.

A Hegskulen
paVestlandet

Runtime
Verification

M. Leucker &
V. Stolz

Targets & Outline

Motivation

Statistics

Examples
Definitions

Testing.

Validation and Verification
Runtime Verification
Classification
Verification Techniques

Course Topics

Conclusion
1-22



IEEE 1012-2004

Standard for Software Verification and Validation

Abstract

Software verification and validation (V&V) processes determine
whether the development products of a given activity conform to
the requirements of that activity and whether the software satisfies
its intended use and user needs. Software V&V life cycle process
requirements are specified for different software integrity levels.
The scope of V&V processes encompasses software-based systems,
computer software, hardware, and interfaces. This standard
applies to software being developed, maintained, or reused [legacy,
commercial off-the- shelf (COTS), non-developmental items]. The
term software also includes firmware, microcode, and
documentation. Software V&V processes include analysis,
evaluation, review, inspection, assessment, and testing of software
products. Keywords: V&V, software integrity level, software life
cycle, V&V, validation, verification
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IEEE 1012-2004

Standard for Software Verification and Validation

Software V&V processes consist of the verification process
and validation process. The verification process provides
objective evidence whether the software and its associated
products and processes

» conform to requirements (e.g., for correctness,
completeness, consistency, accuracy) for all life cycle
activities during each life cycle process (acquisition,
supply, development, operation, and maintenance),

» satisfy standards, practices, and conventions during life
cycle processes and

» successfully complete each life cycle activity and satisfy
all the criteria for initiating succeeding life cycle
activities (e.g., building the software correctly).
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IEEE 1012-2004

Standard for Software Verification and Validation

The validation process provides evidence whether the
software and its associated products and processes

» satisfy system requirements allocated to software at the
end of each life cycle activity,

» solve the right problem (e.g., correctly model physical

laws, implement business rules, use the proper system
assumptions) and

» satisfy intended use and user needs.
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Verification or Validation?

Testing and Runtime Verification
are verification techniques.

Both do not work if the specification is wrong.
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Runtime Verification
The Definition

Definition (Runtime Verification)

Runtime verification is the discipline of computer science
that deals with the study, development and application of
those verification techniques that allow for checking whether

a run of a system under scrutiny satisfies or violates a given
correctness property.
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Run

Definition (Run)

A run of a system is a possibly infinite sequence of the
system's states. Formally, a run may be considered as a
possibly infinite word or trace.

> Runs are formed by current variable assignments,

> or as the sequence of actions a system is emitting or
performing.
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Execution

Definition (Execution)

An execution of a system is a finite prefix of a run and,
formally, it is a finite trace.

> In verification, we check whether a run of a system
adhere to given correctness properties.

> RV is primarily used on executions.

» A monitor checks whether an execution meets a
correctness property.
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Adding Monitors to a System

Definition (Monitor)

A monitor is a device that reads a finite trace and yields a
certain verdict.

— 02 04

Figure: Monitor M checks correctness of components C;.
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Adding Monitors to a System

Definition (Monitor)

A monitor is a device that reads a finite trace and yields a
certain verdict.

— Cl C3

— 02 04

Figure: Monitor M checks correctness of components C;.
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Monitors can Check Relations of Values

A} Hogskul
[ 5
» A monitor can use more than one input value.

» A monitor can check the relations of multiple values.
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Testing
Testing

’L'o/Oo,’L'l/Ol,... — S

Does system S satisfy
the input/output
sequence

io/Oo,il/Ol, L7

Input/output sequence
is written manually.

Main research topic is
input/output sequence
generation.

Current execution must
be correct.
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Testing vs. Oracle Testing

Testing

io/OQ,il/Ol, .= S
Does system S satisfy
the input/output
sequence

io/Oo,il/Ol, L7

Input/output sequence
is written manually.

Main research topic is
input/output sequence
generation.

Current execution must
be correct.

Oracle Testing
10,91,-.. = S X M

Does system S satisfy
the test oracle M on
input sequence

30,01, ..

Input sequence and test
oracle are written
manually.

Main research topic is
input sequence
generation.

Current execution must
be correct.
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Oracle Testing vs. Runtime Verification

Oracle Testing
10,%1,--. —> S X M

Does system S satisfy
the test oracle M on
input sequence

30,01, ..

Input sequence and test
oracle are written
manually.

Main research topic is
input sequence
generation.

Current execution must
be correct.

Runtime Verification
10,91,... — 9 X Mgp

Does system S satisfy
the generated monitor
M, on input sequence
30,01, ...

Monitor is synthesized
from correctness
property.

Main research topic is
monitor generation.

Current execution must
be correct.
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Runtime Verification vs. Model Checking

Runtime Verification
10,91,... — S X Msp

Does system S satisfy
the generated monitor
M, on input sequence
30,01, ..

Monitor is synthesized
from correctness
property.

Main research topic is
monitor generation.

Current execution must
be correct.

Model Checking
S ¢ via L(S) € L(p)

Is system S a model of
the correctness property
©? Are all runs of the
system L£(.S) a subset of
all correct runs L(¢)?

Automatic proof using
manually created
system model.

Main research topic are
algorithms for proving
model relation.

All runs must be
correct.
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Model Checking vs. Theorem Proofing

Model Checking
S = via L(S) € L(p)

Is system S a model of
the correctness property
©? Are all runs of the
system L£(.S) a subset of
all correct runs L(¢)?

Automatic proof using
manually created
system model.

Main research topic are
algorithms for proving
model relation.

All runs must be
correct.

Theorem Proving
SkEeviaSkp

Is system S a model of
the correctness property
©? Can we find a proof
that property ¢ derives
from system S7

Proof is done manually
by deriving property
from the system.

Main research topic is

proof generation using a
calculus.

All runs must be
correct.
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Conclusion

SST
I1/0— S
resp.
I—>SxM
sequence
generation
current
execution

of the Comparison

RV MC
S x M,

7 L(S) C Lp)
monitor proof
synthesis algorithms
current
execution all‘runs

> input sequence I = ig, iy, ...

» output sequence O = 0p, 01, ...

> system S

> test oracle resp. monitor M

> correctness property

TP A Hegskulen
S paVestlandet
=
via
Sk
manual Runtime
Verification
proofs feat
M. Leucker &
V. Stolz
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Topics Covered in Course
“Testing and Runtime Verification”

>

v

vV VvV vV v VY

Definitions of testing, verification and validation
Static testing vs. dynamic testing

Manual vs. automated testing

Black box vs. white box testing

Coverage criteria

Test case generation

Temporal logic and multi-valued semantics
Finite (w-)automata

Monitor synthesis

» Automata constructions and -analysis
» Formula rewriting

Runtime monitoring, monitor integration
Runtime verification frameworks

Conformance testing
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Conclusion

Testing is the examination of a subset of the behaviours

of a program or system. Testing can detect the
presence of errors, but cannot prove their absence.

Runtime verification deals with verification techniques
that allow checking whether an execution of a system
under scrutiny satisfies or violates a given correctness
property.

Testing and Runtime Verification are verification
techniques. They do not validate the given
specification.

One of the main challenges for testing is how to
generate a proper input/ output sequence.

One of the main challenges for runtime verification is

the synthesis of efficient monitors from logical
specifications.
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Chapter 2

Learning Targets of Chapter “Recall Runtime
Verification in More Depth”.

1. Recall the underlying principle of runtime verification.
2. Get to know to applications of runtime verification.

3. See different frameworks for runtime verification.
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Runtime Verification
Recall
Word Problem
Good Monitors?

Applications
Runtime Reflection
When to Use RV?

RV Frameworks



PROGRAMMING LANGUAGES

A Y Hegskulen
paVestlandet T £ AR 2 ane encimeenin

Section

Runtime Verification
Recall
Word Problem
Good Monitors?

Chapter 2 “Recall Runtime Verification in More Depth”
Course “Runtime Verification”
M. Leucker & V. Stolz



Runtime Verification (Recall)

Verification technique that allow for checking
whether a run of a system under scrutiny

satisfies or violates a given correctness property.
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Run and Execution (Recall)

Run

» Run: possibly infinite sequence of the system's states.

» Run formally: possibly infinite word or trace.
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Run and Execution (Recall)

v

v

v

v

Execution ! Run

Run: possibly infinite sequence of the system's states.

Run formally: possibly infinite word or trace.

Execution: finite prefix of a run.
Execution formally: finite word or trace.

RV is primarly used on executions.
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Adding Monitors to a System (Recall)
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Adding Monitors to a System (Recall)

\' Hegskulen
» A monitor checks whether an execution meets a pavestlandet
correctness property.

» A monitor is a device that reads a finite trace and yields
a certain verdict.
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Monitors can Check Relations of Values
(Recall)

» A monitor can use more than one input value.

» A monitor can check the relations of multiple values.

O
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RV

and the Word Problem

A simple monitor outputs

>

>

yes if the execution satisfies the correctness property,

no if not.

Let [¢] denote the set of valid executions given by
property .

Then runtime verification answers the word problem
w € [¢].

The word problem can be decided with lower complexity
compared to the subset problem.
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How Does a Good Monitor Look?

Impartiality and Anticipation

Definition (Impartiality)

Impartiality requires that a finite trace is not evaluated to
true or, respectively false, if there still exists a (possibly
infinite) continuation leading to another verdict.

Definition (Anticipation)

Anticipation requires that once every (possibly infinite)
continuation of a finite trace leads to the same verdict, then
the finite trace evaluates to this very same verdict.

A monitor for RV should adhere to both maxims!
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Runtime Reflection

Runtime reflection (RR) is an architecture pattern for the \' Hegakulen
. aVestlandet
development of reliable systems. patestance
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Runtime Reflection
Logging—Recording of System Events

The logging layer
» observes system events and

» provides them for the monitoring layer.

Realization

> Add code annotations within the system to build or

> use separated stand-alone loggers.
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Runtime Reflection

Monitoring—Fault Detection

The

monitoring layer
is implemented using runtime verification techniques,
consists of a number of monitors,

detects the presence of faults in the system and

raises an alarm for the diagnosis layer in case of faults.
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Runtime Reflection

Diagnosis—Failure ldentification

The diagnosis layer
» collects the verdicts of the monitors and

» deduces an explanation for the current system state
solely based upon the results of the monitors
and general information on the system.
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Runtime Reflection

Mitigation—Reconfiguration

The reconfiguration layer
> mitigates the failure, if possible,

> or else may store detailed diagnosis information
for off-line treatment.
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When to Use RV?

» The verification verdict is often referring to a model of
the real system. Runtime verification may then be used
to easily check the actual execution of the system.
Thus, runtime verification may act as a partner to
theorem proving and model checking.

Often, some information is available only at runtime. In
such cases, runtime verification is an alternative to
theorem proving and model checking.

The behavior of an application may depend heavily on
the environment of the target system. In this scenario,
runtime verification adds on formal correctness proofs
by model checking and theorem proving.

In the case of systems where security is important, it is
useful also to monitor behavior or properties that have
been statically proved or tested.
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Taxonomy

information
collection

perfor-
mance

evaluation

application
area

security

safety
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event
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monitoring

state

sequence input/
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behavior
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Monitoring Systems/Logging: Overview

trace tools

dedicated

tracing/-
monitoring

hardware

monitoring systems

/logging

logging APls

source
code

instru-
mentation

byte code
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Monitoring Systems/Logging: Overview
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Conclusion

1. Runtime verification deals with verification techniques
that allow checking whether an execution of a system
under scrutiny satisfies or violates a given correctness
property.

2. A Monitor checks whether an execution meets a
correctness property.

3. One of its main technical challenges is the synthesis of
efficient monitors from logical specifications.
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Chapter 3

Learning Targets of Chapter “Specification Lan-
guages on Words".

1. Understand that RV specifies shape of words.

2. Recall the idea of regular expressions and understand
their limitations for practical specifications.

3. Get an idea about temporal logics.

4. Understand the difference of regular expressions and
temporal logics.

5. Understand how to specify properties in LTL.
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Recap

We want to monitor the execution of a system.

We have already seen that

> A run of a system is a possibly infinite sequence of the
system's states.

» An execution of a system is a finite prefix of a run.

Observations

» We describe the execution of a system in a discrete way.

> The system is in exactly one state at a time.

> In the next step the system is in the next state.
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Atomic Propositions

» An atomic proposition is an indivisible bit. \, Hagskulen
paVestiande

» We consider a fixed set of finitely many such bits.

> In every state every atomic proposition is either true or

false.
Runtime
» In other words: Verification
In every state of the execution some atomic M eucker &

propositions hold.
Targets & Outline

Runs Are Words
Example -
Executions Are Words
» Variable count is greater than 5. e ons
» Memory for a variable data is allocated. e St
Limitations
> Memory for data is free. )
Linear Temporal
5 . - - Logic (LTL
» The file handle 1ogfile points to an opened file. :i':m(muzgic
Temporal Logic
Conclusion
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States
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Runtime

> Let AP be a fixed finite non empty set of atomic Verification
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Executions Are Like Linear

Paths
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Languages over Alphabets

Let > be an alphabet and n € N.
We then use the following notation:

Notation
Z*

En

e
¥2n

E+

ZUJ

EOO

Meaning

set of all finite words over 3

all words in X* of length n

all words in ¥* of length at most n
all words in X* of length at least n
=n=z1

set of all infinite words over %
=Y U X¥
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Executions Are Words

» A state can be seen as an element a € Y.
» Now a run is an infinite word w € X%

» and an execution a finite prefix w € ¥*.

Runtime verification is about checking if an execution is
correct, so we need to specify the set of correct executions
as a language L C X*. Therefore a correctness property is a
language L.

A Hegskulen
paVestlandet

Runtime
Verification

M. Leucker &
V. Stolz

Targets & Outline
Runs Are Words

States of the System

Executions Are Words

Regular
Expressions

The Idea

Syntax and Semantics

Limitations
Linear Temporal
Logic (LTL)
Propositional Logic
Temporal Logic
Conclusion

210



PROGRAMMING LANGUAGES

A Y Hegskulen
paVestlandet T £ AR 2 ane encimeenin

Section

Regular Expressions
The Idea
Syntax and Semantics
Limitations

Chapter 3 “Specification Languages on Words"
Course “Runtime Verification”
M. Leucker & V. Stolz



Regular Expressions: The ldea

» Use a bottom up construction to construct a complex
language by combining simpler languages together.

» Start with languages containing only one word of length
1.

> Use the common operations on languages to combine
these into complexer languages.
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Operations on Languages

Let Ly C X* and Lo C X* be two languages. We than have
intersection L1 NLy ={w € X*|w € L1 ANw € Lo}
union LiULy={w e X" |we L VweE Ly}

complement L

concatenation Ljo Ly ={uv € ¥* |u € L1 Av € Ly}

Kleene star L*

={weX*|w¢lL}

={wug...uy € X" |Vi:u; € L}
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Regular Expressions

Regular expressions use only the operations union,
concatenation and Kleene star. These are enough to build all
regular languages.

>

>

Every symbol a € X is a regular expression.
The empty word ¢ describes the empty word.

Concatenation is expressed by concatenating regular
expressions.

Union is expressed by the | operator combining two
regular expressions.

Kleene star is expressed by the * operator at the end of
a regular expression.
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Examples
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Examples

Let ¥ = {0, 1} be the finite alphabet.
> (0]1) * specifies all words w € *. Verification
» 10+ specifies all words w € ¥* that do not contain M &

the string 01.

Targets & Outline

> ((0]1)1)~* specifies all words w € >* of even length Rt e Wtk
where every second letter is 1. states ofthe Sytem.

> ((0]1)1)*(0|1]e) specifies all words w € X* where Reguiar
every second letter is 1. The Ides

Syntax and Semantics

Limitations
Linear Temporal
Logic (LTL)
Propositional Logic
Temporal Logic
Conclusion
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Syntax of Regular Expressions

Definition (Syntax of regular expressions)

Let € X be a symbol from a given alphabet. The syntax of
regular expressions is inductively defined by the following

grammar:

pu=c|z|op]|(ple)|(p)*
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Semantics of Regular Expression

Definition (Semantics of Regular Expressions)

Let w,u; € ¥* be words over the given alphabet, z € ¥ be
an element of the alphabet and R, R’ regular expressions.
Then the semantics of a regular expression is inductively
defined as relation |= of a non empty word and a regular
expression as follows.

ke
7 |= &
w = RR iff Juq, ue : w = uius
and u; = R and ug = R/
wkE (RIR) iffwERorwpkER
w = (R)* iff Juq, .., U w=uq. ..Uy
and Vi € {1,...,n}:u; = R.
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Expressiveness of Regular Expressions

Regular expressions describe regular languages:

» Every language described by a regular expression is a
regular language.
Proof: Structural induction on the syntax of regular
expressions.

» Every regular language can be described using a regular
expression.
Proof: Standard translation of deterministic finite
automata into regular expressions.
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Limitations

N & Hogskul
g
Regular expressions sometimes look more like a swear word
in a comic book than a specification of anything.
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Specifying Correctness Properties

» Specifications must be easy to understand:
Specification must be correct—otherwise verification
makes no sense at all.

» We need kind of negation:
It is often easier to specify the behaviour we do not
want.
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Another ldea

> A state of a system is a set of atomic propositions that
hold in this state.

> An execution of a system is a finite sequence of such
states.

Let's use operators of
» propositional logic to describe properties of one state.
» temporal logic to describe the relationship of states.

» propositional logic to combine this.
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A Simple Analogy

> A state is like a day. \' Hogsulen
paVestlandet

» The initial state is like today.

» The next state is like tomorrow.

(5o (s0) (52)— ... - Rumtime
N4 N4

M. Leucker &
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tOday tomorrow after T 21 days Runs Are Words
tomor rOW States of the System
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Regular
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Remember S
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» A day is a state in the execution. TS
» A day is a letter in the word over ¥ = 24F, -

Conclusion
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Propositional Logic
Using propositional logic without temporal operators we
describe only the first state (today).

Example

Consider AP = {p, ¢, 7, s} and an initial state s of an
execution w in which p and 7 holds. We then have

SOROSOSEEO

{p,r}

w = true w P~ false
wkE=p wEpPpATVY
wE-gA-s w  q.
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Formula: ¢

The formula ¢ holds for an execution if ¢ holds in the first
state sy of that execution.

_>_>@_>@_> H@
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Next: X ¢

The formula X ¢ holds in state s; if ¢ holds in state s;1.
If there is no state s;1 then X ¢ never holds.

SOSONOSEE
12
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Weak Next: X ¢

The formula X ¢ holds in state s; if ¢ holds in state s;1.
If there is no state s;41 then X ¢ always holds.

HH@_)@_) H@
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Globally: G ¢

The formula G ¢ holds in state s; if ¢ holds in all states s;

for 7 > 1.

SORONOSES
® ¥ ¥ ®

¥
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Finally: F

The formula F ¢ holds in state s; if there is a state s; for

j >4 in which ¢ holds.

_>_>@_> _>’_,@
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Until: p U
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The formula ¢ U+ holds in state s; if there is a state s; for
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Release: o R v

The formula ¢ R 9 holds in state s; if there is a state s; for \' Hogskulen
. .. . . paVestlandet
j > 1 in which ¢ holds and ¢ holds in all states s, for

1< k<j.
If there is no such state s; then the ¢ R %) holds if 4 holds in
all states s, for k > i. Runtime
Verification
M. Leucker &
V. Stolz
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Conclusion

The execution of a system is a word over the alphabet
¥ = 2P where AP is the set of atomic propositions.

. A correctness property is a language describing a set of
executions.

Regular expressions describe regular languages and
could be used to describe regular correctness properties.

Linear Temporal Logic (LTL) describes a subset of
regular languages but is much better suited to describe
correctness properties for runtime verification: Negation
and Conjunction of LTL allows often to express
correctness properties in a simple manner.
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Words".

Learn about LTL.
Understand the LTL syntax.
Understand the LTL semantics on finite words: FLTL.

b=

See how RV can be implemented using FLTL and learn
about monitors for finite, terminated traces.
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Recall: Specify Correctness Properties

Observing Executions
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Specify correctness
properties in Linear
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Recall: Specify Correctness Properties

Observing Executions

Idea

Specify correctness
properties in Linear

Temporal Logic (LTL).

Commercial

Specify correctness
properties in Regular
Linear Temporal Logic
(RLTL).
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Syntax of LTL Formulae

Definition (Syntax of LTL Formulae)

Let p € AP be an atomic proposition from a finite set of
atomic propositions AP. The set of LTL formulae is
inductively defined by the following grammar:

p u= true |[p |oVe| Xe|pUp| Fo |
false | = p | oAp | X | Ry | Go |
e
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Order of Operations

The operator precedence is needed to determine an
unambiguous derivation of an LTL formula if braces are left
out in nested expressions. The higher the rank of an
operator is the later it is derivated.

Braces only need to be added if an operator of lower or same
rank should be derivated later than the current one.

Example (operator precedence of arithmetic)

1. exponential operator: e°®
2. multiplicative operators: -, /

3. additive operators: +, —
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Order of Operations

Definition (operator precedence of LTL)

1
2.
3.
4
5

negation operator: —
unary temporal operators: X, X, G, F

binary temporal logic operators: U, R

. conjunction operator: A

. disjunction operator: V

Example

G-zVvV -—-z2zUGy Az

EG(—ME)\/(((—':L‘)U(GZJ))/\Z>
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LTL for the Working Engineer?

Simple?

LTL is for theoreticians—but for practitioners?
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LTL for the Working Engineer?

Simple?

LTL is for theoreticians—but for practitioners?

SALT

Structured Assertion Language for Temporal Logic
=- Syntactic Sugar for LTL
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www.isp.uni-luebeck.de/salt

Search
MY ACCOUNT  IMPRESSUM

UNIVERSITY OF LUBECK o
INSTITUTE FOR SOFTWARE ENGINEERING I S
AND PROGRAMMING LANGUAGES

NEWS  RESEARCH  TEACHING  STAFF  CONTACT

Home > Research > Prajects >

SALT - Smart Assertion Language for Temporal Logic

Goal
Do you want to specify the behavior of your pragram in a rigorously vet comfortable manner?
Do you see the benefits of temporal specifications but are bothered by the awkward formalisms avalable?

Do you want to use

« the power of  Mpcl Giacker to improve the auaity of your systems or
« the powerful runtime reflection approach for bug hunting and slimination

but don't ike the syntax of LTL?
If you can answer one of the ahove questions positively then SALT is your solution!

Try SALT click me
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Parts of Words

In the formal definition of LTL semantics we denote parts of
a word as follows:

Let w = aqas...a, € X" be a finite word over the alphabet
Y =24 and let i e Nwith 1 < i <n be a position in this
word. Then

» |w| :=n is the length of the word,
> w; = a; is the i-th letter of the word and

» w' = a;a;;1 . ..a, is the subword starting with letter i.
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FLTL Semantics

Definition (FLTL Semantics)

Let ¢, be LTL formulae and let w € ¥ be a finite word.
Then the semantics of ¢ with respect to w is inductively

defined as follows:
w = true
w=p
w = -p
w =y
wE eV
wE QAP

iff p € wy

iff p & wy

iff w & o

iff wkEporwEY
iff w =@ and w = ¢
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FLTL Semantics

Definition (FLTL Semantics)

Let ¢, be LTL formulae and let w € ¥ be a finite word.
Then the semantics of ¢ with respect to w is inductively

defined as follows:

wkEXp

whkEXp

iff |w| > 1

and, for |w| > 1,w? = ¢

iff lw| =1

or, for jw| > 1,w? = ¢
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FLTL Semantics

\, H{agskulen
Definition (FLTL Semantics) pakestencet
Let ¢, be LTL formulae and let w € ¥ be a finite word.

Then the semantics of ¢ with respect to w is inductively

defined as follows: Runtime
Verification
wkEeUy iff 35,1 <i < |w|: (v EY M. Leucker &
. Stolz
: k
and Vk, 1 <k<i:w
= ) ): (p) Targets & Outline
UJ):SDR'IZJ iff ElZ,lSZS |w’(wl':¢7 LTL Syntax
LTL
and Vk,1 < k <i:w” =)
. . i FLTL Semantics
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FLTL Semantics

Definition (FLTL Semantics)

Let ¢, be LTL formulae and let w € ¥ be a finite word.
Then the semantics of ¢ with respect to w is inductively

defined as follows:

wkEFp
wkEGp

iff 36,1 <4< |w|:w' ¢
iff Vi, 1 <i < |w|:w' ¢
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Finally and Globally Examples
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Finally and Globally Examples

Examples (Finally and Globally)

Consider words over the alphabet ¥ = 24F with
AP = {p,q}.

> {p}0{g}0 = Fq.

> {aHaHp, dHaHa} E Ga
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Finally and Globally Examples

Examples (Finally and Globally)
Consider words over the alphabet ¥ = 24F with
AP = {p,q}.

> {p}0{g}0 = Fq.

> {aHaH{p. dHaHa} EGa

> 0{pHp, a}0{a}0{q} F GFq.
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Finally and Globally Examples

Examples (Finally and Globally) K
Consider words over the alphabet ¥ = 24F with
AP = {p,q}.
> {p}0{g}0 = Fq. Verfcaton
> {aHaHp, dHaHa} E Ga M. Leucker &
> 0{pHp. a}0{¢}0{q} = GFq. R
> {p}{aHrHp, dHp. dH{a} EFGa LTL Symta
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Finally and Globally Examples

Examples (Finally and Globally)

Consider words over the alphabet ¥ = 24F with

AP

v

v

v

v

v

v

={p,q}.

{r}0{g}0 = Fq.

{aHaHp, aHaHa} EGa

0{pHp, a}0{q}0{q} F GFq.
{r}0{aH{pHpr, a}{p, a}{a} E F Gq.

GF ¢ can be read as: For every state (globally) there
will be a state in the future (finally) in that ¢ holds.

F G ¢ can be read as: There will be a state in the
future (finally) that ¢ holds in every state (globally).
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Practical Examples

In the following examples we consider these scopes:
everytime: all states

before v: all states before the first state in which 1 holds
(if there is such a state)

after ¢: all states after and including the first state in
which % holds
(if there is such a state)

Example (Absence)

The formula ¢ does not hold
everytime: G-y
before ¢: (Fy) = (—pU)
after ¢: G(¢ = (G —¢))
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Practical Examples

In the following examples we consider these scopes:
everytime: all states

before v: all states before the first state in which 1 holds
(if there is such a state)

after ¢: all states after and including the first state in
which % holds
(if there is such a state)

Example (Existence)

The formula ¢ holds in the future
everytime: F o
before ¢: G-y V-9 U(p A1)
after : G-y VF(WAF @)
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Practical Examples

In the following examples we consider these scopes:
everytime: all states

before v: all states before the first state in which 1 holds
(if there is such a state)

after ¢: all states after and including the first state in
which % holds
(if there is such a state)

Example (Universality)

The formula ¢ holds
everytime: G
before ¢: (F ) —=(pUy)
after ¢: G(¢ — G )
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Equivalences

Definition (Equivalence of Formulae)

Let ¥ = 2P and ¢ and ) be LTL formulae over AP. ¢ and
1 are equivalent, denoted by ¢ = 1), iff

VweXt twkEpewkEy.

Globally and finally can easily be expressed using until and
release:

Fp=trueUep
Gy =falseR ¢
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De Morgan Rules

The negation can always be moved in front of the atomic
propositions using the dual operators:

De Morgan Rules of Propositional Logic

(V)
—(p A1)

“PAY
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De Morgan Rules

The negation can always be moved in front of the atomic
propositions using the dual operators:

De Morgan Rules of Temporal Logic

“(pUy) =-pR-y
“(pRY)=-pU—79
~(Gp)=F-op
“(Fo)=G-op
~(Xp) =X-p
~(Xp) =X-p
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Fixed Point Equations

The following fixed point equations can be used to step-wise
unwind until and release:

U =9y V(pAX(pU))
eRY =9 A(eVX(eRY))

Consequently such fix point equations for globally and finally
are special cases of the above ones:

Gy =pAX(Gyp)
Fo=pVX(Fy)
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Negation Normal Form (NNF)

Definition (Negation Normal Form (NNF))

An LTL formula ¢ is in Negation Normal Form (NNF) iff =

only occurs in front of atomic propositions p € AP.
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Negation Normal Form (NNF)

Definition (Negation Normal Form (NNF))

An LTL formula ¢ is in Negation Normal Form (NNF) iff —

only occurs in front of atomic propositions p € AP.

Lemma

For every LTL formula there exists an equivalent formula in

NNF.

Proof.

Recursively apply De Morgan rules of propositional logic and

De Morgan rules of temporal logic.

L]
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The ldea

Build up a function that
» takes an LTL formula ¢ in NNF and a word w € ¥,
» performs recursion on the structure of ¢

> returns true iff w = .
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First ldeas

Let p € AP be an atomic proposition and w € ¥ a word.

v

v

v

v

then can evaluate
true and false.

V1 by evaluating ¢, evaluating v
and computing ¢ V .

p by checking if p € w;.
—p by checking if p &€ w;.
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Further ldeas

\ ggskulen
What about next? [ s
We can check if w = X ¢ holds by omitting

> the first letter of w and

> the next operator Runtime
Verification

and checking if w? |= ¢ holds. M. Leucker &
V. Stolz
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Further ldeas

What about next?

We can check if w = X ¢ holds by omitting
> the first letter of w and
> the next operator

and checking if w? |= ¢ holds.

What about until and release?

Use the already presented fixpoint equations and the above
ideas to evaluate conjunction, disjunction and next.

Uy =y V(eAX(pUy))
eRY =9y AeVX(pRY))
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evlFLTL

Let ¥ = 24P be the finite alphabet, p € AP an atomic
proposition, w € X7 a finite non-empty word, ¢ and ¢ LTL
formulae and By = {T, L}.

We then define the function evIFLTL : ¥1 x LTL — B,
inductively as follows:

evIFLTL(w, true
evlFLTL(w, false
evIFLTL(w, p V) = evlFLTL(

) =

) =

) = ¢) V evlIFLTL(w, ¥)
evlFLTL(w, p A1) = evlFLTL(w,

)=

) =

¢) A evIFLTL(w, v)
evIFLTL(w, p) = (p € w1)
evlIFLTL(w, = p) = (p & w)
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evlFLTL

Let ¥ = 24P be the finite alphabet, p € AP an atomic N ficnei
proposition, w € X7 a finite non-empty word, ¢ and ¢ LTL
formulae and By = {T, L}.

We then define the function evIFLTL : ¥1 x LTL — B, Rumime
inductively as follows: M. Lencker &
V. Stolz
evIFLTL(w, p U ) = evIFLTL(w, % V(o A X(p U))) Targets & Outline
evIFLTL(w, p R¢) = evIFLTL(w, ¥ A(p VX(p R ))) LTL Syntax
evIFLTL(w, F ¢) = evIFLTL(w, oV X F ) s
evIFLTL(w, G ¢) = evIFLTL(w, p AX G ¢) i
eVIFLTL(w, X ¢) = (Jw| > 1) A evIFLTL(w?, ) S
evIFLTL(w, X ) = (|w| = 1) V evIFLTL(w?, ) %E'E?LF"MD"
Conctsion

4-24



Conclusion

1. The LTL operations negation, disjunction, until and
next are enough to gain the full expressiveness of LTL.

2. If you add the dual operators every LTL formula has a
negation normal form (NNF).

3. The fix point equations can be used to step-wise
unwind until and release using next and weak next.

4. evIFLTL is as inductively defined function that answers
the question if a given finite non-empty word models a
correctness property given as an LTL formula in NNF
and can easily be implemented recursively.
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Chapter 5

Learning Targets of Chapter “Impartial Runtime
Verification”.

1. Understand the idea of impartiality and why we want to
use impartial evaluation of LTL formulae.

2. Learn the basics of truth domains and lattices.

3. Understand the four-valued LTL semantics on finite
words: FLTL,.

4. See how impartial RV can be implemented using FLTL4
and learn about automata based monitors for finite,
non-completed traces.
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Outline of Chapter “Impartial Runtime Verifica-
tion".

Truth Domains
Motivation
Definition

Four-Valued LTL Semantics: FLTL,
Definition
Monitor Function
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Words Aren’t Terminated—
They Are Growing

> In the last chapters we considered
finite terminated words.

» A monitor for RV does not get a formula
and a finite terminated word.

> A monitor for RV gets a formula
and one letter after another.

> With every new system state
the monitor gets one more letter.
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Examples of Evaluating Growing Words
Consider .
Hegskulen
> the alphabet ¥ = 9AP \where AP = {p7 CI}, ' paVestlandet
» the properties o = Gp and ¢’ = Fp and

» words w and w’ growing with every new state.

Lets watch monitors for RV at work: yontime
_ M. Leucker &
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> the alphabet ¥ = 2AF where AP = {p, ¢}, K4
» the properties o = Gp and ¢’ = Fp and
» words w and w’ growing with every new state.

Lets watch monitors for RV at work: Runtime
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Examples of Evaluating Growing Words

Consider
» the alphabet ¥ = 24T where AP = {p, ¢},
» the properties o = Gp and ¢’ = Fp and

» words w and w’ growing with every new state.

Lets watch monitors for RV at work:
w = {p,q} {p} {q} {p} w' = {q} {4}
wp w' = ¢

——]

w =@ w ¢
w [ @
w @
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Consider
» the alphabet ¥ = 24T where AP = {p, ¢},
» the properties o = Gp and ¢’ = Fp and
» words w and w’ growing with every new state.

Lets watch monitors for RV at work:

w = {p,q} {p} {q} {p} w' = {q} {¢} {p. ¢}

wE w' = ¢
w ¢ w' [ ¢!
w @ w' =

w @
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Examples of Evaluating Growing Words

Consider
» the alphabet ¥ = 24T where AP = {p, ¢},
» the properties o = Gp and ¢’ = Fp and
» words w and w’ growing with every new state.

Lets watch monitors for RV at work:

w = {p,q} {p} {q} {p} w' = {q} {4} {p.q¢} {p}

wEp W

w = w' ¢
w e w' = ¢
w ¢ w' ¢

A Hegskulen
paVestlandet

Runtime
Verification

M. Leucker &
V. Stolz

Targets & Outline

Truth Domains
Motivation

Definition

Four-Valued LTL
Semantics:
FLTLg4

Definition

Monitor Function

Conclusion

5-6



Impartiality

Be Impartial!

» go for a final verdict (T or L) only if you really know

> be a rational being: stick to your word

Definition (Impartiality)

Impartiality requires that a finite trace is not evaluated to
true or, respectively false, if there still exists an (possibly
infinite) continuation leading to another verdict.
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Semantic Function

Definition (Semantic Function)

The semantic function
semy, : 7 x LTL — By,

maps a word w € X1 and a an LTL formula ¢ to a logic
value b € By.

We use [w = ¢]x = b instead of semy(w, ) = b.
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Semantic Function for FLTL
M e,

» We defined the FLTL semantics as relation w = ¢

between a word w € X7 and an LTL formula ¢. R

. . . . Verification

» This can be interpreted as semantic function M. Leucker &
V. Stolz

.yt
semsy : X7 x LTL - B2’ Targets & Outline

T |f w ': o) T;’ulthADnmains
1 else. einiton

Four-Valued LTL
Semantics:
FLTLg4

Definition

sema(w, ) = [w = ¢la =

Monitor Function

Conclusion
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Impartiality

Definition (Impartial Semantics)

Let ¥ = 24P be an alphabet, w € ¥ a word and ¢ an LTL
formula. A semantic function is called impartial iff for all
u € X*

[wk @] =T implies [wu =] =T
[wE ¢] = L implies [wu & ¢] = L.

Target

Create monitors which only answer T or L if the result
keeps stable for a growing word.
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We Need Multiple Values
FLTL semantics are not impartial:
w={a},p =Ga and wu = {a}{b}

is a counterexample for

[wE¢] =T implies Jwu = ¢] =T.
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We Need Multiple Values
FLTL semantics are not impartial:
w={a},p =Ga and wu = {a}{b}

is a counterexample for

[wE¢] =T implies Jwu = ¢] =T.

Impartiality implies multiple values

Every two-valued logic is not impartial.

» Impartiality forbids switching from T to L and vice
versa.

» Therefore we need more logic values than T and L.
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Lattice

Definition (Lattice)
A lattice is a partially ordered set (£, C) where for each
x,y € L, there exists

1. a unique greatest lower bound (glb), which is called the
meet of x and y, and is denoted with = My, and

2. a unique least upper bound (lub), which is called the
join of x and y, and is denoted with = LI .

If the ordering relation C is obvious
we denote the lattice with the set L.
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Finite Lattice

Definition (Finite Lattice)
A lattice (£,C) is called finite iff L is finite.

Every non-empty finite lattice has two well-defined unique
elements:

» A least element, called bottom, denoted with L and

> a greatest element, called top, denoted with T.
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Hasse diagram

» Hasse diagrams are used
to represent a finite
partially ordered set.

» Each element of the set
is represented as a vertex
in the plane.

> For all x,y € L where
rCybutnozel
exists where x C z C y a
line that goes upward
from x to y is drawn.
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Example Lattices

]BQ: T BQ><2: T
| /N
L (T,1) (L, T)
N/
1
Boxox2 T
T
(T, 7,4 (T,L,T) (LT,T)
> > |
(T,L, L) (L, T,4) (L, L,T)
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Example Lattices Il
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Distributive Lattices

Definition (Distributive Lattices)

A lattice (£, C) is called a distributive lattice iff we have for
all elements z,y,z € L
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De Morgan Lattice

Definition (De Morgan Lattice)

A distributive lattice (£, C) is called a De Morgan lattice iff
every element & € £ has a unique dual element Z, such that

T =z and z C y implies 5 C 7.
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Boolean Lattice

Definition (Boolean Lattice)

A De Morgan lattice is called Boolean lattice iff for every
element x and its dual element T we have

zUZ=Tand 2Nz = L.

Every Boolean lattice has 2™ elements for some n € N.
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Truth Domain

Definition (Truth Domain)

A Truth Domain is a finite De Morgan Lattice.

Examples (Truth Domains)

The following lattices are all Truth Domains:

» Bo={T,L} with LC T and
land L =T.
={T,?, L} with LC?C T and
1,7=2and L =TT.
={T,TP, 1P 1} with LC IPC TPC T and
1, TP—J_p 1P=TPand L=T.

=_
> B3
-
> By
= _
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Examples of Impartial LTL Semantics

» We want to create impartial four-valued semantics for

LTL on finite, non-completed words
» using the truth domain (B4, C).

Examples (FLTL vs. FLTL,)

The indices 2 and 4 denote FLTL resp. FLTL4.

[0 =Xa]s =L
[00 = Xa]z = L
[/{a} EXala=T
0EXals=T
[00 = Xa]2 = L

[0{a} = Xala =T

[0 =Xa]s=LP
[00 &= Xa]s =L
[0{a} = Xala=T
[0 EXa]y=TP
[00 =Xals = L

[0{a} EXala =T
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How To Create Impartial LTL Semantics?

At the end of the word
» X evaluates to 1P instead of L and
» X evaluates to TP instead of T.

Idea of eP: Semantics if the word ends here.

Fulfilling the introduced equivalences and fix point equations
we get at the end of the word:

» U evaluates to L? instead of L,
» R evaluates to T? instead of T,
» F evaluates to 1P instead of L and
» G evaluates to TP instead of T.

Idea of eP: Semantics if the word ends here or
goes on like this forever.
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Properties of (B, C)

» (B4, C) is no Boolean Lattice.
» Some equivalences in FLTL do not hold in FLTLy.

For any LTL formula ¢ using FLTL semantics we have

pV =9 true and p A - =- false.

Examples (FLTL vs. FLTL,)
For any w € ¥* and a € ¥ we have

[wEGavV-Gala=T JuEGaVv-Ga]y=TP
[wEFan-Fals=1 [wEFaAn-Fa]y=1°
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FLTL, Semantics

Definition (FLTL,; Semantics)

Let ¢, be LTL formulae and let w € ¥ be a finite word.
Then the semantics of ¢ with respect to w is inductively

defined as follows:
[w = true]s =T
[w [ false]s = L

[w ):p]]4—{

[[w)Zﬁp]h:{

-
L

-
L

if pewy
if p & w;

if p & wp
if p € wy
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FLTL, Semantics

Definition (FLTL,; Semantics)

Let ¢, be LTL formulae and let w € ¥ be a finite word.
Then the semantics of ¢ with respect to w is inductively
defined as follows:

[wk —¢ls=[wE ¢l
[wEeVls=wE¢laU[w = ¢l
[wEeAPls=[w = laMw = Y]
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FLTL, Semantics

A Hegskulen
Definition (FLTL, Semantics)

Let ¢, be LTL formulae and let w € ¥ be a finite word.
Then the semantics of ¢ with respect to w is inductively
defined as follows: Runtime

Verification
IIw ): X¢H {[[w ’; SO]]4 |f| |w| >1 M.\Il_.e;tt:zlezr&
else
9 Targets & Outline
[[ ): 90]]4 If |w| > 1 Truth Domains
wEX otivaion
o= Xeli = { else -~
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FLTLy4
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FLTL, Semantics

Definition (FLTL,; Semantics)

Let ¢, be LTL formulae and let w € ¥ be a finite word.
Then the semantics of ¢ with respect to w is inductively

defined as follows:

[w = ¢U
- U

1<i< |wl

[w' = vlan [ [ ol

1<j<i

u(1rn [ ' = el

1<i< wl
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FLTL, Semantics

Definition (FLTL,; Semantics)

Let ¢, be LTL formulae and let w € ¥ be a finite word.
Then the semantics of ¢ with respect to w is inductively

defined as follows:

[w = ¢RYL
- U

1<i< |wl

[w' = olan [ v/ = ol

1<j<i

u(Tn [ =yl

1<i<wl
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FLTL, Semantics

Definition (FLTL,; Semantics)

Let ¢, be LTL formulae and let w € ¥ be a finite word.
Then the semantics of ¢ with respect to w is inductively
defined as follows:

[wEFela=1Pu || [w' kel

1<i<]wl

[wEGels=TPN [] [k el

1<i<|w|
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Equivalences

Definition (Equivalence of Formulae)

Let ¥ = 2P and ¢ and ) be LTL formulae over AP. ¢ and
1 are equivalent, denoted by ¢ = 1), iff

Ywe X w = @] = [w =]

The equivalences described in the previous chapter are still
valid using the semantic function of FLTL,.
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Monitor Function

Left-to-right!
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The ldea

Build up a monitor function for evaluating each subsequent
letter of non-completed words.

Such a function
> takes an LTL formula ¢ in NNF and a letter a € ¥,

» performs (not recursive) formula rewriting (progression)
and

» returns Ja = )4 and a new LTL formula ¢ that the
next letter has to fulfill.
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The Idea of Progression

Hegskulen
paVestlandet

» Compute only the semantics of the first letter and let \,
someone else do the rest.

» Rewrite the LTL formula to keep track of what is done
and what still needs to be checked.

» Thanks to the impartial semantics we don’t need to yontime
know the whole word to compute a valid semantics. ). Qo
V. Stolz

Targets & Outline

Examp|es Truth Domains
Motivation
Let w € X1 be a word and a € ¥ a letter. oetiion
0 g Four-Valued LTL
» We can compute [w = X a]4 by doing nothing and Semantics:
. FLTL
letting someone else check [w? = a]s. et
. Monitor Function
» We can compute [[w ': CL]]4 by CheCklng a € wy. Conclusion

Then the LTL formula is over. This is denoted by true

or false as new formula.
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Further ldeas

We know how to evaluate
» atomic propositions,
» positive operators of propositional logic (A, V) and

» next-formulas.

That's it thanks to
» equivalences for G and F,

> De Morgan rules of propositional and temporal logic for
negation (—) and

» and fixed point equations for U and R.
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evlFLTL,

Let ¥ = 24P be the finite alphabet, p € AP an atomic
proposition, a € 3 a letter, and ¢ and ¢ LTL formulae.

We then define the function

evIFLTL, : ¥ x LTL — B4 x LTL inductively as follows:

evlFLTL,(a, true) = (T, true)
evIFLTL,(a, false) = (L, false)

(T,true) ifpea
1, false) else

{
{(J_ ,false) ifpe€a
(

T,true) else

evlFLTLy(a, p)

evlFLTLy(a, = p)

A Hegskulen
paVestlandet

Runtime
Verification

M. Leucker &
V. Stolz

Targets & Outline

Truth Domains
Motivation
Definition

Four-Valued LTL
Semantics:
FLTLy4

Definition

Monitor Function

Conclusion

5-31



evlFLTL,

Let ¥ = 24P be the finite alphabet, p € AP an atomic
proposition, a € 3 a letter, and ¢ and ¢ LTL formulae.

We then define the function

evIFLTL, : ¥ x LTL — B4 x LTL inductively as follows:

evIFLTLy(a, o V) = (vp, Uvy, ¢’ V'), where
(vp, ") = evIFLTLy(a, ¢) and
(vg,0) = evIFLTLy(a, 1))
evIFLTLy(a, o ANY) = (v, M vy, @’ AY'), where
(vp,¢") = evIFLTLy(a, ¢) and
(v, ¥") = evIFLTLy(a, 1)
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evlFLTL,

Let ¥ = 24P be the finite alphabet, p € AP an atomic
proposition, a € 3 a letter, and ¢ and ¢ LTL formulae.

We then define the function
evIFLTL, : ¥ x LTL — B4 x LTL inductively as follows:

evlFLTLy(a, X ¢) = (L7, )

evIFLTLy(a, X ) = (TP, ¢)

evlFLTLy(a, ¢ Ut) = evIFLTLy(a, v V(e A X(p U)))
evIFLTLy4(a, p R) = evIFLTLy(a, v AoV X(¢ R1)))
evlFLTLy(a,F ) = evIFLTLy(a, o VX F )
evIFLTLy(a, G ¢) = evIFLTLy(a, p AX G ¢)
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Examples

Example (Impartial Evaluation of Globally)
Consider w = {a}{a}0. First letter:
evIFLTLy({a}, G a) = evIFLTLy({a},a AX G a)

= (v1 Mw2, 1 A p2)
= (TNTP trueAGa)
= (TP, Ga)

where (v1, 1) = evIFLTLy({a},a) = (T, true)

(va, p2) = evIFLTL4({a},X Ga) = (TP, G a).

Next letters:
» evlIFLTL4({a},Ga) = (TP, Ga)
» evIFLTL4(0, G a) = (L, false)
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Examples

Example (Impartial Evaluation of Finally)
Consider w = ()){a}. First letter:
evIFLTL4(0,F a) = evIFLTL4(0,a VvV X F a)

= (v1 Uwa, 01V 2)
= (LU lP falseVFa)
= (L*,Fa)

where (v, 1) = evIFLTLy(
(va, p2) = evIFLTLy(
Next letters:
» evIFLTL4(0,Fa) = (LP,Fa)
» evlIFLTLs({a},Fa) = (T, true)

0,a) = (L, false)
0

, XFa)=(LP,Fa).
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Automata-theoretic Approach

Further Topics

» Alternating vs. non-deterministic vs. deterministic
machines.
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Automata-theoretic Approach

Further Topics

» Alternating vs. non-deterministic vs. deterministic
machines.

» Complexity of the translations.
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Automata-theoretic Approach

Further Topics

» Alternating vs. non-deterministic vs. deterministic
machines.

» Complexity of the translations.

» Size vs. power.
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Automata-theoretic Approach

Further Topics

» Alternating vs. non-deterministic vs. deterministic
machines.

» Complexity of the translations.
» Size vs. power.

» State sequence for an input word.
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Conclusion

. Every two-valued logic is not impartial. Impartiality
implies multiple values.

. We use the distributive De Morgan lattice

By ={L, 1P, TP, T} in the impartial FLTL, semantics.

. At the end of the word X evaluates to | ? and X
evaluates to TP,

. evIFLTL, performs formula rewriting (progression) for
an LTL formula and one letter.

. evIFLTL,4 can be used to describe the transition
function of an alternating mealy machine using the
subformulae as states.

. Such an alternating mealy machine can be translated
into a deterministic mealy machine using the fact that
equivalent positive combinations of states leads to the
same next states and output.
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Chapter 6

Learning Targets of Chapter “Anticipatory LTL
Semantics”.

1. Understand that LTL semantics can be defined over
infinite words as well.

2. Understand the difference of LTL over finite and infinite
words.

3. Recall anticipation and understand why impartiality is
not enough to build good monitors.

4. Get used to the three-valued sematics for LTL.

5. Understand the concept of safety and co-safety
properties and get an idea of monitorable properties.
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Outline of Chapter “Anticipatory LTL Seman-
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LTL on Infinite Words
Semantics
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Examples
Monitorability



UNIVERSITAT zu LUBECK
INSTITUTE FOR SOFTWARE ENGINEERING
AND ppormr MING LANGUAGES

A Y Hegskulen
paVestlandet

Section
LTL on Infinite Words

Semantics
Equivalences and Examples

Chapter 6 “Anticipatory LTL Semantics”
Course “Runtime Verification”
M. Leucker & V. Stolz



Need of LTL on Infinite Words in RV?

Impartiality Say T or L only if you are sure.

Anticipation Say T or 1 once you can be sure.

We want do define impartial LTL semantics:
» Say T if every infinite continuation evaluates to T.
» Say L if every infinite continuation evaluates to .

» Otherwise say 7.

We Need LTL on Infinite Words
» Impartial LTL semantics will be based on infinite
continuations.

> Properties of infinite continuations cannot be expressed
using LTL on finite words.

A Hegskulen
paVestlandet

Runtime
Verification

M. Leucker &
V. Stolz

Targets & Outline

LTL on Infinite
Words
Semantics

Equivalences and Examples

Anticipatory LTL
Semantics: LTL3
Anticipation
Definition

Examples

Monitorable

Properties
(Co-)Safety
Examples

Monitorability



Infinite Words

» An infinite word w is an infinite sequence over the
alphabet ¥ = 24P,

» w can be interpreted as function w : N\{0} — X.

» w can be interpreted as concatenation of many finite
and one infinite words.

Examples (Infinite Words)
Consider the alphabet ¥ = 2AF with AP = {p, ¢}.

» {p}“ denotes the infinite word where every letter is {p}
and can be interpreted as w(i) = {p} for all i > 1.

» 0({g}{p})“ can be interpreted as
0 ifi=1
w(i) =49{q} fi=0 mod?2
{p} else
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Finally and Globally Examples
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Examples (Finally and Globally)

Consider infinite words over the alphabet ¥ = 24P with Jluntime
AP = {p,q}.
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Finally and Globally Examples

Examples (Finally and Globally)

Consider infinite words over the alphabet ¥ = 24P with
AP = {p,q}.

> {p}0{g}0* = Fq.
» {gHat{p, a}H{a})” E Gq.
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Finally and Globally Examples

Examples (Finally and Globally)

Consider infinite words over the alphabet ¥ = 24P with
AP = {p,q}.

> {p}0{q}0” = Fq

> {gHat({p, aH{a})” E Ga.

> (M{pHp,d}0)” E GFq.
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Finally and Globally Examples

Examples (Finally and Globally)

Consider infinite words over the alphabet ¥ = 24P with

={p,q}.

AP

v

v

v

v

{r}0{q}0* = Fq.

{aH{a}({p, aH{a})” E Ga.
(0{pHp,¢}0)” = GFq.
{p}0{aHpr}{p, ¢ {e})* EFGq.
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Parts of Infinite Words

In the formal definition of LTL semantics we denote parts of
a word as follows:

Let w = ajagas ... € ¥ be an infinite word over the
alphabet ¥ = 24P and let i € N with i > 1 be a position in
this word. Then

» w; = a; is the i-th letter of the word,
» w) = ajas...aq; is the prefix of w of length i and
» w' is the subword of w s.t. w = w= Dy,
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LTL Semantics on Infinite Words

A Hegskulen
Definition (LTL Semantics on Infinite Words) O i

Let o, be LTL formulae and let w € ¥“ be an infinite
word. Then the semantics of ¢ with respect to w is

inductively defined as follows: Runtime
Verification
w ): true M. Leucker &
V. Stolz
wEp iff p € wy
. Targets & Outline
w ): -p IfF b g w1 LTL on Infinite
o Words
w ): - QD |ﬂ: w % (P Semantics
) Equivalences and Examples
w ’: SD \/ /l/} IfF w ): SO or w ': 1/} Anticipatory LTL
= Semantics: LTL3
w = A iff w = ¢ and w = ¢
Definition
Examples
Monitorable
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Examples
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LTL Semantics on Infinite Words

Definition (LTL Semantics on Infinite Words)

Let o, be LTL formulae and let w € ¥“ be an infinite
word. Then the semantics of ¢ with respect to w is

inductively defined as follows:
wkEXp
whkEXgp

iff w? = ¢
iff w? = ¢
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LTL Semantics on Infinite Words

Definition (LTL Semantics on Infinite Words)

Let o, be LTL formulae and let w € ¥“ be an infinite
word. Then the semantics of ¢ with respect to w is
inductively defined as follows:

wEeUy iff 3> 1: (w' =1
and Vk,1 <k <i:uw® | )

wkEeRY iff 3> 1: (w' =g
and VE,1 <k <i:wf =)

orVi>1:w' =1
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LTL Semantics on Infinite Words

A Hegskulen
Definition (LTL Semantics on Infinite Words) O i
Let o, be LTL formulae and let w € ¥“ be an infinite
word. Then the semantics of ¢ with respect to w is
inductively defined as follows: Runtime
w ): F(,O iff 3¢ >1: wi ): 2] M-\ll-e§ckler&
. Stolz
w ): G ¥ IfF VZ - liw ): ¢ Targets & Outline
LTL on Infinite
Words

Equivalences and Examples
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Anticipation

Definition

Examples
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Semantic Function for LTL on Infinite
Words

» We defined the LTL semantics on infinite words as

relation w |= ¢ between a word w € ¥“ and a LTL
formula .

» This can be interpreted as semantic function

semy, : ¥ x LTL — Bo,

T fwkEe

semy, (w, ) = [w | o = 1 else.
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Languages Defined by LTL Formulae

The set of models of an LTL formula ¢ defines a language
L(p) C B¢ of infinite words over ¥ = 24 as follows:

L(p)={weX|[wk ¢lo=T}
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Equivalences

Weak Next
Let w € X% be an infinite word.

» w has no last character.

» For every position i > 1 the word w' € ¥ is infinite.

» X and X have the same semantics.

The De Morgan rules, equivalences for G and F and the
fixed point equations for U and R are still valid.
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Finite and Infinite Semantics

Examples (Globally and Finally)

» We know

Kp}({pHa})* EFqlu =T

from
[{pHpHa} EFqla=T.

» We know

Hrt{pHa})” E Gplu = L

from

[{pHrHa} E Gpla= L.
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Finite and Infinite Semantics

Examples (Until)

» We know

Kpt({pHa})* EpUdlo =T

from
[{pHrHae} EPUqla=T.
» We know
[{r}0{a}* EpUqlu =L

from

[{p}0 EpUq]s = L.
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Anticipation

Be Anticipatory

» go for a final verdict (T or L) once you really know
» do not delay the decision

Definition (Anticipation)

Anticipation requires that once every (possibly infinite)
continuation of a finite trace leads to the same verdict, then
the finite trace evaluates to this very same verdict.
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FLTL, is Not Anticipatory

Example (Next Operator)
We have

[{p} E XX false]y = LP

[{p}H{p} = X Xfalse],
= [{p} E Xfalse]y = LP

[{p}p}{p} = X X false]s
— [{p}{p} F X false]s
— [{p} I false]s = L,

but it would be anticipatory to have

[{p} E XXfalse]s = L.
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FLTL, is Not Anticipatory

Example (Globally and Finally Operator)

We have
[w = Gtrue]s = [w [ false R true]y = T? and
[w = F false]s = [w = true U false], = LP

but it would be anticipatory to have

[w = Gtrue]s = T and
[w = F false]s = L.
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Impartial Anticipation

» Define LTL semantics for finite, non-terminated words.

» The set of all infinite continuations of a finite word
contains only infinite words.

» Define semantics for finite words based on semantics of
these infinite continuations.

> If the semantic function yields the same verdict for all
infinite continuations use that verdict.

» Combine TP and P to a common ? for the other cases.
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Anticipatory Three-Valued LTL Semantics

Definition (LTL3; Semantics)

Let ¢ be an LTL formula and let w € ¥* be a finite word.
Then the semantics of ¢ with respect to u is defined as
follows:

T fVvwed: JluwkEpl,=T
[uEelza=¢L fVweX¥: JuwkE¢,=1
7 else.
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Example

Consider ¢ = G(p—F false) and 0{q}{p}0 € ¥* for
> = 2AP and AP = {p, ¢}. We then have

v

v

v

v

[0 = ¢l =?

[0{a} & ¢ls =7
[0{aH{p} = #ls = L
[0{aH{p}0 |= s = L
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Example
M s

Consider ¢ = G(p—F false) and 0{q}{p}0 € ¥* for
> = 2AP and AP = {p, ¢}. We then have

Runtime

O -
> [W){Q} = ‘P]]3 =7 V. Stolz

> [M{gHp} Eels =1L Targets & Outline
> [0{g}H{p}0 = ¢]s =L LTL on nfiie

> [M{aHphu b ol = L forall ue 3 e
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Possible Verdicts of LTL Formulae
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Possible Verdicts of LTL Formulae

Consider a word w € X* for X =

p,q € AP. We then have

v

v

v

v

[wE=pUqgls e{T,?, L}
[wE=pRqls € {T,?, L}
[wE=Fpls e{T,?}
[wE Gpls € {?, 1}

2AP

and propositions
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Possible Verdicts of LTL Formulae

Consider a word w € X* for X =

p,q € AP. We then have

v

v

v

v

v

v

[wEpUqlse{T,?, 1}
[wEPRqs €{T,7, 1}
[w = Fpls € {T, 7}

[wi Gpls € {7, 1}
[wEGFpls=7
[wEFGp]s=7

2AP

and propositions
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Monitorability
When Does Anticipation Help?
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The Good, The Bad and The Ugly

Definition (Good, Bad and Ugly Prefixes)

Given a language L C 3“ of infinite words over ¥ we call a
finite word u € 3*

> a good prefix for L if Yw € 3% : uw € L,
> a bad prefix for L if Vw € ¥ : uw ¢ L and

> an ugly prefix for L if Vv € ¥* : uv is neither a good
prefix nor a bad prefix.
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Examples for Good, Bad and Ugly

Examples (The Good, The Bad and The Ugly)

>

v

v

v

v

{p}q} is a good prefix for L(F q).
{pHq}{p} is a good prefix for L(F q).
{p}{q} is a bad prefix for L(Gp).

every w € ¥* is an ugly prefix for L(GF p).
{p} is an ugly prefix for L(p — GF p).
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LTL; indentifies good/bad prefixes

Given an LTL formula ¢ and a finite word u € ¥*, then

T if uis a good prefix for L(¢p)
[ul=¢ls =< L ifuisabad prefix for £L()
?  otherwise
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The Idea of Saftey and Co-Safety

Safety Properties assert that nothing bad happens.
Such a property is violated iff something bad
happens after finitely many steps.

(— A bad prefix exists.)

Co-Safety Properties assert that something good happens.

Such a property is fulfilled iff something good
happens after finitely many steps.
(— A good prefix exists.)
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(Co-)Safety Languages and Properties

Definition ((Co-)Safety Languages)
A language L C >* is called

> a safety language if for all w & L there is a prefix
u € X* of w which is a bad prefix for L.

> a co-safety language if for all w € L there is a prefix
u € X* of w which is a good prefix for L.

Definition ((Co-)Safety Properties)
An LTL formula ¢ is called

> a safety property if its set of models L(y) is a safety
language.

> a co-safety property if its set of models L(y) is a
co-safety language.
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Examples

Consider propositions p,q € AP.

Formula

Safety Co-Safety
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Examples

Consider propositions p,q € AP.

Formula Safety
Gp v
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Examples

Consider propositions p,q € AP.

Formula

Safety Co-Safety

4
b 4

X
4
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Examples

Consider propositions p,q € AP.

Formula

Safety Co-Safety

v
X
v

X
4
v
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Examples

Consider propositions p,q € AP.

Formula

Safety Co-Safety

v

b 4
4
b 4

x N N\ %
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Examples

Consider propositions p,q € AP.

Formula

Safety Co-Safety

v

b 4
4
b 4
b 4

X X NN %
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Examples

Formula

Consider propositions p,q € AP.

Safety Co-Safety

X X X \ x <

x X X Q% X%
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Examples
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Examples

Formula

Consider propositions p,q € AP.

Safety Co-Safety

N XXX XS XS

X Q%X X XN X%
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Details on The Examples

pU q is not a safety property, because

{p}* FEpUgq, but
there is no bad prefix.

pUq is a co-safety property, because
every infinite word w € ¥* with w = pUygq

must contain the releasing ¢ in a finite prefix.

pR q is not a co-safety property, because

{a}* EpRyq, but
there is no good prefix.

pR q is a safety property, because
every infinite word w € ¥* with w = pR g

must contain the violating absence of ¢ in a finite prefix.
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Monitorability

Definition (Monitorable Languages)

A language L C ¥ is called monitorable iff L has no ugly
prefix.

Definition (Monitorable Properties)

An LTL formula ¢ is called monitorable iff its set of models
L() is monitorable.
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Monitorable Properties
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Monitorable Properties
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Monitorable Properties
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Monitorable Properties

Safety Properties

Co-Safety Properties
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Monitorable Properties

Safety Properties

Co-Safety Properties

Remark

Safety and Co-Safety Properties are monitorable.
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Safety- and Co-Safety-Properties

Theorem
The class of monitorable properties

» comprises safety- and co-safety properties, but
> s strictly larger than their union.

A Hegskulen
paVestlandet

Runtime
Verification

M. Leucker &
V. Stolz

Targets & Outline

LTL on Infinite
Words
Semantics

Equivalences and Examples

Anticipatory LTL
Semantics: LTL3
Anticipation

Definition

Examples

Monitorable

Properties
(Co-)Safety
Examples

Monitorability



Safety- and Co-Safety-Properties

Proof.

Consider AP = {p,q,r} and o = ((pVq) Ur)V Gp.

» {p}* E ¢ without good prefix,
therefore ¢ is not a co-safety property.

» {q}* F~ ¢ without bad prefix,
therefore ¢ is not a safety property.

» Every finite word u € ¥* that is not a bad prefix
can become a good prefix by appending {r}.

> Every finite word u € ¥* that is not a good prefix
can become a bad prefix by appending 0.

> No ugly prefix exists as every prefix
is either good, bad or can become good or bad
by appending {r} or 0.
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Safety- and Co-Safety-Properties

Proof by Another Counterexample.

Consider AP = {p,q} and ¢ =FpV Ggq.

» {q}* = ¢ without good prefix,
therefore ¢ is not a co-safety property.

» (% F£ ¢ without bad prefix,
therefore ¢ is not a safety property.

» Every finite word u € ¥* that is not a bad prefix
can become a good prefix by appending {p}.

> No ugly prefix exists as every prefix
is either bad or can become good by appending {p}.

Ol
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Conclusion

1. In the semantics for LTL on infinite words there is no
difference between X and X.

2. The semantics LTLg for finite, non-terminated words is
defined based on the LTL semantics for infinite words
on the lattice B3 = {T,7, L}.

3. FLTLy is not anticipatory, LTLj is.

4. Jw = ¢]3 is T for all good prefixes of L(p), L for all
bad prefixes of L(¢) and ? for all ugly prefixes of L(¢p).
5. The class of monitorable properties comprises safety-

and co-safety properties, but is strictly larger than their
union.
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AY Hegskulen
paVestlandet

Chapter 7

Learning Targets of Chapter “LTL with a Predic-
tive Semantics”.

1. Understand how the underlying program to monitor
could be taken into account.

2. Understand how to build a corresponding monitor
synthesis procedure.
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Outline of Chapter “LTL with a Predictive Se-
mantics’.

Predictive Semantics
Motivation
Definition

Monitoring LTL}
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Fusing model checking and runtime
verification
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Recall anticipatory LTL semantics
M ke

The truth value of a LTL3 formula ¢ with respect to wu,
denoted by [u = ¢], is an element of B3 defined by Runtime

Verification
M. Leucker &
T ifVoeX¥:uo ko V. Stolz
[[u ’: 30]] = 1 ifVoeX¥:uo bé %) Targets & Outline

7?7 otherwise. Predictive

Semantics
Motivation

Definition

Monitoring
LTL}

Conclusion
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Applied to the Empty Word

Empty word ¢

[eEelp=T
iff VoeX¥“witheoceP:eo=yp
iff L(P)=¢

RV more difficult than MC?

Then runtime verification implicitly answers model checking
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Abstraction

An over-abstraction or and over-approximation of a program
P is a program P such that L(P) C L(P) C X¥.
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Predictive Semantics

Definition (Predictive Semantics of LTL)

Let P be a program and let P be an over-approximation of
P. Let u € X* denote a finite trace. The truth value of u
and an LTL fon_'mula © with respect to P, denoted by
[ulE@ls e By ={L,T,? i} and defined as follows:
Tif we, LP)AVw e I¥
uw € LP) = [uw E @lo =T
Lif uey, LP)AVw e ¥ :
[u = plps = uw € 5(75) = [uw E ¢]w :AJ_
7if Jw,w € X¥ :uw,uw’ € L(P) A
[uw = @lo =T A Juw' = ¢llo = L
Pif ud, L(P)

We use LTL] to indicate LTL with predictive semantics.
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Properties of Predictive Semantics

Remark \, Hegskulen

paVestlandet
Let P be an over-approximation of a program P over 3,
u € X*, and p € LTL.

» Model checking is more precise than RV with the Runtime
predictive semantics: Mve:f'ca:"’"&
PEo implies [uE=]se{T,?} V. Stolz
» RV has no false negatives: Targets & Outline
[[u ): SO]]ﬁ = |mp|leS P I}& %) Predictive
Semantics
» The predictive semantics of an LTL formula is more Motivation
precise than LTL3: M::i:ﬁng
[ulE @]z =T implies [ufE@]ls=T LTLY
[u =]z =1 implies [up @]s= 1 Conclusion

The reverse directions are in general not true.

7-10
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Conclusion

1. LTLY only considers extensions of the current word
leading to executions of an over-abstraction P of the
underlying program P.

2. We introduced the new value ; of the output alphabet
indicating that the current execution has left the
over-abstraction.

3. The use of an over-abstraction is the tradeoff between
model checking and runtime verification as the use of
the program P itself would implicitly solve the model
checking problem.
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Chapter 8

Learning Targets of Chapter “Runtime Verifica-
tion Summary”,

1. Understand that FLTL, FLTL4 and LTL on infinite
words share a very similar semantics.

2. Understand that LTL3 and LTL] are defined with
respect to existing semantics.

3. Understand the difference of propositions and events.
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LTL Semantics

We know the following LTL semantics
FLTL LTL on finite, completed words
FLTLy4 impartial LTL on finite, non-completed words
LTL LTL on infinite words

LTL;3 anticipatory LTL on finite, non-completed
words

LTLf anticipatory LTL on finite, non-completed
words with respect to an over-abstraction of a
program P

» FLTL, FLTL4 and LTL have very similar semantics
with a big common part

» LTL3 and LTL} are defined based on LTL
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The Common Parts of LTL Semantics
Let AP be a finite set of atomic propositions, & = 24P,

p € AP, ¢,9 LTL formulae, and w € X*° a (finite or

infinite) word. The the common part of the LTL semantics

FLTL, FLTL4 and LTL (indicated by £) of an LTL formula

with respect to w is inductively defined as follows:
Boolean Constants

[w E true]e = T
[w = false]e = L

Boolean Combinations

[w = —¢le =[w E ¢]e
[wEeVYe=[wkEeleU[wEY]e
[w = eAP]e=[wk e N[w E=Y]e
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The Common Parts of LTL Semantics
Let AP be a finite set of atomic propositions, & = 24P,

p € AP, ¢,9 LTL formulae, and w € X*° a (finite or

infinite) word. The the common part of the LTL semantics

FLTL, FLTL4 and LTL (indicated by £) of an LTL formula

with respect to w is inductively defined as follows:

Atomic Propositions

T ifpew
1 ifp¢w1

[w ):p]]£={

Local Temporal Operators

[w = X ¢]¢ = defined dependent of £ later
[w = X @] e = defined dependent of £ later
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The Common Parts of LTL Semantics
Let AP be a finite set of atomic propositions, & = 24P,

p € AP, ¢,9 LTL formulae, and w € X*° a (finite or

infinite) word. The the common part of the LTL semantics

FLTL, FLTL4 and LTL (indicated by £) of an LTL formula

with respect to w is inductively defined as follows:
Fixed Point Operators
Tif3,1<i<|w:([w=¢le=T

[wEeUy]e = and Ve, 1 <k <i:[uwfl=¢le=T)
defined dependent of £ later else

[wEeRYle = [wE-pU-9Y]e
[wEF@le =[wE trueUgp]e
[w EGele =[w EfalseR p]e
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LTL on Finite, Terminated Words
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FLTL: LTL on Finite, Completed Words

Let ¢ be an LTL formual. We then define the semantics of
FLTL by extending the common LTL semantics of an LTL
formula with respect to w € ¥* as follows:

Local Temporal Operators

[w? = ¢]a if lw] > 1

lw =Xl = 1 else
else
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FLTL: LTL on Finite, Completed Words

Let ¢ be an LTL formual. We then define the semantics of
FLTL by extending the common LTL semantics of an LTL
formula with respect to w € ¥* as follows:

Fixed Point Operator Until

Tif 3,1 <i<|w:([wE¢la=T
[wEeUY]e = and Vk,1 <k <i:[wf = gla=T)
1 else
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Monitor Function For FLTL

The function
evlFLTL : ¥ x LTL — B,

takes a finite completed word w € X' and
an LTL formula ¢ and

returns Jw = @]s.

evlFLTL evaluates recursively
» boolean constants, combinations and atomic
propisitions directly,
> the next operator by omitting the first letter of the word
and

» the fixed point operators using their fixed point
equations.

A Hegskulen
paVestlandet

Runtime
Verification

M. Leucker &
V. Stolz

Targets & Outline

Impartial RV
Common LTL Semantics

RV on Finite, Terminated
Executions

Impartial RV on Finite,

Non-Terminated Words
Anticipatory RV

LTL on Infinite Words

Anticipatory RV on Finite,

Non-Terminated Words
Other LTL
Semantics

Events vs. Propositions

Further Topics

Conclusion



FLTL4: LTL on Finite, Non-Completed
Words
K A
Let ¢ be an LTL formual. We then define the semantics of

FLTL4 by extending the common LTL semantics of an LTL
formula with respect to w € ¥* as follows:

Runtime
Verification
M. Leucker &
Local Temporal Operators V. Stolz
9 i Targets & Outline
IIw ): X ]] _ [[’U) ’: SD]]Z’L If |w| > 1 Impartial RV
SD 4 - J_p I Common LTL Semantics
e Se RV on Finite, Terminated
Executions
- [w? = ¢la if jw] > 1 o
II’LU ): 90]]4 — D Anticipatory RV
T else
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FLTL4: LTL on Finite, Non-Completed

Words

Let ¢ be an LTL formual. We then define the semantics of
FLTL4 by extending the common LTL semantics of an LTL

formula with respect to w € ¥* as follows:

Fixed Point Operator Until

[v F o Uvls
= U

1<i< wl

[w' = vlan [ v kol

1<j5<e

u(1rn [ ' = el

1<i< wl
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Monitor Function for FLTL,

The function
evlFLTL, : ¥ x LTL — B4 x LTL

takes a letter a € 3 of a finite non-completed word and
an LTL formula ¢ and
returns [a = )4 and a new LTL formula ¢'.

evlFLTL,
» is based on the ideas of evIFLTL, but

» performs (not recursive) formula rewriting (progression)
and

» can be used as transition function of an AMM.
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Monitor For FLTL;,

The monitor AMM M, = (3,Q, qo, ", 0) of the LTL
formula ¢ consists of

the input alphabet ¥ = 24P,

> the states () containing all subformulae of ¢,

v

> the initial state g9 = ¢,
» the output alphabet I' = By = {1, P, TP, T} and

» the transition function § = evlFLTL,,
where boolean combinations are interpreted over

BH(Q).

Such an AMM can be translated into an MM using
conjunctive or disjunctive normal forms as new states.
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LTL: LTL on Infinite Words

Let ¢ be an LTL formual. We then define the semantics
LTL by extending the common LTL semantics of an LTL
formula with respect to w € > as follows:

Local Temporal Operators

[w E X¢lo = [w EXelo = [v* F ¢l
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LTL: LTL on Infinite Words

Let ¢ be an LTL formual. We then define the semantics N ficnei
LTL by extending the common LTL semantics of an LTL
formula with respect to w € > as follows:

Runtime
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Monitor For LTL

The monitor ABA A¥ = (X, Q, qo, 9, F') of the LTL formula
 consists of

>

>

>

the input alphabet ¥ = 24F,
the states () containing all subformulae of ¢,
the initial state qp = ¢,

the transition function ¢,
that performs progression like evIFLTL,, and

the set F' of accepting states,
that contains all subformulae searching a greatest
fixpoint.

Such an ABA can be translated into an BA using a power
set construction where every state consists of two sets of
states: All states from paths where we already saw an
accepting states and states from paths where we still need to
see an accepting state.
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LTL3: LTL on Finite, Non-Completed
Words

Let ¢ be an LTL formual. We then define the semantics
LTL3 of an LTL formula with respect to w € ¥* based on
the LTL semantics as follows:

T ifVoeX¥ : JwolEplo=T
[uEels=4L ifVoeX¥: [woE¢l,=L1
7 else.
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Monitor For LTL;

The monitor FSM M, = A? x A% of the LTL formula ¢
consists of

» the DFA A% computed from the LTL monitor
AP = (3,Q%,p,0%, F¥) via the emptiness per state
function,
» the DFA A% computed from the LTL monitor
A7 =(X,Q7%, —p,0 ¢ F%) via the emptiness per
state function and
> the labeling function X : Q — B3 that prints
» Tif .4“" is in a rejecting state
» | if A7¥ isin a rejecting state
» 7 if both are in accepting states.
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LTLY: Predictive LTL on Finite,
Non-Completed Words

Let ¢ be an LTL formual and P a program. We then define

the semantics LTLY of an LTL formula with respect to

w € ¥* and and an over-approximation P of P based on the

LTL semantics as follows:

[uF=¢lp =

Tif

Lif

u €y L(P) AVw € 2

ww € L(P) = [uw = ¢, =T

u €, L(P) AVw e B¢ :

uw € L(P) = [uw = @], = L
Fw,w' € B¢ : uw, uw’ € L(P) A
[ew = ¢lo =T A fuw’ = ¢l = L
u o L(P)
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LTL With Propositions

So far we always used
» a set AP of atomic propositions and

» an alphabet ¥ = 24P,

An LTL formula consisting of an atomic proposition p € AP
gets evaluated with respect to a word w € 3 as follows:

T ifpewu

[wEple = L ifpduw
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LTL With Events

We now consider
» a set EV of events and
» an alphabet X = EV.

An LTL formula consisting of an event e € EV then gets
evaluated with respect to a word w € ¥*° as follows:

T ife=w

lw=ele = 1L ifeu
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Propositions vs. Events

Propositions

» A state consist of
a set of propisitions.
> A word w € (2AT)% is
a sequence of states.
» The formula pAgq
requires that p and ¢
hold in the current

state and therefore
can be fulfilled.

Events

» A state consist of
one event.

» A word w e (EV)¥ is
a sequence of events.

» The formula pAgq
requires that the current
state is p and ¢

and therefore cannot
be fulfilled for p # ¢!
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LTL With Past

Sometimes it makes things easier to look back

Consider the property “Every alarm is due to a fault”
expressed in LTL as follows:

fault R(—alarm V fault)

Using the past operator once (finally in past) O this can be
expressed more intuitive as follows:

G(alarm — O fault)

» Monitor Generation for LTL with past uses two-way
automata.

» LTL with past is kind of syntactic sugar as it is not
more expressive than future LTL.
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Regular LTL

Adding the Power of Regular Expressions to the Elegance of LTL

Consider the property “p holds in every other state” for a
proposition p € AP expressed as language as follows:

(Xo{p})”

» LTL can express exactly the star-free languages.

» This property cannot be expressed in LTL.

The property “p holds in every other state” for an RLTL
formula ¢ can be expressed as

Pl(ZoX))0

using the ternary weak power operator e|e)e with a delay of
two states expressed as language X o 3.
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Parameterized LTL

Consider the LTL formula G(close - X G(—write)) that
prohibits writing to the closed resource.

Such formula would fail on an execution with two (or more)
resources c1 and c2:

open (cl); open(c2);
write (c2);

close (c2);
write(cl); // fail
close (cl);

We could solve this problem by allowing free variables in LTL
formulas. For example G(close(c) —» X G(—write(c))) is
parametric in c.
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LTL With Modulo Constraints

Consider a set VAR of integer variables. We then define
LTL semantics with respect to infinite sequences of
valuations for VAR taking their values in Z/nZ.

Example

¢:=GXz=1x)

requires that z € VAR evaluates in every state to the same
value as in the next state (in all states).

Models of such LTL formulas are words w € (Z/nZ)*:

(12)* |= o,

because z is always 12.

> (12;13)% [~ ¢,
because x alternates between 12 and 13.
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Conclusion

1. FLTL, FLTL,4 and LTL share common semantics for
boolean constants, boolean combinations, atomic
propositions and fixed point operators defined using
dualization or simplification.

2. We only need to define the semantics of next, weak
next and until to specify the semantics of FLTL,
FLTL4 and LTL using the common semantics.

3. LTL3 and LTL} are defined based on LTL.
4. Sometimes it make sense to define LTL semantics using
events as states instead of sets of propositions.

5. There are very many extensions of LTL and runtime
verification not covered (and many not even mentioned)
in this course.
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