
3 a) Understanding 
I: Assume the task solver software is considered for use in emergency situations and that you 
are hired to conduct a security risk analysis on behalf of the authorities. What would you 
identify as the most important assets? Identify at least two and motivate your answer.
a) availability of emergency services – it should possible to contact services in a case of emergency, 
otherwise they are useless and no better than any other services we use on daily bases;
b) health and safety of rescue services crews – in case of emergency the survival of rescue services 
crews is an important task in order to enable further rescue operations when it becomes possible.

II: Assume the emergency situation is an avalanche in the Norwegian mountains. Describe a  
(a) non-human threat, and  
(b) an accidental human threat  
with respect to the task solver software and from the perspective of the authorities. Explain 
your answer. 
a) lack of coverage – the task solver can be unavailable since an area is not covered and there is no 
chance to contact required services.
b) many users use their phones at the same time – the service may become unavailable if it does not 
have ability to balance incoming requests

III. Assume you have drawn a threat diagram for this emergency situation. With respect to 
STAIRS, would the traces corresponding to the threat diagram be positive, negative, 
inconclusive, or a combination? Explain your answer.
The traces corresponding to the threat diagram may be represented as positive or a combination of 
positive and inconclusive traces, but not negative once. The semantic of the negation in STAIRS 
assumes that traces, which are described as negative, should not exist in a system, i.e. should not be 
presented in the final implementation. The threat diagram describes the set of scenarios, which can 
happen in the system, it implies that the scenarios are present in the “final implementation”, thus the 
threat diagram should be represented as positive or inconclusive traces.

3 b) Risk modeling 
I: Forget about the emergency situations. Assume instead that you are invited to become a 
member of a community. Hence, with respect to Figure 1, assume you are u2 or u3. Assume 
you are invited by u1 and are concerned that you may be victim of a scam. 
Describe at least 
(A) one asset, 
(B) one deliberate threat,  
(C) two threat scenarios, 
(D) two vulnerabilities, 
(E) two unwanted incidents 
with respect to this situation on behalf of yourself. 
(A) my privacy
(B) u1
(C) side channel leakage, u1-initiated scam
(D) non-encrypted communication, lack of authentication
(E) leakage of information,  u1 gets access to information



II: Draw a threat diagram without likelihoods capturing this situation involving all the 
vertices described in I (A)-(E) above.

III: Assign likelihoods (i.e. frequencies/probabilities [different from 1.0]) to all relations and 
vertices so that the diagram is consistent under the assumption that the diagram is complete


