
3 a) Understanding 
I: Identify two further assets for the same client that both may be harmed by the two unwanted incidents 
specified in the threat diagram of Figure 4. Explain your answer. 
a) Reputation of service provider – reputation of the service provider can be seriously damaged if 
personally identifiable information leaks
b)  Market share – clients can refuse to conduct payments through the service provider if they know 
that card details can leak to a third party.

II: How many risks are described by the threat diagram in Figure 4.
2

III: There are basically three ways to cure a security problem: (a) Remove it; (b) Reduce its likelihood 
without removing it; (c) Reduce its impact without removing it. Give realistic examples of all three with 
respect to Figure 4 and explain how you would annotate the diagram in Figure 4 with these treatments (at 
what diagram element should the treatment line point). 
a) Outsource Customer DB (points at "Hacker obtains access to customer DB")
b) Improve access control (points at "Insufficient access control")
c) Improve accountability so that we can determine exactly what is stolen and when (points at arrow 
between unwanted incident and asset)

3 b) Reasoning 
I: Annotate the initiate-relation, the leads-to relations, the threat scenarios and unwanted incidents with 
quantitative frequencies and/or probabilities such that the diagram is consistent under the assumption that 
it is complete.



II: Annotate the initiate-relation, the leads-to relations, the threat scenarios and unwanted incidents 
with quantitative frequencies and/or probabilities such that the diagram is inconsistent under the 
assumption that it is incomplete.

III: In practice is it often necessary to aggregate risks. Assume you are given probabilities and 
consequences for the two unwanted incidents in Figure 4 and are asked to use these to determine the risk of  
the aggregated incident “Payment card data leaks to third party OR Personally identifiable information 
leaks to third party”. 
(A) What would be the problem(s)? 
(B) What answer(s) can you give? 
(A) These two unwanted incidents are not statically independent.
(B) If we assume that “Payment card...” and “Personally identifiable...”, than the likelihood of the 
aggregated incident to happen is p1 + p2 – p1*p2 (where p1 and p2 are the likelihoods of “Payment 
card...” and “Personally identifiable...” accordingly). But “Payment card...” and “Personally 
identifiable...” are not statically independent, thus the likelihood of the aggregated incident should be 
lower than  p1 + p2 – p1*p2, but higher than max of p1 and p2. 
Another solution would be to redraw the diagram with fine granularity in such a way that we can apply 
the rules of CORAS directly.


