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Remotely observing and controlling a cabin 
The context for this exam is that of remotely observing and controlling a house or a cabin. 
This is becoming increasingly common for security and energy efficiency reasons. 
 
The cabin in the exam is controlled via SMSes to and from a hub which in turn 
communicates with the cabin through SMSes. The challenge is that the cabin is in an area 
with unstable GSM coverage which means sometimes the SMS is lost due to no coverage. In 
a situation where a message is lost when sent to the cabin, the telecom operator will keep 
trying regularly to reach the cabin and deliver the SMS for 3 days. 
 
In our example here we have a scenario where the cabin has means to observe whether the 
main electrical power is working, if the system backup battery has enough electricity and 
what the temperature is. Furthermore, the user can switch the heating on or off. 
 

1 Modeling (35%) 

a	Variability	Modeling	
Model in a CVL-diagram the cabin product line defined in natural language in the next 
paragraph. 
 
A cabin must have sensors, may issue warning, and may be controlled. The sensors include 
up to 5 movement sensors and optionally a thermometer. The warning possibilities are that 
the temperature is too low, the battery is fading and that there is a main power outage. 
Clearly, you would need to have a thermometer to be able to warn about low temperature. 



The controls include from one to three heating zones, each of which can be set to on or off. 
Furthermore, the controls may optionally control an alarm which can be either on or off. 

b	Sequence	Diagrams	
The sequence diagram in Figure 1 shows a scenario with a cabin. The lost messages are 
modeled by sending to the lifeline lost_in_space. 
 

 
Figure 1 The cabin scenario 
 
In Figure 2 we show the internal composite structure of the Cabin. 



 
Figure 2 The Cabin composite structure 
 
Model the decomposition MyCabinInterior of the c lifeline. 

c	State	Machine	
Assume that u is the only User of the hub. 
Model the behavior of ControlHub as a state machine to be consistent with Figure 1. 
Please use timers that have the operations set and stop and may expire by returning an expire 
signal. Make sure to explain in plain text any special notation or assumptions that you may 
apply. For sending messages use the notation send signal parameter to part. We must use 
addressing to parts here since we have not defined ports in the given diagrams. 
 

2 Refinement (35%) 
The traces corresponding to Figure 1 may be classified into positive, inconclusive and 
negative. 
 

a) What is the first event (or events) in the sequence diagram in Figure 1? Explain your 
answer. 

b) What is the last even (or events) in the sequence diagram in Figure 1? Explain your 
answer. 

c) How many negative traces are described the sequence diagram in Figure 1? Explain 
your answer. 

d) Describe one inconclusive trace with respect to the sequence diagram in Figure 1 
whose length is greater than zero? Explain your answer. 

e) How would you modify the sequence diagram in Figure 1 into a sequence diagram 
MyCabineScenario1 such that the modified diagram MyCabineScenario1 is a pure 
supplementing of the sequence diagram in Figure 1? Explain your answer. 

f) Replace the seq-operator in the sequence diagram in Figure 1 with the alt-operator. 
We refer to the resulting sequence diagram as MyCabineScenario2. What is the length 
of the shortest positive trace in MyCabineScenario2? Explain your answer. 

g) Replace the seq-operator in the sequence diagram in Figure 1 with the xalt-operator. 
We refer to the resulting sequence diagram as MyCabineScenario3. Is 



MyCabineScenario2 a general refinement of MyCabineScenario3? Explain your 
answer. 

3 Security Risk Analysis (30%) 
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Figure 3 CORAS Threat Diagram 
 
Consider the CORAS threat diagram in Figure 3. 
 

 
a) Extend the threat diagram above into a full threat diagram with threats, 

vulnerabilities, unwanted incidents and assets in such a way that it represents at least 
one risk, namely Server goes down. 

b) Assume that the two threat scenarios Servers infected by malicious code and 
Malicious code traffic jams network are separate. What is the frequency of the threat 
scenario Servers malfunctioning under the assumption that the threat diagram is 
complete? Explain your answer. 

c) Assume that the two threat scenarios Servers infected by malicious code and 
Malicious code traffic jams network are separate. If the threat diagram is not 
complete, what can we then say about the frequency of Servers malfunctioning? 
Explain your answer. 

d) Assume now that we do not know whether Servers infected by malicious code and 
Malicious code traffic jams network are separate. If the diagram is complete, what can 
we then say about the frequency of Servers malfunctioning? Explain your answer. 

e) It is often a problem in practice that we do not know whether two threat scenarios are 
separate. We then have to redraw the diagram. Explain how the diagram above can be 
redrawn into a threat diagram where the two threat scenarios to the left that may or 
may not be separate, are replaced by three threat scenarios that are separate. 

 


