
In what way is “Security” related to

 Safety (Trygghet)
 Reliability (Funksjonsstabilitet)
 Dependability (Pålitelighet)
 Maintainability (Vedlikeholdbarhet)
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Security
security

integrity availability accountabilityconfidentiality

Only 
authorised 
actors have 
access to 
information

Only authorised 
actors can 
change, create 
or delete 
information

Authorised 
actors have
access to
information 
they need when
they need it

It is possible 
to audit the 
sequence of 
events in 
the system
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Dependability
Dependability

Safety Security MaintainabilityReliability

Continuity of 
correct service

Absence of 
catastrophic 
consequences 
on the users and 
the environment 

Preservation of 
confidentiality, 
integrity, 
availability 
and accountability
of information

Ability to undergo
repairs and 
modifications
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In what way is “Security” related to

 Data Protection (Personvern)
 Privacy (Privatlivets fred)
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Data protection and Privacy

 Data Protection: safeguards for individuals 
relating to personal data stored on a 
computer
 Privacy: the state of being free from 

intrusion or disturbance in one's private life 
or affairs
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Personvern (Norwegian)
Personvern er sikkerhet for personopplysninger mht
 det integritetsfokuserte personvern 

(privatlivets fred) – alle skal ha et personlig 
mentalt rom hvor man kan være trygg og i fred fra
andre

 det maktfokuserte personvern – ingen grupper
eller enkeltpersoner skal kunne inneha makt over 
enkeltpersoner eller grupper i samfunnet

 det beslutningsfokuserte personvern – alle
beslutninger som angår en enkeltperson skal være
basert på korrekte og relevante opplysninger om
enkeltpersonen
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In what way is “Security” related to

 Trustworthy (Tillitsverdig)
 Trust (Tillit)
 Public Key Infrastructure (PKI)

CORAS 7



Trust is more than dependability

“although businesses and consumers may 
consider underlying systems to be completely 
dependable in the traditional sense, they may 
not trust these systems with their business or 
personal interests unless there is a suitable 
legal framework they can fall back on, should 
problems arise”

Jones et al, 2000
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Trust

 Trust is a relationship between two entities
 Trustor (the trusting party)
 Trustee (the trusted party)

 Trust (or, symmetrically, distrust) is the 
subjective probability with which the trustor 
expects that the trustee performs a given 
action on which its welfare depends



Trust versus Risk
 In case the trustee performs as expected it may 

have a positive effect on the welfare of the trustor, 
otherwise it may have a negative effect

 The positive and negative outcomes corresponds 
to opportunity and risk 

 There is always a possibility of deception or 
betrayal, which means that there is an inevitable 
relation between trust and risk

 Trust is always related to opportunity; the trustor
may be willing to accept the risk considering the 
involved opportunities
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Trustworthiness
 Trust (or, symmetrically, distrust) is the subjective

probability by which the trustor expects that the 
trustee performs a given action on which its 
welfare depends

 Trustworthiness is the objective (or factual) 
probability by which the trustee performs a given 
action on which the welfare of the trustor depends

 Well-founded trust: The trustor knows the 
trustworthiness of the trustee, i.e. trust = 
trustworthiness



Public-Key Infrastructure (PKI)

A public-key infrastructure is a set of 
hardware, software, people, policies, and 
procedures needed to create, manage, 
distribute, use, store, and revoke digital 
certificates.
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In what way is “Security” related to

 Authentication (Autentisering)
 Authorization (Autorisering)
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Authentication

The process of determining whether 
someone or something is, in fact, who or 
what it is declared to be
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Authorization

The process of giving someone permission 
to do or have something
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