
Risk Analysis 
Consider the threat diagram in Figure 1. 

 
Figure 1 Threat diagram 

1) Understanding 
a: How many risks are described by the threat diagram in 1. Explain your answer. 
Risks are illustrated as unwanted incident in a threat diagram, so there are two: Health records theft and 
Compromise of confidentiality of data transmitted. 
 
b: How would you represent Hacker in a sequence diagram matching the diagram in Figure 1. Explain your 
answer. 
A Hacker is someone who performs actions, and will therefor be represented as a lifeline in a sequence diagram. 
 
c: How would you represent Health records in a sequence diagram matching the diagram in Figure 1. Explain 
your answer. 
Health records can be represented as either a lifeline, or as a variable to the system. As a lifeline if we think of it 
as something similar to a database, and as a variable if it is stored internally in the system, and only passes in 
messages as parameters. 
 
d: How would you represent Health records theft in a sequence diagram matching the diagram in Figure 1. 
Explain your answer. 
Health records theft is an action that is being performed. It will therefor be represented as an event. 
 
e: How would you represent System break-in in a sequence diagram matching the diagram in Figure 1. Explain 
your answer. 
System break-in is a scenario that will include several events. It would therefor be represented as a sequence 
diagram. It would be a sub-diagram from the diagram in Figure 1. 
 
 



2) Reasoning 
a: Annotate the initiate-relations, leads-to relations, the threat scenarios and the unwanted incidents with exact 
frequencies such that the diagram is consistent under the assumption that it is complete. Explain your answer. 

 
The first threat scenario gets the same likelihood as the arrow to it. The first unwanted incident gets: 
1:10y*0.5=0.5:10y. 
The second threat scenario also gets the likelihood from the arrow to it. The second unwanted incident gets: 
1:10y*1.0=1:10y. This diagram is consistent under the assumption that it is complete. 
 
b: Give an example of a threat scenario that is separate from the threat scenario Eavesdropping on dedicated 
connection. How would you modify this so that it is not separate from Eavesdropping on dedicated Explain your 
answer. 
 
“Two scenarios/incidents e1 and e2 are separate if they do not overlap in content. That e1 and e2 do not overlap in 
content means that no possible instance of the one can be an instance of the other.  
 
System break-in and not eavesdropping on dedicated connection is separate from Eavesdropping on dedicated 
connection. 
 
System break-in is not separate from Eavesdropping on dedicated connection. 
 
 
c: Characterize what it means for the diagram in Figure 1 to be consistent if we use intervals instead of exact 
frequencies? Explain your answer.  
Given a diagram A with frequency intervals. The diagram A is consistent if there is a consistent diagram A’ that 
can be obtained from A by replacing assigned intervals in A with exact frequencies within the intervals in A. 
 
d: Annotate the initiate-relations, the leads-to relations, the threat scenarios and the unwanted 
incidents in Figure 1 with frequency intervals in such a way that it is consistent if it is 
complete. Explain your answer. 
 
 



 
 
 
 
 

Figure 2 – exercise d 
The diagram is consistent under the assumption that it is complete given that the interval sometimes contains a 
frequency that yields a frequency in rarely when multiplied with 0.5. 
 
e: Annotate the initiate-relations, the leads-to relations, the threat scenarios and the unwanted 
incidents in Figure 1 with frequency intervals in such a way that the diagram becomes 
inconsistent. Explain your answer. 
In Figure 3 by assigning seldom to the initiate connector (which leads to the first threat scenario “System break-
in”), we break the initiate rule given that every frequency in seldom is greater than every frequency in rarely. 

 
  

Figure 3 – exercise e 


