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kr y p te r in g sn ø k ke l:Da ta s o m b r u ke s f o r å kr y p te r e o g d e kr y p t e r e m e l d in g e r
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�

Me ge t e n ke l kr y p te r i n g s a l g o r i tm e :B y t tu t hv e r b o k s t av m e d e n b o k s t av t r e p l a s se r le n ge r u t i a l f a be te t. ( Ve ds lu t te n av a l f a be te t, “w r a p a r ou n d ” . )E k se m pe l : DIGITAL REPRESENTASJON ER ET KULT FAG

GLJLWDO UHSUHVHQWDVMRQ HU HW NXOW IDJ

�

Me ge t e n ke l de kr y p te r i n g s a l g o r i tm e :B y t tu t hv e r b o k s t av m e d b o k s t av e n tr e p l a s se r t i d l i ge r e i a l f a be te t.

�

Cæ s a r s k o de e r e t e k se m pe l p å

� substitusjonsprinsippet

m e d

syklisk permutasjon.

� monoalfabetisk substitusjon – s a m m e n ø k ke l b r u ke s f o r a l lem e l d i n ge ne ( b o k s t av e ne ) .

� symmetrisk kryptering – s a m m e n ø k ke l b r u ke s b å de f o r kr y p te r i n g o gde kr y p te r i n g .
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�

Me r ge ne re l l k r y p te r i n g s a l g o r i tm e :B y t tu t hv e r b o k s t av m e d e n b o k s t av k p l a s se r le n ge ru t i a l f a be te t.
�

Ve r d ie n av k e r n ø k ke l e n .

�

H v o r d a n b r y te k o de n n å r n ø k ke le n e ru k je n t ?
�

” B ru te f o r ce ” :P r øv a l le N m u l i g he te r f o r k, de r N e r a n t a l l te g n i a l f a be te t, o g sehv i l ke n f o r s k yv n i n g s o m g i r e t f o r s t åe l i g re su l t a t. ( ” Ex h au s t i v e se a r c ho f t he ke y s p a ce ” . )
�

F re kv e n s a n a l y se :L a g e t h i s t o g r a m f o r te g ne ne ide n k r y p te r te m e l d i n ge n .( H y p p i g s te b o k s t av e r i n o r s k :e r n t s i a d g l o )
0

1

2

3

4

5

6

D G H I J L M N O Q R S U V W X

INF1040-kryptering-7© Institutt for informatikk – 14. november 2007 

s e o g s å h t tp : / / e n. w i k i p e d ia . o r g / w i k i / K e r c k h o f f s % 2 7_ p r i n c i p l e
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�

� Sa m m e n ø k k e l br u k e s fo r b å d e kr y p t er i n g o g d e kr y p t er i n g

� T o sa m m e n h ør e n d e n ø k l er,d e n e n e br u k e s f o r kr y p t er i n g, d e n a n d r e f o r d e kr y p t er i n g

�

� Kr y p t er er b i t e n e e l l er b y t e n e e t t er hv er t s o m d e k o m m er

� O p er er er p å e n b l o k k a v b i t er – t y p i s k fr a 6 4 t i l 3 8 4 – a d g a n g e n

�

� B y t t e u t b i t er e l l er b y t e s m e d a n d r e b i t er o g b y t e s

� E n d r e r e k k e f ø l g e n p å b i t er e l l er b y t e s
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� k

� sammek

� k k

�

�

�
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�

L ig n e r C æ s a r sk r y p t e r i ng, m e n b r u k e re n

frase

s o m n ø k k e l.

�

S y m m e t r i s k s t r e a m�k r y p t e r i ng m e d

polyalfabetisks u b s t i t u s j o n.

�

E k s e m p e l:n ø k k e l

HEI

REPRESENTASJON
HEIHEIHEIHEIHE

YIXYIALRBHWRVR

�

P r ø v f o r e k s e m p e l:h t tp : / /m a kc o de r. s o u rc e f o r ge. n e t / de m o /v i ge n e re . p h p
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� h t tp : / /w w w. c o de s a n d c i p he r s. o r g. u k /e n i g m a /h t tp : / /w w w. m a t h. m i a m i. e du /~ h a r a l d / e n ig m a / e n ig m a. g i f
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1 2 8

�

� 1 2 8 3 5 2 7
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�

� s e h t t p : / / e n. w i k i p e d ia . o r g / w i k i / V e r na m_ c i p h e r

⊕⊕⊕⊕

0

⊕⊕⊕⊕

0 = 00

⊕⊕⊕⊕

1 = 11

⊕⊕⊕⊕

0 = 11

⊕⊕⊕⊕

1 = 0

E ks e m p e l:’ to o g t o ’ i U T F( 8: 7 4 6 F 2 0 6 F 6 7 2 0 7 4 6 F 2 0= 0 1 1 1 0 1 0 0 0 1 1 0 1 1 1 1 0 0 1 0 0 0 0 0 0 1 1 0 1 1 1 1 0 1 1 0 0 1 1 1 0 0 1 0 0 0 0 0 0 1 1 1 0 1 0 0 0 1 1 0 1 1 1 1 0 0 1 0 0 0 0 0T i l f e l d i g va l g t n ø k k e l : 0 1 1 1 0 0 1 1 0 1 1 0 0 1 0 1 0 1 1 1 1 0 0 0k la r te ks t 0 1 1 1 0 1 0 0 0 1 1 0 1 1 1 1 0 0 1 0 0 0 0 0 0 1 1 0 1 1 1 1 0 1 1 0 0 1 1 1 0 0 1 0 0 0 0 0 0 1 1 1 0 1 0 0 0 1 1 0 1 1 1 1 0 0 1 0 0 0 0 0n ø k ke l 0 1 1 1 0 0 1 1 0 1 1 0 0 1 0 1 0 1 1 1 1 0 0 0 0 1 1 1 0 0 1 1 0 1 1 0 0 1 0 1 0 1 1 1 1 0 0 0 0 1 1 1 0 0 1 1 0 1 1 0 0 1 0 1 0 1 1 1 1 0 0 0c h i f fe r te k s t 0 0 0 0 0 1 1 1 0 0 0 0 1 0 1 0 0 1 0 1 1 0 0 0 0 0 0 1 1 1 0 0 0 0 0 0 0 0 1 0 0 1 0 1 1 0 0 0 0 0 0 0 0 1 1 1 0 0 0 0 1 0 1 0 0 1 0 1 1 0 0 0n ø k ke l 0 1 1 1 0 0 1 1 0 1 1 0 0 1 0 1 0 1 1 1 1 0 0 0 0 1 1 1 0 0 1 1 0 1 1 0 0 1 0 1 0 1 1 1 1 0 0 0 0 1 1 1 0 0 1 1 0 1 1 0 0 1 0 1 0 1 1 1 1 0 0 0k la r te ks t 0 1 1 1 0 1 0 0 0 1 1 0 1 1 1 1 0 0 1 0 0 0 0 0 0 1 1 0 1 1 1 1 0 1 1 0 0 1 1 1 0 0 1 0 0 0 0 0 0 1 1 1 0 1 0 0 0 1 1 0 1 1 1 1 0 0 1 0 0 0 0 0

⊕⊕⊕⊕
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�

og som brukes bare en gang

� s e h t tp : / / e n. w i k i p e d ia . o r g / w i k i / O n eW t im e_ p a d
�I n tu i t iv t: E n hv e r t e ks t m e d e tg i t ta n ta l l t eg n ka n g e n e r e r e s m e d e npa s s e n d e n ø k k e l

Når ”one-time-pad” er 100 % sikker,
hva er da problemet?
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� pseudo-
tilfeldige

�

�

Brukes bl.a. i 
den populære 

RC4-
krypteringen
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�

xn+1 = (C*xn + D) % M

C, D M

� C D

� C-1 M

� M C-1

�

�

�

�

s e o g s å h t tp : / / e n. w i k i p e d ia . o r g / w i k i / P s e u d o� ra n d o m_ n u m b e r_ g e n e ra t o r
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s e o g s åh t tp : / / e n. w i k i p e d ia . o r g / w i k i / B l o c k_ c i p h e r
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�

Rijndael

�

�

�

�
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�

�

�

k la r te ks t b lo k kn ø k ke l e ks pa n s jo nfo r r u n d es u b s t i t u s jo ns h i f t Ro wm ix Co l u m nke y A d d i t io ns l u t t r u n d ec h i f fe r b lo k kr < NJ 1

t3, 3t3 , 2t3 , 1t3 , 0 t 2, 3t 2, 2t 2, 1t 2, 0 t 1, 3t 1, 2t 1, 1t 1, 0 t 0, 3t 0, 2t 0, 1t 0, 0
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k la r te ks t b l o k kn ø k ke l e ks pa n s j o nf o r r u n d es u b s t i t u s j o ns h i f t R o wm ix C o l u m nke y A d d i t i o ns l u t t r u n d ec h i f fe r b l o k kr < N� 1
e ks pa n s j o n s �f u n ks j o n p s e u d o� t i l fe l d ig b i t m ø n s te ra v t i l s t re k ke l ig l e ng d e

( R i ja n d e l ’ s ke y s c h e d u l e )
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k la r te ks t b lo k kn ø k ke l e ks pa n s jo nfo r r u n d es u b s t i t u s jo ns h i f t Ro wm ix Co l u m nke y A d d i t io ns l u t t r u n d ec h i f fe r b lo k kr < N? 1

t3, 3t3, 2t 3, 1t 3, 0 t 2, 3t 2, 2t 2, 1t 2, 0 t 1, 3t 1, 2t 1, 1t 1, 0 t 0, 3t 0, 2t 0, 1t 0, 0
k3, 3k3, 2k3, 1k3, 0 k 2, 3k 2, 2k 2, 1k 2, 0 k 1, 3k 1, 2k 1, 1k 1, 0 k 0, 3k 0, 2k 0, 1k 0, 0 a 3, 3a 3, 2a 3, 1a 3, 0 a 2, 3a 2, 2a 2, 1a 2, 0 a 1, 3a 1, 2a 1, 1a 1, 0 a 0, 3a 0, 2a 0, 1a 0, 0t 2, 2

k 2, 2
a 2, 2

�
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�

k la r te ks t b lo k kn ø k ke l e ks pa n s jo nfo r r u n d es u b s t i t u s jo ns h i f t Ro wm ix Co l u m nke y A d d i t io ns l u t t r u n d ec h i f fe r b lo k kr < Nb 1 � 8
�

a 3, 3a 3, 2a 3, 1a 3, 0 a 2 , 3a 2 , 2a 2 , 1a 2 , 0 a 1 , 3a 1 , 2a 1 , 1a 1 , 0 a 0 , 3a 0 , 2a 0 , 1a 0 , 0 a 2 , 2 S S (a 3, 3 )S (a 3, 2 )S (a 3, 1 )S (a 3, 0 ) S (a 2, 3 )S (a 2 , 2 )S (a 2 , 1 )S (a 2 , 0 ) S (a 1 , 3 )S (a 1 , 2 )S (a 1 , 1 )S (a 1 , 0 ) S (a 0, 3 )S (a 0 , 2 )S (a 0 , 1 )S (a 0 , 0 ) S (a 2 , 2 )
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�

k la r te ks t b lo k kn ø k ke l e ks pa n s jo nfo r r u n d es u b s t i t u s jo ns h i f t Ro wm ix Co l u m nke y A d d i t io ns l u t t r u n d ec h i f fe r b lo k kr < N� 1

�

�

S (a 3, 3 )S (a 3, 2 )S (a 3, 1 )S (a 3, 0 ) S (a 2 , 3 )S (a 2, 2 )S (a 2 , 1 )S (a 2 , 0 ) S (a 1 , 3 )S (a 1 , 2 )S (a 1 , 1 )S (a 1 , 0 ) S (a 0 , 3 )S (a 0, 2 )S (a 0 , 1 )S (a 0 , 0 )
S (a 3, 2 )S (a 3, 1 )S (a 3, 0 )S (a 3, 3 ) S (a 2 , 1 )S (a 2 , 0 )S (a 2 , 3 )S (a 2 , 2 ) S (a 1 , 0 )S (a 1 , 3 )S (a 1 , 2 )S (a 1 , 1 ) S (a 0 , 3 )S (a 0 , 2 )S (a 0 , 1 )S (a 0 , 0 )

I n g e n e n d r i n gS h i f t 1S h i f t 2S h i f t 3
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�

k la r te ks t b l o k kn ø k ke l e ks pa n s j o nf o r r u n d es u b s t i t u s j o ns h i f t R o wm ix C o l u m nke y A d d i t i o ns l u t t r u n d ec h i f fe r b l o k kr < N� 1 �

�

�

S (a 3, 2 )S (a 3, 1 )S (a 3, 0 )S (a 3, 3 ) S (a 2 , 1 )S (a 2 , 0 )S (a 2 , 3 )S (a 2 , 2 ) S (a 1 , 0 )S (a 1 , 3 )S (a 1 , 2 )S (a 1 , 1 ) S (a 0 , 3 )S (a 0 , 2 )S (a 0 , 1 )S (a 0 , 0 )

A 3, 3A 3, 2A 3, 1A 3, 0 A 2 , 3A 2 , 2A 2 , 1A 2 , 0 A 1 , 3A 1 , 2A 1 , 1A 1 , 0 A 0 , 3A 0 , 2A 0 , 1A 0 , 0
c (x )
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�

k la r te ks t b lo k kn ø k ke l e ks pa n s jo nfo r r u n d es u b s t i t u s jo ns h i f t Ro wm ix Co l u m nke y A d d i t io ns l u t t r u n d ec h i f fe r b lo k kr < NB 1

A3, 3A3, 2A3, 1A3, 0 A 2, 3A 2, 2A 2, 1A 2, 0 A 1, 3A 1, 2A 1, 1A 1, 0 A 0, 3A 0, 2A 0, 1A 0, 0
k7 , 3k7 , 2k7 , 1k7 , 0 k6 , 3k6 , 2k6 , 1k6 , 0 k5 , 3k5 , 2k5 , 1k5 , 0 k4 , 3k4 , 2k4 , 1k4 , 0 b 3, 3b 3, 2b 3, 1b 3, 0 b 2, 3b 2, 2b 2, 1b 2, 0 b 1, 3b 1, 2b 1, 1b 1, 0 b 0, 3b 0, 2b 0, 1b 0, 0A 2, 2

k6 , 2
b 2, 2

�
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�

k la r te ks t b lo k kn ø k ke l e ks pa n s jo nfo r r u n d es u b s t i t u s jo ns h i f t Ro wm ix Co l u m nke y A d d i t io ns l u t t r u n d ec h i f fe r b lo k kr < Ni 1

�
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�

�

�

�

�

s e o g s åh t tp : / / e n. w i k i p e d ia . o r g / w i k i / B l o c k_ c i p h e r_ m o d e s _ o f_ o p e ra t i o n

Derfor snakker vi for 
eksempel om AES-CBC
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�

�

c h i f fe r t e ks t b l o k k2Ekk la r t e ks t b l o k k1
c h i f fe r t e ks t b l o k k1 Ekk la r t e ks t b l o k k2

Ekc h i f f e r t e ks t b l o k k1
k l a r t e ks t b l o k k1 Ekc h i f f e r t e ks t b l o k k2

k l a r t e ks t b l o k k2

K r y p t e r in g :
D e k r y p t e r in g :
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�

� Ekin i t ia l is e r i n gs v e k to r
c h i f f e r t e ks t b l o k k1k l a r t e ks t b l o k k1 Ekc h i f f e r t e ks t b l o k k2k la r t e ks t b l o k k2

D kin i t ia l is e r i n gs v e k to r
k l a r t e ks t b l o k k1c h i f f e r t e ks t b l o k k1 Dkk l a r t e ks t b l o k k2c h i f f e r t e ks t b l o k k2D k = Ek
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�

�

Ekc h i f fe r t e ks t b lo k k1

in i t ia l i s e r in g s v e k to rk la r t e ks t b lo k k1 Ekc h i f fe r t e ks t b lo k k2
k la r t e ks t b lo k k2

Dkc h i f fe r t e ks t b lo k k1in i t ia l i s e r in g s v e k to rk la r t e ks t b lo k k1
Dkc h i f fe r t e ks t b lo k k2

k la r t e ks t b lo k k2
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�

�

� Ekin i t ia l is e r i n gs v e k to r
c h i f f e r t e ks t b l o k k1k l a r t e ks t b l o k k1 Ekc h i f f e r t e ks t b l o k k2k la r t e ks t b l o k k2

D kin i t ia l is e r i n gs v e k to r
k l a r t e ks t b l o k k1c h i f f e r t e ks t b l o k k1 Dkk l a r t e ks t b l o k k2c h i f f e r t e ks t b l o k k2D k = Ek
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�

� Ekn o n c e, 0 0 0 0 0 0 0 0
c h i f f e r t e ks t b l o k k1k la r t e ks t b l o k k1 Ekc h i f f e r t e ks t b l o k k2k la r t e ks t b l o k k2

Dkk la r t e ks t b l o k k1c h i f f e r t e ks t b l o k k1 D kk la r t e ks t b l o k k2c h i f f e r t e ks t b l o k k2D k = Ek

n o n c e, 0 0 0 0 0 0 1

n o n c e, 0 0 0 0 0 0 0 0 n o n c e, 0 0 0 0 0 0 1
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�

�

�

�

�

�

�

s e f. e k s . h t tp : / /w w w . fy s i k kn e t t . n o / o p t i k k /a n v e n d e l s e r 6 . p h p ?m e n u i d= 3kv a n te kr y p to g r a f is k fo r b i n d e ls e
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�

nøkkelpar

� k 1

� k 2

�
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�

�

� offentlige nøkkel

� privat nøkkel

�

�
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�

�

� offentlige nøkkel

� privat nøkkel

�

�
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� k 2 k 1

�

�

�

s e o g s å h t tp : / / e n. w i k i p e d ia . o r g / w i k i / R sa
Multiplikasjon av to primtall er et eksempel på en 
matematisk enveisfunksjon: 
Det er enkelt å beregne y = f(x), 
og samtidig meget vanskelig å beregne x = f--1(y) 

Det er en matematisk utfordring å finne ut hvor ”enveis”
en gitt funksjon virkelig er!
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� C = Ek1(P) = P
k1 % N

� P = Ek2(C) = C
k2 % N

� N k1

� k2

� N k1 k2

� N = p * q p q

� k2 (p-1)(q-1)

� k1 k1*k2 % (p-1)(q-1) = 1

�

�

�

� 2 3 2 3
� 7 7

Hv is p o g q v e l g ess l i ka t N b l irt i ls tr e k k e l i g s t or(m er e n n 1 0 0 s i f f er ),er d e t i pr a ks i s i k k em u l i g (s e lv m e dda ta m a s k i n ) å f i n n ek 2, s e lv om d uk j e n n er k 1 o g N.
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�

�

�

�

�

�
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�
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�

�

�

�

�
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�
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�

�

�

�

�

�
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�

�

�

�

Mitt Mitt Mitt Mitt øøøønske til  mor er glemt,  nske til  mor er glemt,  nske til  mor er glemt,  nske til  mor er glemt,  

kan lillebror  se etter katten selv?kan lillebror  se etter katten selv?kan lillebror  se etter katten selv?kan lillebror  se etter katten selv?F o r e t m e r a v a n s e r t e k s e m p e l ( b i l d e s k ju l t i b i l d e ),s e f o r e k s e m p e lh t t p : / / n i e l s. x t d n e t. n l / s t e g o / a bc . h t m l
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�

�

S te g a n o g r a f i
p r o g r a m I n ve r s ts te g a n o g r a f i
p r o g r a m

H e m m e l i gm e l d i n g
D e k ke S te g o
 f i l H e m m e l i gm e l d i n g
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�

s e h t tp : / / d i i t. s o u r c e f o r g e . n e t / i n d e x. h tm l

Or ig in a l b i l de7 k b j p e g De k ke4 0 k B j p e g S te g o b i l de3 3 2 k B p n g G je n v un n e t b i l de7 k B j p e g
K ar t o ve rm o d i f is e r tep i ks le r
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Da ta ka n g jø r e s u l e s e l i g e v e d h j e lp a v k r yp t e r i n g ( ko n f i d e n s i a l i t e t ).
�

U r e t t m e s s i g e n d r i n g a v d a ta ka n o p p d a g e s m e d d i g i ta l e s e g l ( i n t e g r i t e t ).
�

A v s e n d e r ka n v e r i f i s e r e s v e d h j e l p a v a s y m m e t r i s k k r yp t e r i n g(a u t e n t i s i t e t / i k k e� b e n e k t ba r h e t ).
�

Ko b l i n g m e l l o m i n d i v i d e r o g nø k l e r g jø r e s m e d s e r t i f i ka t e r.
�

V e d k r yp t e r i n g b r u k e s o f t e s t e n ko m b i n a s j o n a v s y m m e t r i s k e o ga s y m m e t r i s k e k r yp t e r i n g s t e k n i k k e r.
�

V u r d e r i n g e r a v s i k k e r h e t e n m o t ” k n e k k i n g ” a v k r yp t e r i n g e r e r k u n ba s e r tp å a n ta g e l s e r o g e mp i r i, i n t e t e r b e v i s t.
�

S t e g a n o g ra f i b r u k e s fo r å s k j u l e e n m e l d i n g i e t d e k k e.
�

Va n n m e r k e r b r u k e s fo r å g i t i l l e g g s o p p l y s n i n g e r s o m i k k e ka n f j e r n e s u t e nå ø d e l e g g e d e k k e t.


