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JPF-"the swiss army knife of Java
verification™

Useful for:

software model checking
testing

highly customisable
(value generators etc.)

highly confusing :-)
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Application Types

JPF unaware
programs

runs on any
JVM

runtime costs
= order of magnitude slower
= state storage memory

JPF enabled
programs

"sweet spot”

o
@V
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annotate program
= requirements
= sequences (UML)
= contracts (PbC)

JPF dependent
programs
A
O ns onl
> | &.9 under JPF

*.Java

restricted application models
= UML statemachines
= does not run w/o JPF libraries

= coverage statistics
= exact object counts
= execution costs

- = tests
S standard library support initial domain impl. costs
© = java.net, javax.swing, .. analyze program = domain libs can be trick
= X _ y
7] (needs abstraction models) = symbolic exec
§ functional property impl. costs — test data
= listeners, MJ| knowledge = thread safety / races
restricted choice types /
= scheduling sequences
= java.util.Random
non-functional properties low modeling costs
= unhandled exceptions = statemachine w/o layout hassle,..
3;3 (incl. AssertionError) functional (domain) properties
© = deadlocks = built-in into JPF libraries
S = faces flexible state space
O improved inspection

= domain specific choices
(e.g. UML "enabling events")
runtime costs & library support

= ysually not a problem, domain
libs can control state space



Race Detection

public class RaceCondition {
private static class Pair {

String x = tx; public static void main (String[] args)
String y = "y"; throws Exception
{
public void update () { Pair p = new Pair();
X:X‘|‘y+X; RC rcl = new RC () ;
} RC rcZ2 = new RC();
}
rcl.p = p;
rc2.p = p;

rcl.start () ;
rcZ2.start () ;

rcl.join();

private static class RC extends Thread

{

Pair p; rc2.join () ;
System.out.println ("x:"+pXx);
public void run() { }
p.update () ; J

}

D.Bushnell/|PF Workshop 2008



Deadlock Detection

public class MyRaceCondition {
private static class Pair {

String x = "x%; public static void main(String[] args)
String y = "y"; throws Exception
String z = ""; {
Pair p = new Pair();
public void update () { RC1 rcl = new RCI1 ();

X =X + vy + X;

'y RC2 rc?2 = new RC2();

private static class RC1 extends Thread { rcl.p = p;
Pair p; rc2.p = p;
public void run () {

rcl.start () ;

synchronized (p.x) { rc2.start () ;

synchronized (p.y) {

p.update () ; rcl.join();
11} rcz.join();
System.out.println("x: " + p.x);
privgte static class RC2 extends Thread { 1)
Pair p;
public void run () {

synchronized (p.y) {
synchronized (p.x) {
p.update () ; D.Bushnell/|PF Workshop 2008
BN



Verification with Data ()

> bin/jpf +cg.enumerate random=true Rand

JavaPathfinder v4.1 - (C) 1999-2007 RIACS/NASA Ames Research Center
SE===s=ss=sSSSSsSsSsSSSSSSSsSSSSSSSSs===s===================== gystem under test
application: /Users/pcmehlitz/tmp/Rand.java

a=0
b=0
c=0
b=1
c=0
b=2
gov.nasa.jpf.jvm.NoUncaughtExceptionsProperty
java.lang.ArithmeticException: division by zero
at Rand.main(Rand.java:15)
>
start\ (1) Random random = new Random()
/:O\ /a=1\ (@) int a = random.nextInt(2)
- — SN -
0 b=1 b=2 b=0 b=1 b=2 (3 int b = random.nextInt(3)

| Lol

0 ¢=0/0 c=-1 ¢=1/0 c=1 @ int ¢ = a/(b+a =2)

< |l
< |l
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Verification with Data (2)

L /Z A\ ]Choice

Transition

— Scheduling Choice

synchronized (..) {..}
wait (..)

X mySharedObiect

— Data Choice

boolean b Verify.getBoolean();
double d Verify.getDouble("MyHeuristic");



Verification with Data (3)

Verify.getBoolean() C={true, false}
verify.getInt(0,4) C={0.1,2,3.4}% ? potentially large sets with lots of uninteresting values
verify.getDouble(1.0,1.5) C={} ?7? no finite value set without heuristics

xChoiceGenerator
choiceSet: {x}
hasMoreChoices()

advance() : JPF internal object to store and
getNextChoice() — x Choice Generators enumerate a set of choices
+

Configurable Heuristic Choice Models configurable classes to
create ChoiceGenerator instances

T+ A
e.g. "Threshold" heuristic
£ 3 C:{T-A.T.T-FA]

applncatlor\ code  souple v = verify.getDouble( "velocity");
(test driver) "

con?iguration ve :.oc.?t.y .class : c_{ov .nasa.jipf.jvm.choice.DPoubleThresholdGenerator
velocity.threshold = 13250

a.m r ‘il
(eg odepoperty €) velocity.delta = 500



JPF Limitations

® “Usual” state space explosion problem
= use partial-order-reduction modyls¥

orkaround:

® Run JPF on simplified program:
“model” or units
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