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The concepts and principles considered in Lecture Notes 2 were intended for understanding 
single user applications, or to be more precise, the single user's engagement with an 
application. Examples of multi user applications are databases open for many users to access, 
e-mail, a learning management system, and Facebook. There is also multi-user functionality 
in typical single-user applications, for example that other users than the author can write 
comments in a text document. In multi-user programs, also other principles are relevant, 
related to on which computers will data be stored, who has access to the data, etc. 

Data
Even single users copy their data into several devices for back-up. Illustration 1 visualises the 
process of making a backup, using a standard computer science notation. There are few 
misunderstandings associated with this simple process. However, when dragging files from 
one folder to another at the file system display, there functionality differs according to 
whether the source and destinations are stored in the same device or not. If they are at the 
same storage device, the dragging means a move, while from one device to another, the result 
is a copy.

Storage devices can be seen and touched, so they pose little challenge to understanding. 
However, since they are portrayed in the same way as folders at the interface of the file 
system, the example with dragging points to that users need to see the difference between the 
two concepts. The partitioning of disks, often called C, D, etc, is adding one more principle, 
namely that a storage device can be separated into several partitions, which the file system 
regards as individual devices. 

The need for making copies of data breaks the idea behind functional dependency, namely 
that data is to be stored one place, so that updates only has to be done once. While a backups 
and e-mails are examples of where data is copied, central databases, blogs, wikis, etc., aim at 
keeping the data in one place, in order to avoid inconsistencies. 

While the point of backups is to keep the data in separate devices, the copy of the e-mail 
which appears in the receiver's inbox is made in order to provide both the sender and the 
receiver with access to the same data when having a copy may be of advantage. 
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Illustration 1: Backup copy of data, shown 
with UML Deployment Diagram notation.



Access rights
Access rights can be ordered from very little to the maximum:

• Knowing the existence, which can be called Write-only when you enter the data 
yourself and Notification of existence when others have stored the data. When writing 
your password, you cannot read it, and when sending off an e-mail, you cannot read 
the copy which ends up in the receiver's inbox. There is no access after the writing. 

When searching for a book or paper on the web, you may come across the title at a 
web site, but in order to see the full text, you have to pay a fee. Without paying you 
are in the situation that you know that your are notified of the existence of the data, but 
you have no access to its contents. 

• Read only. The huge majority of pages on the web are only for reading, and you 
cannot change them. You may download the source code and change your own copy 
of the page, but those changes will not be stored at the original web page. 

• Append. A blog would allow you to add text, but not to change what others have 
written. The same principle holds for documents in the pdf format, where you can add 
comments, but not change the original file. 

• Change. When buying a book from a web-shop, you write an order, which is stored in 
the database of the bookshop, which constitute means that you are appending data. 
When you change your address, you are also deleting the old address and inserting a 
new one, so you have the change access to your personal data. When updating an 
article on Wikipedia, you also change what others have written, although your change 
access might have to be approved by an editor. 

• Delete means not just changing the contents of a file or deleting all its contents, but 
deleting the file itself. Most users have Delete rights to the data files on their own 
computer, digital camera, mp3 player or other personal devises, and on shared data, 
only the owner can delete. 

Users
Access rights are associations between users and data. Often users are divided into groups, 
each of which as specific access rights. For example, there are internal users with change 
rights, external members who can append, and non-registered users who only can read. This 
can be modeled as Illustration 2.

Communication
There are basically two modes of communication, synchronous and asynchronous. The first 
means that the sender and receiver have to be present at the same time, while the latter allows 
for delays between when a sender sends a message and when the reader gets exposed to it. 

2

Data User group
with access rights User

Illustration 2: The relation between data, access and users



Second, we distinguish between point to point and mass communication, the latter is for 
everyone to be a receiver, or to have read-only rights. Coupling the two modes with the 
numbers, we get a matrix like this, where examples of technology are included:

Point-to-point Mass

Synchronous Chat TV

Asynchronous E-mail Web

Third, there is a difference between whether the communication is initiated by the sender, 
a push, or by the receiver, a pull. Sending off an e-mail is a push, while downloading a web 
page is a pull operation. In the synchronous point-to-point communication, the initiative 
switches and the communication becomes interactive. 

Forth, the type of data transmitted make us select appropriate software and sense and 
express accordingly. Both being synchronous, point-to-point and interactive, the phone 
requires hearing and speaking, while the textual chat depends on seeing and typing. 

Some software, like a learning management system and Facebook, utilize combinations of 
communication functions, each according to the four dimensions above. 

Software
For multi user systems, some software will have to run on each users' computer, and some 
other in a center, like the mail and web servers. As long as no software installation has to take 
place at the user's computer or security is at risk, knowledge of on which computer the 
processing takes place seems to be irrelevant for the use of the programs. 

Due to risk of virus or other malware, the user is asked whether to trust a web-site when 
additional software is downloaded to process a web page. Other similar situations necessitates 
that the user should know that local software is needed for network applications, and that this 
constitute a security risk. 

Connection
While the topics mentioned above deals with network applications, users also have to 
consider the network infrastructure when setting up a new connection or trying to repair a 
broken one. The layered architecture of the computer is a key model to understand the 
network infrastructure and how the connection between computers is set up. The OSI model 
deals with 7 layers including hardware, while the Internet Protocol deviates from this model 
in some respect. 

In order to see to which extent the layered architecture brings useful understanding for the 
user, let us try to imagine a typical situation when users may get exposed to the network 
infrastructure. When failing to get access to an existing web page, there are several places 
where the connection could be broken. 

• Wrong web address (Uniform Resource Locator, URL)

• Local setting. The IP address or DNS server address is wrong, or in the e-mail client, 
the in or out-server are incorrect. 

• Local antenna or other hardware. Antennas can be switched off to enable safe use on 
airplanes.
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• Local link. Too weak signal or broken Local Area Network (LAN).

• Wireless transmitter. 

• The user connection of the Internet Service Provider (ISP).

• The external internet gateway of the Internet Service Provider.

• The server from which the web page is transmitted is broken. 

The first reason, the URL, is normally visible in the browser and is also typed by users, so 
understanding how URLs and also e-mail addresses are constructed should be a part of user 
competence. 

The IP address is a software setting at the user's computer, and this does not appear in 
application software, so in order to provide a useful model of networking, we can say that it 
belongs to the software network infrastructure. 

Antennas, cables, radio signals and transmitters are recognisable hardware devises and 
properties, so dividing the user's model into a hardware and a software layer would be 
feasible, and it would contribute to understanding at least one useful distinction in the 
communication infrastructure. 

The network further away from the user cannot be seen or experienced directly otherwise, 
so distinguishing hardware from software there would be meaningless. Another distinction 
can be experienced, however. When managing to log in successfully at the ISP with a 
password or network key, user experience that the connection with the internet is established. 
Nevertheless, the web pages may not appear, due to a broken gateway between the ISP and 
the internet. So a user model might distinguish between the user side of the ISP and its 
internet side. 

The last bullet point in the list above may experienced due to that most other web pages 
are accessible but the one specifically looked for. 

Summarising the layers and components considered, a model of network connection 
which is aimed at web connectivity is shown in Illustration 3. 

The model of the connection given by Microsoft Vista is shown in Illustration 3. 
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Illustration 3: Layered network model for the web.



The “full map” is as follows in Illustration 4.

When switching off the antenna or disconnecting in software, the model is changed to 
Illustration 5, while the full map does not show up. 
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Illustration 4: Windows Vista: Network connection up and running.

Illustration 5: Network connection full map.

Illustration 6: Network connection broken.
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