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Basic goals of cryptography

Message integrity /

Message privacy authentication

Message authentication

Symmetric keys Symmetric encryption codes (MAC)

Asymmetric encryption
Asymmetric keys (a.k.a. public-key Digital signatures Key exchange
encryption)




Symmetric key distribution problem

: T @
* One user needs to store N symmetric keys O Qo
when communicating with N other users o= o=
O =
« N(N—1)=0(N?) keys stored in total O P
C= @
O G
« Difficult to store and manage so many = =

keys securely

« Partial solution: key distribution centers
* One central authority hands out temporary keys

* O(N) (long-term) keys needed (to the KDC) \ \\\ /

* Might be a feasible solution in a single organization

> O
« Single point of failure \ / / D O Qo
« What about the internet? @ G
O =




The public-key revolution



Diffie-Hellman key exchange — idea




Diffie-Hellman key exchange

Discovered in the 1970's

Allows two parties to establish a shared secret
without ever having met

Diffie & Hellman paper also introduced:
« Public-key encryption
« Digital signatures

644 IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. IT 22, NO. 6, NOVEMBER 1976

New Directions in Cryptography

Invited Paper

WHITFIELD DIFFIE ANb MARTIN E. HELLMAN, MEMBER, 1EEE

Abstract—Two kinds of cont ary d in cryp-
tography are examined. Widening applications of teleprocessing
have given rise to a need for new types of eryptographic systems,
which minimize the need for secure key distribution channels and
supply the equivalent of a written signature. This paper suggests
ways to solve these currently open problews. It also discusses how
the theories of communication and computation are beginning to
provide the tools to solve cryptographic problems of long stand-
ing.

[. INTRODUCTION

E STAND TODAY on the brink of a revolution in

cryptography. The development of cheap digital
hardware has freed it from the design limitations of me-
chanical computing and brought the cost of high grade
cryptographic devices down to where they can be used in
such commercial applications as remote cash dispensers
and computer terminals. In turn, such applications create
a need for new types of cryptographic systems which

The best known cryptographic problem is that of pri-
vacy: preventing the unauthorized extraction of informa-
tion from communications over an insecure channel. In
order to use cryptography to insure privacy, however, it is
currently necessary for the communicating parties to share
a key which is known to no one else. This is done by send-
ing the key in advance over some secure channel such as
private eourier or registered mail. A private conversation
between two people with no prior acquaintance is a com-
mon occurrence in business, however, and it is unrealistic
to expect initial business contacts to be postponed long
enough for keys to be transmitted by some physical means.
The cost and delay imposed by this key distribution
problem is a major barrier to the transfer of business
communications to large teleprocessing networks.

Section 1I proposes two approaches to transmitting
keying information over public (i.e., insecure) channels
without compromising the security of the system. In a
public key cryptosystem enciphering and deciphering are
governed bv distinct keys, F and D, such that computing

Ralph Merkle

Whitfield Diffie

Martin Hellman



A different kind of primitives

« Symmetric crypto boils down to a few primitives
« Block ciphers and hash functions

Ca e Jfe o & 7 6 & ]

|
o ]-m-w
. |
« Why are these considered secure? Elp-
| M [-FB
» Lots and lots of cryptanalysis (well-studied!) %g

» Artificial and man-made

A B G [P [ B | R [ ][]

SHA2-256

« Want asymmetric crypto to be based on a few well-studied primitives too

Z, =2, XZ; X--XZ

« Candidates come from a different place: ook Pt
« Hard mathematical problems . (mod N)

- Good candidates: discrete logarithms, factoring cM [\/

* Much more algebraic structure
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Group theory + number theory



Preliminaries

(integers) Z={.,-2,—-1,0,1,2,3,...} An integer p > 1 is prime if it's only divisible by 1 and p
(reals) R = the real numbers R* =R\ {0}

(integers “mod n”) Z,=1{0,1,2,..,n—1}

(integers “‘mod p”)  Z,={0,1,2,.,p—1} ~ Z;, =7, \{0}

Examples:

Z,,={0,1,2,3,4,5,6,7,8,9,10}

Z:, =1{1,2,3,4,5,6,7,8,9, 10}



Groups — motivation

Groups
(Z,+) (R, +) (R, -)
RN\
P\ssoo\a\\\"(1+2)+3=1+(2+3) (\/§+e)+n=\/§+(e+n) (\/E-e)-n=\/§-(e-n)
\aert™ 6+0=6 V2+0=12 V2-1=+2

1
\(\\le(ses 6+ (—6)=0 V2 + (_\/E) =0 V2 - ﬁ —1



Groups — definition

-~

\_

GI.
G2:
G3:

(aeb)oc=ao(boc)foralla,b,c€G
Je € G suchthateoca=ace=aforalla € G

Ya € G there exists a ! € G suchthatacal=a"1oa

e

Definition: Agroup (G,°) is a set G together with a binary operation o satisfying the following axioms

(associativity)
(identity)

(inverse)

\

J

A group is abelian/commutative if acb =boaforalla,b € G

The order of a group is the number of elements in G, denoted |G|



EX am p | eS [Definition: Agroup (G,) is ... )
Gl: (aeb)oc=ac(boc) (associativity)
G2: de€G:eca=ace=a (identity)
G3: a7l €G: acal=aloa=c¢ (inverse)
\
Groups Not groups
(Z,+) e=0 "271"=-2 (Z,) 27'=2 (Z,—) @-2-3#1-(2-3)
(R;+) e=0 "mrM=-m (R*)) e=1 n'=1/m (R,‘) 0-x=1?
(Z61+6) e=0 271"=4: 244=6=0mod6 (Zn,.n) 2x = 1 (mod 6)?
e=1
VA Zy,,
( p) "371"=x: 3-x=1modp ( p p)
(Z; X Z3,+2x2)
2
(Gr .0 ) (Z4) +4-) (G; * )
(GJO) (Z3,+3)
o | e| a c +4 O 1 2] 3 * | e| a c
ol e| a +3] O 1| 2 el e| a c o101 2] 3 el el a c
el el| a O[O0 1{ 2 alal|l b]| c| e 1112 3]0 alal|le| c| b
b| e 1111 2]0 b| b| c|e 21213011 b|b|lc|le]|a
b| b| e|a 21 2(0(1 clclelalb 3131 0(1]2 clc| b|lale




More groups

Og5 © 0y = 04
0, © 0z = Og

0-400-4=O-1

oF] i j ) i i 03 i t 03 © 0y = 07
D3 - {0-1, 0-2, ven 0-6}
Oy \ Og /
(D3,0) is a group

&z >



Group exponentation

0 d_ef
g =€ (Z,+): "3°"=34+34+34--+3=15-3
def
g"t = gege-oyg
def
(g~H" Multiplicative notation
(Gx): axb —‘
- rar T <D
Fact: g °g =go-ro0gogo--o(g :gn+m

N

just notation!

Additive notation

Fact: (gM)™ = g"™m = (g™)n GA): axb
g g g *’éxéﬁggib



Cyclic groups

(Definition: A group is cyclic if there is a g € G such that )

G={.,97%94%9°9"%9%9° ..}

g is called a generator for ¢ and we write (G,°) = (g)

Examples: Not cyclic groups:
(Z,+) =(1)=(-1) (R,+) (R*,)
(Zn; +n) = <1> (G%)
(Z5,) = (3) ={3°3%,32,33,34 3%} ={1,3,2,6,4,5} o | el 4 c

= (5) ={5°5%,5%5%5%5% = {1,5,4,6,2,3} e|le|a c
b| c| e

# (2) =1{20,21,22 23 24251 ={1,2,4,1,2,4} = {1, 2,4}

a ||

Q| |Q
a
®

Fact: (Z*) Is cyclic for all primes p

Q
Q
S



Subgroups

s . ) G
Definition: A subset H € G is a subgroup, written

H<G
if H is a group under the binary operation from G

positive real numbers

Examples: /

{e} < G (for all groups) (R>o,") < (R%)")
G < G (for all groups) ({1, -1}) < (R%))
(5) = {0,5,10, ..., 35}
2Z =1{...,—2,0,2,4,6,..} < (Z,+) (20) < (10) < (5) < (Z4o,+) (10) = {0, 10, 20, 30}

3Z=1{..,-3,0,3,6,9,..} < (Z,+) (20) = {0,20}



Cyclic groups

(. . . . )
Theorem: if (G,0) is a finite group, then for all g € G:
Gl = ¢
\_ J v,
Proof (finite cyclic groups):
G
Gl = {g)| =n
e gl g2 g3 gn—l gn gn+1 gn+2
gy== g’ gt =g gb3=¢"° =B° =gg'3:% e,j < n. contradiction!

\

[Theorem: gi — gi(modn) — gi(mod |G)

[Theorem (Lagrange’s theorem): if H < G then |H| divides |G|




Groups of prime order

[Theorem (Lagrange's theorem): if H < G then |H| divides |G|

Fact: any prime-order group is cyclic and any non-identity element (+ e) is generator

Warning: (Z;,-) is not a prime-order group! |Z;|=p —1

Suppose p = 2q + 1, with g being prime; what are the possible sub-groups of (Z3,)?

Zyl=p—1=2q Example: Zi; =1{1,2,3,4,56,7,8,9,10}
( {1}’ 11=2-5+1
. ) {1, -1
Z,=\ g H| = g H=(3)=(4)=
. %

{1} <z},
{1,-1} ={1,10} < Z3,
(5)=(9)=1{1,3,4,5,9} < Z1;

Z, <177,



Why is (Z;,-) a group?

.« Z,={1,2, .,p—1}

« Associativity v (a-b)-c=a-(b-c) modp

v l-a=a-1=a mo

« ldentity
* |nverses ?

dp

Given a € Z;, can we always find a™* € Z3,?

Need to solve:

x-a=1modp

r

Definition: Agroup (G,°) ...

Gl: (aeb)oc=aco(boc) (associativity)
G2: de€G:eca=ace=a (identity)
G3: 3a' €G: acal=aloa=e (inverse)

\_

~

How do we actually find a=1?
Extended Euclidian Algorithm

Claim: | 3m,n € Z such that

ma+np =1

Proof: I ={sa+tp |

1) I contains a positive integer

2) I contains a smallest positive integer d = ma + np

3) p=qd+r 0<r<d

4y r=p—qd =p—qima+np)=—-qgqma+ 1 —qn)p €1

5 r=20
6) p=qd = d=1
7y 1l=ma+np

s,t € Z}

= ma=1-np=1modp = m=a"teZ,

o=~ 1\
(e*”’ ’\‘— ~
- \\‘“\ *“\‘\T“‘ ’
-\1\“‘“‘) o - -

c“\\‘». - -

’|ﬂe smallest positive integer in I)

\ ’(s(nce pisprimeand d < a < p)

Q.E.D



Diffie-Hellman

G =(9)
pe
\l
A=g°
& g . !
fohe B :gb $
a<—{1,...,|G|} < b<—{1,...,|G|}
7 « B4 = (gb)a — gab 7'« AD = (ga)b= gab

Claim: Z = 7'




Diffie-Hellman — example

2;019 — (2)
&
N* .
" 299 fud
y > >
5 72 s
403 «{1,...,1018} < 901 «{1,...,1018}
299 « 2493 mod 1019 72 « 2991 mod 1019

7 « 72493 mo0d 1019 = 526 7' « 29991 1pd 1019 =526



Diffie-Hellman

G =(g)
&
L AY: , %
a1, ..,16n ) \Bigb b1, .., 1GI}

Z « B% = (g")* =g

Security:
«  Must be hard to compute Z « g%’ given g, 4, B (DH assumption)
* Must be hard to find a (or b) given g, A, B (DLOG assumption)

Doesn't work: Ao B = g%o gl = g¢*th = g%



Discrete logarithm (DLOG) problem

Expdlog(A)

Challenger
1. x<—{1,2,---,|G|} $
e X x<{1,2,..,1G]}
3. x' < AX)
4, returngx < x X(_gx

Adversary wins if gx' =X

In other words: x" = log, X

~

(Definition: The DLOG-advantage of an adversary A is

Ad dlog(A) = Pr lExpleg(A) = true]
\§ J




Diffie-Hellman (DH) problem

&

Exp(y (4)
$
1. x,y<{12,..,|G|}
X, Y
2. Xeg* >
3. Y« g7
4. Z < AX)Y)
)
5. returnZ = g*¥
Adversary wins if Z = g*Y
\

Definition: The DH-advantage of an adversary A is

Advgflg (4) = Pr[Exng(A) = true]

Challenqger

$
x,y<1{1,2,..,|G|}
X<g*

Y « g7



DLOG vs. DH

Exp g};g (4) Exp{’, (4)

$
x,y<1{1,2,..,|G|}

—_

$
L x<{12,..,[G[}

2. Xe<g*¥ 2. Xeg*
3 x e A 3. Yeg?
return gx’ L x 4. Z < AX)Y)
5. returnZ = g

?
DLOG security = DH security

DLOG security < DH security

()
DLOG insecurity = DH insecurity



Algorithms for solving DLOG

« Generic algorithms: works for all (cyclic) groups

» Brute-force
1. GivengandX €eG
2. fori=1,2,..,|G| checkif g': = X run time: o(|G|) = (2"), assuming |G| = 2™

* Are there better algorithms?

« Group-specific algorithms: exploits algebraic features of given group



Solving DLOG:

the baby-step giant-step algorithm

Given: X « g~
Find: «x

Look for i,j such that:

Xgt =Y

X =Yg

X =gnjg—i
g* = gnjg—i
g* = gnj—i

e |V

Time + memory: (5( IGI)




Generic algorithms for solving DLOG

Baby-step, giant-step:  time O (\/W) memory O (\/W)

« Pollard's rho: time O (w/ |G|) memory 0(1)
«  Pohlig-Hellman: time max 0(yp,) memory 0(1) One of the p; must be large enough!
p;

€1 62 €t
pl pz pt

« Consequence: for DLOG to be hard \/m must be large enough!
« |G| ~ 2128 only gives V2128 = 26% security
|G| = 2256 only gives V2256 = 2128 security
« |G| ~ 252 only gives V2512 = 2256 security
. etc...

 Nechaev'94 & Shoup'97: Solving DLOG requires () (1/ IGI) time in generic groups



Non-generic algorithms for DLOG

Unfortunately, (Z;,-) is not a generic group!

Much faster specific algorithms exist for solving DLOG in Z,

* Index-calculus

« Elliptic-curve method

« Special number-field sieve (SNFS) } exceptionally complicated algorithms, requiring very
« General number-field sieve (GNFS) advanced mathematics!

Current DLOG-solving record: |Z;,| = 2795 using GNFS (Heninger et al. '19)
* Previous records: https://en.wikipedia.org/wiki/Discrete logarithm records

> 22048 typically required as a minimum today

Zy



https://en.wikipedia.org/wiki/Discrete_logarithm_records

Group
where GNFS
doesn't work

Next week: better alternatives to Z;?



