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Signal and Whatsapp use
«The Double Ratchet Algorithm»

● End-to-end-encrypted 
(E2EE) messaging

● Forward secrecy (FS)
● Post-compromise security 

(PCS)



  

Post-Compromise Security:
«Backward Secrecy»

https://eprint.iacr.org/2017/666.pdf



  

What’s the threat model for PCS?

https://signal.org/blog/cellebrite-vulnerabilities/



  



  

Agenda
● Asynchronous E2EE 1:1-messaging with FS and PCS

– Signal

– A lot of ratchets

● E2EE group messaging
– Signal/Whatsapp

– Finding out about scaling issues

● Asynchronous Ratcheting Trees
– «Messaging Layer Security» (MLS)

● Matrix
– Decentralization

– One more salamander



  

Some important things
didn’t fit in today

● Post-quantum stuff
● Signatures/Authentication



  
https://signal.org/docs/
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https://signal.org/docs/specifications/doubleratchet/doubleratchet.pdf



  

What’s a ratchet?
● A tool that only spins in one 

direction

Anton Ehrola, CC BY-SA 4.0, https://commons.wikimedia.org/wiki/File:Ratchet1.jpg
Arglin Kampling CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=123530838



  

Signal’s Double Ratchet combines KDF and DH

● Key Derivation Function (KDF)
– KDF chain based ratchet

● Diffie-Hellman (DH) ratchet

● Signal protocol relies on a X3DH / 
PQXDH session key
– «Extended Triple Diffie-Hellman»
– Out of scope today!

Ratchet: Arglin Kampling CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=123530838



  

We can chain a Key Derivation Function (KDF)

● Resilience
– Output keys appear random 

without the input
● Forward security

– Our first ratchet!
● But no Post-Compromise 

Security



  

What’s a good KDF​?
● HMAC: Keyed-Hashing for Message 

Authentication
● HMAC-based Extract-and-Expand Key 

Derivation Function (HKDF)



  

Diffie-Hellman can be a ratchet, too!

Post compromise security!



  

There is a real-world problem
with these KDF chains

CAP-Theorem JamieMcCarthy - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=126737699

● Devices go offline
– (ref. «Off-The-Record/OTR»)



  

Let’s separate
Receiving and Sending chain



  



  



  

We present a somewhat usable 
algorithm with PCS

● Compromised chain keys 
are healed after a DH step

Axolotl: CC-BY-SA 3.0 Teresa Such Ferrer https://commons.wikimedia.org/wiki/File:Ambystoma_mexicanum_-_Teresa_Such_Ferrer.jpg
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https://signal.org/docs/specifications/doubleratchet/doubleratchet.pdf



  

How do we achieve
group messaging?



  

One shared, central ratchet?

CAP-Theorem JamieMcCarthy - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=126737699



  

Peer to peer? «Client side fanout»

https://signal.org/blog/private-groups/ (2014)

https://signal.org/blog/private-groups/


  

https://scontent.fosl5-
1.fna.fbcdn.net/v/t39.8562-
6/456045578_868167208055
607_7997729792527463495
_n.pdf?_nc_cat=107&ccb=1-
7&_nc_sid=b8d81d&_nc_ohc
=E8UIJWYZgw8Q7kNvwE83
7or&_nc_oc=AdlV2URfrPxJb
JS_kvmvIDxZObg1-
NuZHhWE-
TfsDpd7gpE8iLMXQqKzRCf
XTFFva50&_nc_zt=14&_nc_
ht=scontent.fosl5-
1.fna&_nc_gid=2YP2r0ROpL
5hzKi1OEyA9A&oh=00_Afj8o
W-n-
agm_Wk6yjzKW8LoNFYmfrj
uA0F2Diajkvldtg&oe=692B6
D63



  

Sender keys: «Server side fanout»

Alice Bob Charlie
● Every group member creates 

a sending chain
● Distribute chain key via 

pairwise double ratchet to all 
other members

● Every member maintains n-1 
receiving chains



  

Rekeying is expensive
● Quadratic/Linear 

complexity

https://faq.whatsapp.com/841426356990637/
https://support.signal.org/hc/en-us/articles/360007319331-Group-chats

https://faq.whatsapp.com/841426356990637/


  
https://messaginglayersecurity.rocks/
https://arewemlsyet.com/

https://messaginglayersecurity.rocks/


  

Asynchronous Ratcheting Trees (ART)

https://eprint.iacr.org/2017/666.pdf



  

What’s so hard about generalizing 
the Double Ratchet?



  

n-party Diffie-Hellmann
● Given 
● and a single
● derive a value grk which is hard to compute 

without knowing one of the 

gx0 , ... , gxn

xi

xi

Known open problem (as of 2020, for n>3)



  

Tree-based group DH
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λ5 and the public copath give us grk



  

We are two steps away from
Asynchronous Ratcheting Trees

● Key update mechanism
● Make it asynchronous



  

How can Alice initialize the ART?
● Alice makes up private keys for each user (!)
● She uses those to create a tree
● Alice shares the private keys with the users
● We apply our key update mechanism 



  

How can Alice initialize the ART?
● All users publish ephemeral DH public 

keys («prekeys»)
● Alice generates a secret setup key suk
● Alice creates a private key for each 

user
– DH(suk, prekey)

● She publishes SUK
& the tree public keys



  

How do we update keys?
● Simple: Just update the path to the root
● Publish new public keys along the path



  

We now have a FS/PCS ratchet!



  

Most operations run in O(log(n))!



  

MLS adds a «secret tree»



  

How about availability?



  



  
https://matrix.org/docs/matrix-concepts/elements-of-matrix/
Image on next slide: https://element.io/blog/nato-ni2ce-messenger-utilises-the-power-of-decentralised-communication/



  



  

Matrix is a decentralized
E2EE-capable protocol

● Open Standard
● Decentralized
● Based on Olm

– Double Ratchet

● And Megolm

https://github.com/matrix-org/vodozemac
https://matrix.org/docs/matrix-concepts/elements-of-matrix/



  

https://maptrix.derhagen.eu/map.html



  

Megolm is a different beast
● It sometimes drops 

FS on purpose
● And moves PCS to 

the application layer
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