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Basic goals of cryptography

Message privacy

Message integrity /
authentication

Symmetric keys

Symmetric encryption

Message authentication
codes (MAC)

Asymmetric keys

Key Encapsulation
Mechanisms (KEM)

Digital signatures

(Key exchange)



What is cryptography?

Alice Internet

Adversary

Security goals:

« Data integrity: adversary should not be able to modify message M
« Data authenticity: message M really originated from Alice

Bob




MACS

Alice

Internet

T : tagging algorithm (public)

V : verification algorithm (public)

K : tagging / verification key (secret)



Digital signatures

Alice Internet
sk
M 5 M, O

S : signing algorithm (public)

V : verification algorithm (public)

M/ L1

sk : signing key (secret)

vk : verification key (public)




MACs vs. digital signatures

 MACs can only be verified by party sharing L] w7 |2
the same key

« Digital signatures can be verified by anyone Q_g M= S

 Non-repudiation: Alice cannot deny having created o
« But she can deny having created T (since Bob could have done it)

Digital signature

MAC

Bob

17 K
M, T :rl 1% I é.g_%

M/ L

Bob

17 vk
a Mo



Applications of digital signatures

« Electronic document signing
« HTTPS/TLS certificates

« Software installation

« Emall sender authentication

* Bitcoin

User Account Control

Do you want to allow this app to make
changes to your device?

e Firefox Installer

Verified publisher: Mozilla Corporation
File origin: Hard drive on this computer
Program location: "C:\Users\ alice \AppData\Local\Temp
\7z exet ; CRC

Show information about the publisher’s certificate

Hide details

Yes No

R

General Details Certification Path

<4|s certificate is intended for the following purpose(s):

« Ensures software came from software publisher
« Protects software from alteration after publication

Issued to: Mozila Corporation

Issued by: DigiCert SHA2 Assured ID Code Signing CA

Valid from 5/7/2020 to 5/12/2021




Digital sighatures — syntax

A digital signature scheme is a tuple of algorithms ¥ = (KeyGen, Sign, Vrfy)

KeyGen : SK X VK Sign : SK XM = S Vrfy : VK X M X § - {0,1}

$ . :

(sk,vk) < KeyGen Sign(sk, M) = Signy (M) = o Vrfy(vk, M, o) = Vrfy,,(M,0) = 1/0
» SK —signing key space (private) Correctness: for all (sk,vk) < KeyGen:
« VXK - verification key space (public) _

- M — message space [KeyGen] Vrfy(vk, M, Sign(sk, M)) =1
« S —signature space l $
sk vk
(sk, vk)
_ _] o M, o
M Sign I " Vrfy 1/0
Adversary



Digital signhatures — security: UF-CMA

Challenger
Expgf—cma (A)
$ vk $
1. (sk,vk) < X.KeyGen - mmm s (sk,vk) < KeyGen
2. Msgs « [] // bookkeeping
3. (M* ") « A5 (vk)
4. ifZ.Vrfy(vk,M*,c*) = 1 and M* & Msgs : My, M,,
5. return 1 - >
6. else )
01,05,

7. return 0 b2
S(M . .

an A has forged a signature if
1. o < .Sign(sk, M) o is avalid signature for M*
2. Msgs.add(M) e M*¢{M,M,,..}
3. returno

fDefinition: The UF-CMA-advantage of an adversary A is

Advgma(4) = Pr[Expima(4) = 1]
g J




LA ] [&] LS ] [5]

Designing signature schemes



DLOG proof of knowledge

Proof requirements v
1. If Alice knows a she can get Bob to accept
2. If Alice doesn't know a she can't get Bob to accept v
3. No one (including Bob) learns anything about a from
the interaction X



DLOG proof of knowledge

a

A=g

.
Z.-(

b a + r (mod |G|)

Proof requirements
1. If Alice knows a she can get Bob to accept X
2. If Alice doesn't know a she can't get Bob to accept ?
3. No one (including Bob) learns anything about a from v
the interaction



DLOG proof of knowledge

A=g

.
Z.-(

a+ r (mod |G|)

Proof requirements v
1. If Alice knows a she can get Bob to accept
2. If Alice doesn't know a she can't get Bob to accept v
3. No one (including Bob) learns anything about a from
the interaction X



DLOG proof of knowledge

b R=g' >

$ a+ r (mod |G|)
re{1,..,16[} >
Z
) ?
acceptif AxR = g*
Proof requirements AxR=g%g" =g*"" = g*
1. If Alice knows a she can get Bob to accept
2. If Alice doesn't know a she can't get Bob to accept X ReAlxg? = AxR=AxA"1xg% = g”

3. No one (including Bob) learns anything about a from
the interaction



DLOG proof of knowledge

A= g“
&
Nt
— r
Lp R=g >
$ b $
re{1,.., |G|} <« be<{1,..,1G[}
ab + r (mod |G|)
>

Proof requirements v
1. If Alice knows a she can get Bob to accept

2. If Alice doesn't know a she can't get Bob to accept v

3. No one (including Bob) learns anything about a from v
the interaction

accept if A” xR Z g?

AP xR = gabgr =gab+r =gz

R<—A_1*gz

= Ab*RzAb*A_l*gZ;tgz



Interactive signature scheme

A= g“
M &
Nt
— r
" R=g" M N
s b
r<{1,..,|G|} < b« H(M)
ab + r (mod |G|)
>

accept if A” xR Z g?

Proof requirements v
1. If Alice knows a she can get Bob to accept

2. If Alice doesn't know a she can't get Bob to accept v

3. No one (including Bob) learns anything about a from v
the interaction



Non-interactive signature scheme

.

A= g“
M &
Nt
‘ Py R=g"
$ U b
re<{1,..,1G[}
b e HOM) ab + r (mod |G|)
A

Proof requirements v
1. If Alice knows a she can get Bob to accept

2. If Alice doesn't know a she can't get Bob to accept v

3. No one (including Bob) learns anything about a from v
the interaction

o= (R,b,z)

accept if A” x R 2 g?and H(M) = b



Non-interactive signature scheme

R=A_b* A
9 > )
b
> o= (R,b,2)
A
> ) . ?
acceptif A” xR = gZand H(M) = b
YA

Proof requirements v
1. If Alice knows a she can get Bob to accept
2. If Alice doesn't know a she can't get Bob to accept X AP xR = g¥ g= x g% = g~
3. No one (including Bob) learns anything about a from v
the interaction



Non-interactive signature scheme

.

A= g“
M &
AL
‘ Py R=g"
$ b
r<{1,..,|Gl}
b d|G
b H(A R M) ab + r (mod |G|)
z

Proof requirements v
1. If Alice knows a she can get Bob to accept

2. If Alice doesn't know a she can't get Bob to accept v

3. No one (including Bob) learns anything about a from v
the interaction

o= (R,2z)

accept if A” x R 2 g?and H(M) = b



Non-interactive signature scheme

a

A=g

M &
N

[ ) R=g"

Y

$
re<{1,..,1G[}
ab + r (mod |G|)

b« H(A,R,M)

Proof requirements v
1. If Alice knows a she can get Bob to accept
2. If Alice doesn't know a she can't get Bob to accept v
3. No one (including Bob) learns anything about a from v
the interaction

.

o= (R,2z)

b

?
accept if AHARM) x g = g7



Schnorr signature scheme

KeyGen
$
1. a<{1..]G|}
2. Ae gt
3. return (sk = a,vk = A) R = gr R
~ Verify(vk = A,M,o0 = (R, z))
Sign(sk = a, M) 1. b« H(AR,M)
$ 2. returnA” xR = g7
1. r<{1..]G|} . re g
2. Reg' ab +r (mod |G|)
3. b e H(4,R,M)
4. z < ab +r (mod |G|)
5 0« (R,2) Z
6. returno
Proof requirements \/ Correctness:
1. If Alice knows a she can get Bob to accept
2. If Alice doesn't know a she can't get Bob to accept v AHARM) y R = gab x g7 = gal+7 = g2

3. No one (including Bob) learns anything about a from v
the interaction



Schnorr signature scheme

KeyGen
$
1. a<{1..]G|}
2. Aeg?
3. return (sk = a,vk = A) R = gr .
L Verify(vk = A,M,o0 = (R, z))
Sign(sk = a, M) 1. b« H(AR,M)
$ 2 turn A” xR = g7
1. r<{1..|G]} A . re g
2. Regr ab + r (mod |G|)
3. b e H(AR,M)
4. z < ab +r (mod |G|)
5 0« (R,2) z
6. returno
& r must be picked new every time!
Proof requirements v Security: The Schnorr signature is UF-CMA secure if:
1. If Alice knows a she can get Bob to accept « The DLOG problem is hard in (G,*)
2. If Alice doesn't know a she can't get Bob to accept v « The hash function H is modelled as a random oracle

3. No one (including Bob) learns anything about a from v

the interaction Learned private long-term key!
o =(R,z)

= z—z =(b+r)—(ab' +1)=a-(b=Db) = a=(z—-2")-(b->0)"1 mod |G|
o =(R,Z")



Discrete-log-based signatures

e Schnorr
» Elegant design
» Has formal security proof (based on DLOG problem and H assumed perfect)
« Was patented

« (EC)DSA
* Non-patented alternative
* More complicated design than Schnorr

d2CNBC
= MARKETS BUSINESS INVESTING TECH POLITICS CNBC TV WATCHLIST
« Standardized by NIST (designed by NSA)

* No security proof

* Very widely used

« Same sharp edge as Schnorr
* Reuse of r leaks long-term signing key
» Broke all PlayStation 3's produced by Sony

VIDEO GAMES

Sony: PlayStation Breach
Involves 70 Million Subscribers

Chris Morris | @MorrisatLarge
Published 4:30 PM ET Tue, 26 April 2011 | Updated 5:26 PM ET Tue, 26 April 2011



https://www.cnbc.com/id/42769019
https://www.cnbc.com/id/42769019

Public-key infrastructure (PKI)



What are identities?

N
b "Alice”, g“ |
‘ "Bob", g” e
< D 9 :
K « gab K « gab

There are many Alice's and many Bob's

How do we know that g¢ belongs to this particular Alice, and g” to this particular Bob?

Need to bind public keys to entities



ldentities on the internet

www.bob.com

a

"Alice", g

www.bob.com, gb

ab ab

K«g

K«g

There are many Alice's and many Bob's

How do we know that g¢ belongs to this particular Alice, and g” to this particular Bob?

Need to bind public keys to entities — internet: bind public keys to domain names



ldentities on the internet

www.evil.com

a

= >
< www.bob.com, gb
need proof these belong together b i {1,...,|G]}
K « gab K « gab

There are many Alice's and many Bob's

How do we know that g¢ belongs to this particular Alice, and g” to this particular Bob?

Need to bind public keys to entities — internet: bind public keys to domain names



Authenticated key exchange

www.bob.com

a

e e g

—— >
« www.bob.com, g” ,Vkpg
if Vriy(vkg, ...,0) =1 o
K « gab K « gab
else
abort

But why should we trust this vkz? Could have been created by the adversary itself



Digital certificates

« Digital certificate: a way of binding a public key to an entity

« A certificate consists of:

» The public key of the entity

* A bunch of information identifying the entity
« Name
« Address
« Occupation
- URL
 Email-address
* Phone number

« A digital signature on all the above by a certificate authority (CA)

Cosnq Pt
™~




Digital certificates

General Details Certification Path

E Certificate Information |

This certificate is intended for the following purpose(s):

= Proves your identity to a remote computer
# Ensures the identity of a remote computer
+1.3.6.1.4.1.6449.1.2.2.79
+2,23,140,1,2.2

*Refer to the certification authority's statement for details,

Issued to: uio.no

Issued by: GEANT OVECCCA 4

Valid from 283.08.2020 to 29.08.2021

Issuer Statement

0K

General Detaills  Certification Path

Show: | <All> ~
Field Value &
B'\-‘alid to 29. august 2021 00:59:59
BSubject uio.no, Center for Information. ..
=] Public key ECC (256 Bits)
[=] Public key parameters ECDSA_P256
J55)| Authority Key Identifier KeyID=edb4a0336a 16089 1b6. ..
{5 subject Key Identifier 2e59bd0c48c59f58607313916. .
Enhanced Key Usage Server Authentication (1.3.6....
FElcartifirate Brlirine T11rartifirate PrlireBalicy Tra N
CN = uio.no
OU = Center for Information Technology Services (USIT)
0 = Universitetet i Oslo
STREET = Problemveien 7
L = Oslo
5 =Cslo
PostalCode = 0371
C =NO
Edit Properties... Copy to File...
Ok

General Details  Certification Path

Show: | <all> ~

Field Value -
B\-‘alid to 29. august 2021 00:59:59
BSubject uio.no, Center for Information...
[=]Public key ECC (256 Bits)
[-=Public key parameters ECDSA_P256
15| Authority Key Identifier KeyID=edb4a0336a 16089 1b6. ..
[5i] subject Key Identifier 2e59bd0c48c59F58607313916. .
Enhanced Key Usage Server Authentication (1.3.6....

W

Kl rartifirata Drlidies

M1rertificats PalimePolicy Tdes

04 20 0a 40 71 30
aa 56 f5 61 7e e3
0= a5 18 7o be df
ec 8d d6 43 b9 3b
f9 =6 cb 0 £4

6f

fd
de

co 6f 17 =2 02 15 9f 738
=2 99 4f 3e 8f 67 83 =4
87 b7 61 5d 43 1lc 8a 47
Oc 14 e3 27 7a 23 55 2%

Edit Properties...

Copy to File...

QK




Certificate authorities (CA)

« CA: anissuer of digital certificates

« Acts as a trusted third-party, certifying (i.e., signing)
the public keys of other entities

» Verifies the identity of a claimed public-key owner

« The basis of a public-key infrastructure (PKI)

R
/'/'/
R {
\_ QPIFIC, _ \3
S %
) |
CTHORY‘/A’



Authenticated key exchange + PKI

Q@ &=

www.bob.com
- >

if Vrfy(vkg, ...,0) =1 www.bob.com, gb, vkg |=+«

\— _ *

and Vrfy(vkcy, ..., 0) = 1 - DS A

K « gab
else

abort

\ K « gab
kaA



Root CAs

 Root CAs: CAs that sign other CAs' public keys
+ only a few root CAs need to be trusted by end-users

+ root CAs can distribute the signing + verification load to smaller CAs
- single point of failure; private key must be very heavily guarded

* Root CAs for the internet: a few large multinational corporations

r Root CA signing key

COMODO
IdenTrust.

part of HID Global Qd ig ice rt®

o ® 2 ' &iian Bt =t X
N =\

> @(M

1 D INCS )

_;:;»» =
= S

Kl Let’s Encrypt



Certificate chains

General Details Certification Path

Certification path
5] sectigo ECC

View Certificate

Certificate status:
is certificate is OK.

Ok




HTTPS /TLS + PKI
www.bob.com

'l?kcA2 ga
>
_ b =1 =1 =
if Vrfy(vkg, ...,0) =1 < www.bob.com, g~ =+ [=4 =«
— _J “ A A
and Vrfy(kaAl, ...,O') =1 e ,’< ' : | k\
O --- “ vkg 1)
B . \ ab
“—~— /) \ Y K — g
o-° VkCAl ,'

and VrfY(UkCAZ, . U) =1
K « gab

else
abort



How to get a signed certificate?

www . bob. com

Qydigicert

> y
/
/
/
+ Check @
//
//
Other validation methods also possible: —_— _ =
+ Confirmation emails (6] =l < Sign(skqc, vkp )

 DNS entries e e—
* Physical verification
« Passport or driver's license <




How to become an internet root CA?

* Need to prove yourself (trust)worthy to browser and OS vendors
» Microsoft Root Certificate Program
» Mozilla CA Certificate Program
» Apple Root Certificate Program
 Chrome Root CA Program

« Lot's of auditing and paperwork

Kl Let’s Encrypt

« Many formal technical and non-technical security requirements

e CA/Browser forum
 Baseline Requirements v1.7.3



https://docs.microsoft.com/en-us/previous-versions/cc751157(v=technet.10)?redirectedfrom=MSDN
https://wiki.mozilla.org/CA
https://www.apple.com/certificateauthority/ca_program.html
https://www.chromium.org/Home/chromium-security/root-ca-policy
https://cabforum.org/wp-content/uploads/CA-Browser-Forum-BR-1.7.3.pdf

DigiNotar

* Dutch root CA
« Lost control of their private signing key in 2011

 Fraudulent certificates issued for Gmail,
Yahoo!, Mozilla, WordPress, ...

« 30 000 Iranian Gmail users targeted

« Triggered the creation of Certificate Transparency

IPro. Business Cloud Hardware Infrastructure Security Software Technology

NEWS Home > Security

DigiNotar goes bankrupt after hack

The Dutch CA goes into bankruptcy following the significant hacks claimed by ComodoHacker.

by: Tom Brewster 20 Sep 2011

EDITION: US =

mNet Q VIDEOCS WINDOWS10 5G CLOUD BESTVPNS SMALLBUSINESSTV SECURITY MORE

|D MusT READ: NHS contact-tracing app upgrade is more likely to warn users to self-isolate

Hack attack forces DigiNotar bankruptcy

Dutch certificate authority DigiNotar has been forced into bankruptcy after a
hack attack destroyed trust in its certificates.DigiNotar parent company
Vasco announced that DigiNotar would be liquidated in a statement on
Tuesday.




Certificate revocation

www.bob.com
A\ a
A'*x\‘%%s\
- — >
b —poy
g ) o) ) Uk B —
<
get
e = [REVOKED] —
if =a revoked: — = f_*
abort < HEEEE [REVOKED)
EEEEE CA




Certlflcate reVOcati()n — OCSP (online certificate Status Protocol)
www.bob.com
A g°
o — >
< gb’ g, ka —%
Is
l'e
OKeg>
if |[=. revoked:
abort

yes

=
REVOKED



Certificate revocation — OCSP

www.bob.com
ga
b —poy
) 0-, Uk —
< g B
Is
Iy
° Ok@o'?

If request timed out:

—abertt—— {(hordfalbh—
cert valid

(soft fail)

-

F

[REVOKED]

CA



Certificate revocation — OCSP
www.bob.com
AW 9"
- g°, o, vkg |=«
Is
l'e Okeo'p

If request timed out:

—abert——hard-fat— D —
cert valid

yes
(soft fail)

=
REVOKED



Certificate revocation — OCSP

embarrassing_stuff.com




Certificate revocation — OCSP stapling

embarrassing_stuff.com

a
g
b =
) g°’, o, vkg |=«

has not been revokedj A

i)

has not been revokedj




Certificate revocation — OCSP stapling

embarrassing_stuff.com

4‘9'

o, Vkg

H|||
\ 4

b4

revoked ”

A
If OCSP staple not present:

“/=. has beenrevoked”

-
cert valid (soft fail)

l}’ll ||

[REVOKED]



Certificate revocation — OCSP stapling + must_staple

embarrassing_stuff.com

“must include staple”

= i >
=
g b) o, ka o
<
= has been revoked ” J
f— A
r

has been revoked ”

1

If OCSP staple not present:

—aBertt—————(harefaih-
” soft-faif

[REVOKED]

CA



Certificate Transparency

Pre-certificate é

’ CLOUDFLARE’ 101010221

— 10010
- 110
0 1010 3

Monitor ~

h

1

N

Certificate Pre-certificate

L — =— Google
EE

L. ARGON
Cert with SCTs Pre-certificate

QOdigicert

l ié SCT YETI

=] A

Alert!

Customer Website

I
HTTPS

oy

Visitor



Hardware Root of Trust

o

i Root 3 &
Certificate Image O

( [Hardware] ) 8

Pri 3 @
Bo:mr v QAppkcations porating Image 1

Bootloader Bootloader System

(| [Hardware] ) |

(
Image 2

.




Other PKls exist
« Organization PKiIs
eduroam /

eduroam

il |‘

*.
NTNU

uios ’
X jurOam / e ’“ am
’

I |‘
;

fn ||

|

?




Next week

* Quantum computers




