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Quantum computers
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Quantum computers – the beginning
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• Classical bit:

• Qubit: 

• Can measure 𝜓 ⟹ state collapses randomly to either 0 or 1

Qubits

 0〉  1〉 𝛼 2 + 𝛽 2 = 1

0 1

𝜓 = + 𝛽 𝛼, 𝛽 ∈ 𝑪

Pr 𝜓 collapses to 0 =

Pr 𝜓 collapses to 1 = 𝛽 2

We cannot observe 𝛼 and 𝛽 directly!

superposition

𝛼

(with what probability?)

𝛼 2

amplitudes

𝜓 = 0.6 0 − 0.8 1

0.6 2 = 0.36 −0.8 2 = 0.64
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• Can measure 𝜓 ⟹ state collapses randomly to either 00 , 01 , 10 or 11

• Can measure just the first qubit in 𝜓

• ⟹ state collapses randomly to either 𝛼′ 𝟎0 + 𝛽′ 𝟎1 or 𝛾′ 𝟏0 + 𝛿′ 𝟏1

• Can combine two independent qubits: 

• 𝜓 = 𝛼0 000 + 𝛼1 001 + 𝛼2 010 + 𝛼3 011 + 𝛼4 100 + 𝛼5 101 + 𝛼6 110 + 𝛼7 111

• 𝑁-qubit system: 2𝑁 basis states

Multiple qubits

 00〉  01〉
𝛼 2 + 𝛽 2 + 𝛾 2 + 𝛿 2 = 1

+ 𝛽
𝛼, 𝛽, 𝛾, 𝛿 ∈ 𝑪

 10〉  11〉+ 𝛾 + 𝛿𝛼𝜓 =

(with probability 𝛼 2, 𝛽 2, … ) 

(with probability 𝛼 2 + 𝛽 2 or 𝛾 2 + 𝛿 2) 

= 𝛼𝛾 00 + 𝛼𝛿 01 + 𝛽𝛾 10 + 𝛽𝛿 11𝜓0 𝜓1 = 𝛼 0 + 𝛽 1 𝛾 0 + 𝛿 1
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• Can change classical bits with logical gates

• Can change qubits with quantum gates

• Constraints on 𝑈:

• Linearity:  𝑈 𝛼 0 + 𝛽 1 = 𝛼 ⋅ 𝑈 0 + 𝛽 ⋅ 𝑈 1

• Normalization: 𝛼′ 2 + 𝛽′ 2 = 1

Quantum gates

𝜓 = 𝛼 0 + 𝛽 1 ⟼
𝑈
𝜓′ = 𝛼′ 0 + 𝛽′ 1

0 ⟶
NOT
1

⟹ 𝑈 is invertible
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(Quantum) NOT-gate

𝑿 0 = 1

𝑿 1 = 0

𝑿 𝜓 = 𝑿 𝛼 0 + 𝛽 1 = 𝛼 ⋅ 𝑿 0 + 𝛽 ⋅ 𝑿 1 = 𝛼 1 + 𝛽 0

7



Hadamard gate

𝑯 0 =
1

2
0 +
1

2
1

−1

2

2

= 0.5

𝑯 1 =
1

2
0 −
1

2
1

𝑯 𝜓 = 𝑯 𝛼 0 + 𝛽 1 =

=
def
−

=
def
+

𝛼 ⋅ 𝑯 0 + 𝛽 ⋅ 𝑯 1 = 𝛼 + + 𝛽 −

Pr − collapses to 1 =
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Hadamard gate

𝑯 𝜓 = 𝑯 𝛼 0 + 𝛽 1 = 𝛼 ⋅ 𝑯 0 + 𝛽 ⋅ 𝑯 1 = 𝛼 + + 𝛽 −
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0 𝐻

0 𝐻

+

+

+ + =
1

2
0 +
1

2
1
1

2
0 +
1

2
1 =

1

2
00 +

1

2
01 +

1

2
10 +

1

2
11

𝑯 0 =
1

2
0 +
1

2
1

𝑯 1 =
1

2
0 −
1

2
1 =
def
−

=
def
+



(Infinitely) many more gates... 
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Quantum computers

𝜓 𝜓 𝜓 𝜓𝜓

0.5 0110
+0.5 0111
+0.5 1010
−0.5 1011

=

What makes quantum computation special?  

Interference
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The Deutsch–Jozsa’s algorithm

vs.

constant balanced

12

𝐱 𝑓 𝐱

00 0

01 1

10 1

11 0

𝐱 𝑓 𝐱

00 1

01 1

10 1

11 1



• Classic algorithm must test 2𝑛/2 + 1 inputs in the worst case

• Can a quantum computer do better?

The Deutsch–Jozsa’s algorithm

balanced
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𝐱 𝑓 𝐱

00 0

01 0

10 1

11



The Deutsch–Jozsa’s algorithm

𝑓𝐱 𝑓 𝐱 𝑈𝑓𝐱 𝑓 𝐱
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The Deutsch–Jozsa’s algorithm

𝑓𝐱 𝑓 𝐱 𝑈𝑓𝐱

𝑦 ⊕ 𝑓 𝐱𝑦

𝐱
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The Deutsch–Jozsa’s algorithm

0

𝑈𝑓

𝐻

0 𝐻

𝐻

𝐻

= 0 + 1 0 + 1 0 − 1

1 𝐻

𝜓1 𝜓2 𝜓3

𝜓1 = + + −

= 00 0 − 00 1

𝜓2 = −1 𝑓 00 00 0 − 1

𝜓3 =

−1 𝑓 00 00 + 01 + 10 + 11

−1 𝑓 01 00 − 01 + 10 − 11

−1 𝑓 10 00 + 01 − 10 − 11

−1 𝑓 11 00 − 01 − 10 + 11

−1 𝑓 00 + +

−1 𝑓 01 + −

−1 𝑓 10 − +

−1 𝑓 11 − −

= −1 𝑓 00 00 + −1 𝑓 01 01 + −1 𝑓 10 10 + −1 𝑓 11 11 0 − 1

+ 01 0 − 01 1

= 00 0⊕ 𝑓 00

+ 10 0⊕ 𝑓 10 − 10 1⊕ 𝑓 10

+ 11 0⊕ 𝑓 11 − 11 1⊕ 𝑓 11

+ 01 0⊕ 𝑓 01 − 01 1⊕ 𝑓 01

+

+

+

+

+

+

0 − 1=0 − 1

= −1 𝑓 01 01 0 − 1

?

− 00 1⊕ 𝑓 00
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+ 10 0 − 10 1

+ 11 0 − 11 1



The Deutsch–Jozsa’s algorithm

0

𝑈𝑓

𝐻

0 𝐻

𝐻

𝐻

1 𝐻

𝜓1 𝜓2 𝜓3

𝜓2

𝜓3 =

−1 𝑓 00 00 + 01 + 10 + 11

−1 𝑓 01 00 − 01 + 10 − 11

−1 𝑓 10 00 + 01 − 10 − 11

−1 𝑓 11 00 − 01 − 10 + 11

−1 𝑓 00 + +

−1 𝑓 01 + −

−1 𝑓 10 − +

−1 𝑓 11 − −

= −1 𝑓 00 00 + −1 𝑓 01 01 + −1 𝑓 10 10 + −1 𝑓 11 11 0 − 1

= 00 0⊕ 𝑓 00 − 00 1⊕ 𝑓 00

+ 10 0⊕ 𝑓 10 − 10 1⊕ 𝑓 10

+ 11 0⊕ 𝑓 11 − 11 1⊕ 𝑓 11

+ 01 0⊕ 𝑓 01 − 01 1⊕ 𝑓 01

+

+

+

+

+

+

0 − 1=0 − 1

?

Case 1: 𝑓 𝐱 constant
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= 0 + 1 0 + 1 0 − 1𝜓1 = + + −

= 00 0 − 00 1

+ 01 0 − 01 1

+ 10 0 − 10 1

+ 11 0 − 11 1



The Deutsch–Jozsa’s algorithm

0

𝑈𝑓

𝐻

0 𝐻

𝐻

𝐻

1 𝐻

𝜓1 𝜓2 𝜓3

𝜓2

𝜓3 =

−1 𝑓 00 00 + 01 + 10 + 11

−1 𝑓 01 00 − 01 + 10 − 11

−1 𝑓 10 00 + 01 − 10 − 11

−1 𝑓 11 00 − 01 − 10 + 11

−1 𝑓 00 + +

−1 𝑓 01 + −

−1 𝑓 10 − +

−1 𝑓 11 − −

= −1 𝑓 00 00 + −1 𝑓 01 01 + −1 𝑓 10 10 + −1 𝑓 11 11 0 − 1

= 00 0⊕ 𝑓 00 − 00 1⊕ 𝑓 00

+ 10 0⊕ 𝑓 10 − 10 1⊕ 𝑓 10

+ 11 0⊕ 𝑓 11 − 11 1⊕ 𝑓 11

+ 01 0⊕ 𝑓 01 − 01 1⊕ 𝑓 01

+

+

+

+

+

+

0 − 1=0 − 1

?

Case 2: 𝑓 𝐱 balanced
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𝐱 𝑓 𝐱

00 0

01 0

10 1

11 1

= 0 + 1 0 + 1 0 − 1𝜓1 = + + −

= 00 0 − 00 1

+ 01 0 − 01 1

+ 10 0 − 10 1

+ 11 0 − 11 1



• Deutsch–Jozsa’ algorithm distinguishes constant and 

balanced 𝑓 𝐱 with one call to 𝑈𝑓

• Easily generalized to functions of 𝑛 bits

• Classical algorithm must make 2𝑛/2 + 1 calls to 𝑓 in the 

worst-case

The Deutsch–Jozsa’s algorithm

0 𝐻

0 𝐻

𝐻

𝐻

1 𝐻

0 𝐻 𝐻

⋮ ⋮𝑈𝑓
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Shor's algorithm
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• A function is periodic if 𝑓 𝑥1 + 𝜔1, … , 𝑥𝑛 + 𝜔𝑛 = 𝑓 𝑥1, … , 𝑥𝑛

• DLOG problem: Given 𝐴 = 𝑔𝑎 find 𝑎.

• Let 𝑓: 𝐙𝑝 × 𝐙𝑝 → 𝑮 be defined as

• Function 𝑓 is periodic with period 𝜔1, 𝜔2 = 𝑎 ⋅ 𝑘, −𝑘 :

• Finding a nonzero period 𝜔1, 𝜔2 of 𝑓 allows to find 𝑎 as: 

DLOG to period finding

21

𝑓 𝑥 + 𝑎 ⋅ 𝑘, 𝑦 − 𝑘 = 𝑔𝑥+𝑎⋅𝑘𝐴𝑦−𝑘 = 𝑔𝑥+𝑎⋅𝑦 = 𝑔𝑥𝐴𝑦 = 𝑓 𝑥, 𝑦

𝑎 ← 𝜔1 ⋅ 𝜔2
−1 mod 𝑝

𝑓 𝑥, 𝑦 = 𝑔𝑥𝐴𝑦



Shor's algorithm
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Shor's algorithm

Input: 𝐴 = 𝑔𝑎

Output: 𝑎

1. find a period 𝜔1, 𝜔2 of function 𝑓 𝑥, 𝑦 = 𝑔𝑥𝐴𝑦

2. if 𝜔1, 𝜔2 = (0,0): goto 1.
3. return 𝜔1 ⋅ 𝜔2

−1 mod 𝑝

where the quantum magic happens! 



• Problem: period can be very large

• Classical solutions take exponential time

• Observation: 

finding signal period ⟺ finding signal frequencies

• Key ingredient of Shor's algorithm: 

Quantum Fourier Transform (QFT)

Shor’s algorithm
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Shor’s algorithm
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𝑥=0

𝑝−1

 

𝑦=0

𝑝−1

  𝑥 𝑦 0

 

𝑥=0

𝑝−1

 

𝑦=0

𝑝−1

  𝑥 𝑦 𝑔𝑥𝐴𝑦

 

𝑦=0

𝑝−1

  𝑧 − 𝑎𝑦 𝑦 𝑔𝑧

 

𝑥′=0

𝑝−1

𝜔𝑝
𝑧𝑥′  𝑥′ 𝑦′ = 𝑎𝑥′ 𝑔𝑧

𝑥′, 𝑦′ = 𝑎𝑥′ mod 𝑝 ⇒ 𝑎 = 𝑦′ ⋅ 𝑥′
−1

𝜔𝑝 = 𝑒
2𝜋𝑖/𝑝

𝑥 𝑦 0
𝑈𝑓
𝑥 𝑦 𝑔𝑥𝐴𝑦



Shor’s algorithm
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• Diffie-Hellman – broken by Shor’s algorithm

• ECDSA – broken by Shor’s algorithm

• RSA – broken by Shor’s algorithm

• …public-key cryptography is basically dead

The quantum menace

26



How far away are we?
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How far away are we?

28
https://sam-jaques.appspot.com/quantum_landscape

https://sam-jaques.appspot.com/quantum_landscape


How far away are we?
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How far away are we?
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How far away are we?

31
https://sam-jaques.appspot.com/quantum_landscape

https://sam-jaques.appspot.com/quantum_landscape


• Symmetric cryptography

• Grover's algorithm: solves 𝒪 2𝑛 problems in 𝒪 2𝑛/2 quantum steps

• Inherently serial + huge constants

• AES-128 is most likely safe; using AES-256 removes any doubts

• Quantum cryptography

• Use quantum mechanics to build cryptography

• Requires specialized equipment

• Only used for key distribution; does not solve authentication problem

• Post-quantum cryptography

• Classical (asymmetric) algorithms believed to withstand quantum attacks

Dealing with quantum computers
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Post-quantum cryptography

𝐻 𝐻 𝐻 𝐻

𝐻 𝐻

𝐻

𝑝𝑘ots
1 𝑝𝑘ots

2 𝑝𝑘ots
3 𝑝𝑘ots

4 𝑝𝑘ots
5 𝑝𝑘ots

6 𝑝𝑘ots
7 𝑝𝑘ots
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𝑝𝑘

𝑠𝑘ots
1 𝑠𝑘ots

2 𝑠𝑘ots
3 𝑠𝑘ots

4 𝑠𝑘ots
5 𝑠𝑘ots

6 𝑠𝑘ots
7 𝑠𝑘ots
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Lattice-based cryptography Code-based encryption 

Supersingular isogeny key exchange Hash-based signatures 

Broken in 

2022!
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Next week



Questions?
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