Lecture 13 — Quantum computers,
Shor’s algorithm, post-quantum cryptography

TEK4500
05.11.2025
Hakon Jacobsen
hakon.jacobsen@its.uio.no



mailto:hakon.jacobsen@its.uio.no

Quantum computers




Quantum computers —the beginning
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Qubits

« Classical bit: ®
0 1
* Qubit: superposition amplitudes
[Y) = a|0) + B1) a,B €C ]2 + |B]% = 1

We cannot observe « and £ directly!

« Can measure |p) = state collapses randomly to either [0) or |1) (with what probability?)

Pr[|y) collapses to |0)] = |a|?
|Y) = 0.6]0) — 0.8]|1)

Pr[|y) collapses to |1)] = |5]?
10.6]% = 0.36 |—0.8]%> = 0.64




Multiple qubits

lY) = «]00) + B |01) +y|10) + & [11) a,B,7,6 € C

lal? + 1512 + IvI* + 617 =1

« Can measure |y) = state collapses randomly to either |00), |01), |10) or [11) (with probability |a|?, |813, ...)

« Can measure just the first qubit in [y)
- = state collapses randomly to either '|00) + 5'|01) or y'|10) + §'|11) (with probability |a|? + |B]% or [y|* + |5]?)

« Can combine two independent qubits:
[Wol1) = («|0) + 1IN (¥[0) + 5]1)) = ay|00) + ad|01) + By|10) + B5[11)
* |Y) = ay|000) + @;|001) + a,|010) + a3|011) + a,|100) + a|101) + a,|110) + a,|111)

« N-qubit system: 2" basis states



Quantum gates

« Can change classical bits with logical gates - D= D
AND NAND OR NOR
NOT > Jo>-
— 1 NOT XOR XNOR
« Can change qubits with quantum gates Operator Gate(s)
u ) ' : Pauli-X (X) —X
) = a0y + BI11) — [y)) =0} +f|1)
Pauli-Z (Z) —Z—
« Constraints on U: Hadamard (H) P
* Linearity: U(a|0)+ B[1)) =a-U(|0)) + 5 - U(|1)) Controlled Not
(CNOT, CX) $

« Normalization: |¢'|? + |p'|? =1 = U isinvertible



(Quantum) NOT-gate

X(10)) = [1)

X(11)) = 10)

X(lY)) = X(a|0) + B11)) = a-X(|0)) + 5 -X(11) = «al1) + [|0)



Hadamard gate

1 1
H(0) = —=10) + =1) €' |4)

V2 V2
1 1 def
Hﬂl)):ﬁm)_ﬁll) = |-)

H(|ly)) = H(al0) + B|1)) = a - H(|0)) + B - H(|1)) = a|+) + B|-)

2
= 0.5

—1
Pr[|—) collapses to |1)] = |ﬁ



Hadamard gate

1 1 def
H(|0) =—=[0)+—=I[1) = |+)

V2 V2
1 1 def
Hﬂl)):ﬁm)_ﬁll) = |-)

H(|ly)) = H(al0) + B|1)) = a - H(|0)) + B - H(|1)) = a|+) + B|-)

0)— H —[+)

|+>|+>—(i|o>+i|1>)(i|o>+i|1>) — 100y + 2101) + 2110 4+ = [11)
S\ T RYINET TR T2 T 2 2

0 H —[+)




(Infinitely) many more gates...

Operator Gate(s) Matrix

Pauli-X (X)
Pauli-Y (Y)
Pauli-Z (Z)
Hadamard (H)
Phase (S, P)

/8 (T)

1Ty B Pt BEE

1 0 0 0
Controlled Not 0 1 0 0
(CNOT, CX) 00 1 0
P 1 0 0 0
Controlled Z (CZ) [8 (1) ? 8]
— 00 0 -1
o 1 0 0 0
SWAP {3 . 31
—K— D 0 0 1
+ 0 9] a 0 0 0 o
Toffoli 5 o 1 0 0 o o o
(CCNOT, a 0 0 0 1 0 0 0
CCX, TOFF) 6 6 0 0 0 0 o 3
0 0] Q 0 0 0 1 0




Quantum computers

single-qubit gate measurment
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What makes quantum computation special?
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The Deutsch-Jozsa’s algorithm

X | [
00 1
01 1
10 1 VS,
11 1
constant

x | f&®
00 0
01 1
10 1
11 0

balanced



The Deutsch-Jozsa’s algorithm

« Classic algorithm must test 2" /2 + 1 inputs in the worst case

X f(x)
00 0
01 0
10 1
11

balanced

« Can a guantum computer do better?



The Deutsch-Jozsa’s algorithm
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The Deutsch-Jozsa’s algorithm

— f(x) %)
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The Deutsch-Jozsa’s algorithm

1) =

|¢3> =

|+ +H)-)

/

\

= [00)|0) —[00)[1)
+/01)[0) —[01)[1)
+/10)]0) — [10)[1)
+111)[0) — [11)[1)

100)[0 © £(00)) —[00)|1 & f(00))
+101)[0 ® f(01)) — [01)|1 & f(01))

10)—
10)

= (=1)7©9 |00)(|0) — [1))
= (—~1)7©D [01)(|0) — [1)) 1) _

(10) +11)(10) + [1)(10) = 1)

+110)[0 @ f(10)) — [10)|1 ® £(10))
+[11)]0 @ f(1D) - 111 D f(11))

= ((=17©9100) + (~1)/©V[01) + (~1)/19|10) + (~1)/D[11)) (|0) - 1))

(=17 +)|+)
+

(-1 OV |4)|-)
+

(=D I|=)[+)
_l_

(=D =)[-)

|

J

(10)=11)) =

/

\

(—1)7D(|00) + |01) + |10) + |11))

+

(—1)OV(00) — [01) + |10) — |11))
_|_

(—1)7@9(j00) + |01) — |10) — |11))
+

(—1)FAV(00) — [01) — [10) + |11))
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The Deutsch-Jozsa’s algorithm

1) = 6= = (10) +[1)(0) + 1) (|0) — [1)

H§/74
1,

= 100)|0) — |00)|1)
+101)[0) — |01)]1) 10)— H
+]10)[0) — |10)]1)
+]11)[0) — |11)]1) 0 — B
= 100)]0 @ £(00)) — [00)|1 @ £(00))
+101)[0 @ f(01)) — [01)|1 D f(01)) |1)— H
+110)]0 @ £(10)) — |10)|1 @ £(10)) ;
+111)]0 @ F(11)) — [11)]1 @ £(11)) 1v,)
= ((=1)7©9]00) + (-1)F©V|01) + (=1)/AD[10) + (-1)/AV|11)) (|0) — |1))
( (—1)f<°°>|+>|+>\ ( (—1)f<°°><|oo>-|—+e+>—n—|+ea—|—|-1-1-»—\
+
(—1)7OD|4)|-) (—1)/ OV (|00) —po—+—Ho—H43—
s) = N 10y = 1)) = (10) — 1))
(—1)A0|—)|4) (—1)7 A0 (|00) o3 —Hro—t1-

_l_
\ (~1)/ D)) ) \ (—1)f<11><|oo>—+e+>—|+ea—u—|-1-1-»—/

)

Case 1. f(x) constant



The Deutsch-Jozsa’s algorithm

1)

|+ +H)-)

= [00)|0) —[00)[1)
+/01)[0) —[01)[1)
+/10)]0) — [10)[1)
+111)[0) — [11)[1)

=100)|0 @ £(00)) —[00)[1 & £(00))
+101)[0 ® f(01)) — [01)|1 & f(01))

+110)[0 @ f(10)) — [10)|1 ® £(10))
+[11)]0 @ f(1D) - 111 D f(11))

= ((=17©9100) + (~1)/©V[01) + (~1)/19|10) + (~1)/D[11)) (|0) - 1))

/
\

|¢3> =

(=17 +)|+)
+
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_l_
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(10)=11)) =

/

\

(10) +11)(10) + [1)(10) = 1)

10)—

0)

1)

(~1) 0083 + 01i+ 10) ¥ 1))

+ I I
(~1)F©D 88y — [01)+ [10) - |11))
+ I
(~1)/ A6} + |01 [10) - [11)
+ I I

(~1)7 AV G0y — [01)(— |10) b |11))
-— = 7
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Case 2. f(x) balanced

X | f®
00 | 0
01 | 0
10 | 1
11 | 1




The Deutsch-Jozsa’s algorithm

« Deutsch—Jozsa’ algorithm distinguishes constant and
balanced f(x) with one call to Uy

« Easily generalized to functions of n bits

« Classical algorithm must make 2" /2 + 1 calls to f in the
worst-case

10)—

10)—

1B




Shor's algorithm

Polynomial-Time Algorithms for Prime Factorization
and Discrete Logarithms on a Quantum Computer®

Peter W. Shorf

Abstract

A digital computer is generally believed to be an efficient universal computing
device; that is, it is believed able to simulate any physical computing device with
an increase in computation time by at most a polynomial factor. This may not be
true when quantum mechanics is taken into consideration. This paper considers
factoring integers and finding discrete logarithms, two problems which are generally
thought to be hard on a classical computer and which have been used as the basis
of several proposed eryptosystems. Efficient randomized algorithms are given for
these Lwo problems on a hypothetlical quantum computer. These algorithms take
a number of steps polynomial in the input size, eg., the number of digits of the
integer to be factored.

Keywords: algorithmic number theory, prime [actorization, discrete logarithms,
Church’s thesis, quantum computers, foundations of quantum mechanies, spin systems,
Fourier transforms




DLOG to period finding

« A function is periodic if f(x; + w1, ..., Xy, + @Wy) = f(xq, ..., X)

DLOG problem: Given A = g“ find a.

Let f:Z, X Z, — G be defined as

flx,y) = g*AY

Function f is periodic with period (w{, w,) = (a -k, —k):

flx+a-ky—k)=g*tekgyk = gx+ay = gXAY = f(x,y)

Finding a nonzero period (w4, w,) of f allows to find a as:

a < wy - wy;! (modp)



Shor's algorithm

Shor's algorithm

Input: A = g“
Output: a

[1. find a period (wq, w,) of function f(x,y) = g*AY ] where the quantum magic happens!
2. if (wq,w,) = (0,0): goto 1.
3. return w; - w,! (mod p)




Shor’s algorithm

« Problem: period can be very large
» Classical solutions take exponential time 0(\9

 Observation:

finding signal period < finding signal frequencies

« Key ingredient of Shor's algorithm:

Quantum Fourier Transform (QFT)

time



Shor’s algorithm
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Shor’s algorithm
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The quantum menace

« Diffie-Hellman — broken by Shor’s algorithm

PANIC;MODE

« ECDSA — broken by Shor’s algorithm | !‘f

RSA — broken by Shor’s algorithm

...public-key cryptography is basically dead



How far away are we?

Landscape of Quantum Computing in 2021
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How far away are we?

Landscape of Quantum Computing in 2022
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How far away are we?

Landscape of Quantum Computing in 2023
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How far away are we?

Landscape of Quantum Computing in 2024
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How far away

are we?

Landscape of Quantum Computing in 2025

10_6 TTT TR T 71T LA L VB N V| TN SO~ N T TTWTTT
1 1 1
o :|| i
T Y N P
® N Ny
(¢ S B
: | BN N | % ‘-‘ ?
¢ 1R N a 2
L I | E
103 ° a2 8
™y B2
T % ﬁé’
“Useful” quantum chemistry'", ', 5\
without error correction |\ , %
w\ﬂl ﬂ\ ';}‘ ';!\
LYl W W
—4 G A
10 LMA RN )
E %\g%\ \E’\ %\
3 Logical qubits L)
- can be classically ======ssssssssisiy ROA js broken [~ =sssis
(@] a A N S T ¥
£ simulated LY RSA-2048
10-3 Vi (oxact)
. A W W U ¥ 4
Quantinuum O \‘\
%f’ Surface codes AT
i k \\\ \\\ \\ *.\‘
@] T ~
° L RIS
QuEra SISt S
1072 JQIo + We are here
IBM
Innsbruck ©
o) O
> % off
. . o
10-1 Rigettio CA | ‘ .
100 10! 102 103 104 10° 106 107 108
https://sam-jaques.appspot.com/quantum_landscape

Number of Qubits



https://sam-jaques.appspot.com/quantum_landscape

Dealing with quantum computers

«  Symmetric cryptography
- Grover's algorithm: solves 0(2™) problems in 0(2™/2) quantum steps

* Inherently serial + huge constants
» AES-128 is most likely safe; using AES-256 removes any doubts

 Quantum cryptography
» Use quantum mechanics to build cryptography
* Requires specialized equipment
» Only used for key distribution; does not solve authentication problem

« Post-quantum cryptography
» Classical (asymmetric) algorithms believed to withstand quantum attacks



Post-quantum cryptography

Lattice-based cryptography

RS
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1 2 3 4 5 6 7 8
Pkots pkots  Pkots  Pkots  PKots Pkots  Pkots  Pkots
1 2 3 4 5 6 7 8
skots skots  skots  Skots  skots skots  Skots  Skots

Hash-based signatures

R
&:\\\'\\\\_\_\\\"\—‘:\‘

Code-based encryption

Broken in

Supersingular isogeny key exchange



Questions?



