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Recap: summary of group theory

(Definition: A group (G,*) is a set G with a binary operation x where \
Gl: (axb)xc=ax(bx*c) (associativity)
G2: Je€eG:exa=axe=a (identity)
G3: dat €G: axal=atlxa=e (inverse)

* Properties:
. glfl=¢
o gagb — ga+b
. (ga)b — (gb)a — gab

« (Finite) cyclic groups
- Groups having a generator g; thatis, (G,») = (g) = {g%, g%, g°, .--,g";'}
« Examples:
* (Zp+) =(1)=(-1)
- (z;,) e.g., (Zi3) =(2) ={2%,22,23,24 25,26,27,28 29 210 211 2123 = (7 4,8, 3, 6, 12, 11, 9, 5, 10, 7, 1}



Recap: Diffie-Hellman

4‘;” Key %gi

exchange




Recap: Diffie-Hellman — security
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a«{1,..,1G1}

7 a_gab

Security (given G, g, A, B):
Must be hard to compute Z « g%»
Must be hard to find a (or b)

G=(Z,+)
6= (2;,)

=(9)

S
> ;

g?
\/Q4

b
b« {1,..1Gl}

Z<—Ab=gab

(DH assumption)
(DLOG assumption)

not secure

secure for large enough

Zy

(conjectured)



Recap: generic algorithms for solving DLOG

- Baby-step, giant-step: time 0( |G|) memory O (\/W)

« Pollard's rho: time O ( |G|) memory 0(1)

 Consequence: for DLOG to be hard \/m must be large enough!
« |G| = 2128 only gives V2128 = 26* security
|G| = 2256 only gives V2256 = 2128 security
« |G| =~ 252 only gives V2512 = 2256 security
» efc...



Recap: non-generic algorithms for DLOG

Unfortunately, (Z;,-) is not a generic group!

Much faster specific algorithms exist for solving DLOG in Z,

* Index-calculus

« Elliptic-curve method

« Special number-field sieve (SNFS) } exceptionally complicated algorithms, requiring very
« General number-field sieve (GNFS) advanced mathematics!

Current DLOG-solving record: |Z;,| = 2795 using GNFS (Heninger et al. '19)
* Previous records: https://en.wikipedia.org/wiki/Discrete logarithm records

> 22048 typically required as a minimum today

Zy



https://en.wikipedia.org/wiki/Discrete_logarithm_records

Recap: Diffie-Hellman in (Z;,-) — what is large enough?

17125458317614137930196041979257577826408832324037508573393292981642667139747621778802438775238728592968344613589379932348475613503476932163166973813218698343816463289144185362912602522540494983090531497232965829
lj — 53652450726984882565831142029933592229570974326750832252596677395039491925757684203877163274204414247105350985012360588381585716266691777519349615737265619555830572700989127600651400040936587721817138831992389630

9377791762590614311849642961380224851940460421710449368927252974870395873936387909672274883295377481008150475878590270591798350563488168080923804611822387520198054002990623911454389104774092183

323170060713110073003389139264238282488179412411402391
128420097514007417066343542226196894173635693471179017
379097041917546058732091950288537589861856221532121754
125149017745202702357960782362488842461894775876411059
286460994117232454266225221932305409190376805242355191
256797158701170010580558776510388618472802579760549035
697325615261670813393617995413364765591603683178967290
731783845896806396719009772021941686472258710314113364
293195361934716365332097170774482279885885653692086452
966360772502689555059283627511211740969729980684105543
595848665832916421362182310789909994486524682624169720
35911852507045361090559

323170060713110073003389139264238282488179412411402391
128420097514007417066343542226196894173635693471179017
379097041917546058732091950288537589861856221532121754
125149017745202702357960782362488842461894775876411059
286460994117232454266225221932305409190376805242355191
256797158701170010580558776510388618472802579760549035
697325615261670813393617995413364765591603683178967290
731783845896806396719009772021941686472258710314113364
293195361934716365332097170774482279885885653692086452
966360772502689555059283627511211740969729980684105543
595848665832916421362182310789909994486524682624169720
35911852507045361090559

mod p

« {1..p}

665680077810100734070476416898417408020670352441378967
997224101900193957211854827569676933273935982997835638
067380762809024311842715496660113976613131478051784487
322446809608196031803691263486170912693625523249742383
264476433978409434004770395167011614217279552198029936
108023398643999746539201834933168220864789880837484536
563067997761270826642223539437541791058416731683176995
365899867720283590420932417377927106884773199080517477
615608675490982255098980545292032908358093913531433702
049429047413071525556307299541445514389721222256380833
743627991333762777307118317040885305789910094293548481

665680077810100734070476416898417408020670352441378967
997224101900193957211854827569676933273935982997835638
067380762809024311842715496660113976613131478051784487
322446809608196031803691263486170912693625523249742383
264476433978409434004770395167011614217279552198029936
108023398643999746539201834933168220864789880837484536
563067997761270826642223539437541791058416731683176995
365899867720283590420932417377927106884773199080517477
615608675490982255098980545292032908358093913531433702
049429047413071525556307299541445514389721222256380833
743627991333762777307118317040885305789910094293548481
5501309561942770687524

~ 2204—8

« {1..p}

B 2 5501309561942770687524

mod p

A

/< 2

323170060713110073003389139264238282488179412411402391
128420097514007417066343542226196894173635693471179017
379097041917546058732091950288537589861856221532121754
125149017745202702357960782362488842461894775876411059
286460994117232454266225221932305409190376805242355191
256797158701170010580558776510388618472802579760549035
697325615261670813393617995413364765591603683178967290
731783845896806396719009772021941686472258710314113364
293195361934716365332097170774482279885885653692086452
966360772502689555059283627511211740969729980684105543
595848665832916421362182310789909994486524682624169720
35911852507045361090559

X

665680077810100734070476416898417408020670352441378967
997224101900193957211854827569676933273935982997835638
067380762809024311842715496660113976613131478051784487
322446809608196031803691263486170912693625523249742383
264476433978409434004770395167011614217279552198029936
108023398643999746539201834933168220864789880837484536
563067997761270826642223539437541791058416731683176995
365899867720283590420932417377927106884773199080517477
615608675490982255098980545292032908358093913531433702
049429047413071525556307299541445514389721222256380833
743627991333762777307118317040885305789910094293548481
5501309561942770687524

mod p



Groups
where GNFS
doesn't work

Better alternatives to Z;‘,’?



Elliptic curves
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Elliptic curves

y2 =x3—-2x+3 x,y € R
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Elliptic curves
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Elliptic curves

y2 =x3—-2x+3 x,y € R

def
P+Q =0
/ >

ldentity element




Elliptic curves

Theorem: the points on an elliptic curve, together with O,
form an abelian group under "geometric point addition"

A y2=x3+ax+b

ab,x,y €ER

P+Q = (x3,3)

= (x1x, — 2a)x1x, — 4b(x1 + x,) + a?
3 (x1x5 + a)(xq + x3) + 2y1y, + 2b

N

P + Q %1262 (1 + %) — x3((x1 + 2)% —x1%5 + @) — Y1y, — b
Y3 = Y1ty

Notation: (E(R),+) = an elliptic
curve group over the real numbers



Elliptic curves over Z,

y2=x34+ax+b

ab,x,y EZp

P+Q = (x3,3)

= (x1x, — 2a)x1x, — 4b(x1 + x,) + a?
3 (x1x5 + a)(xq + x3) + 2y1y, + 2b

P + Q %1262 (1 + %) — x3((x1 + 2)% —x1%5 + @) — Y1y, — b
Y3 = Y1ty




Elliptic curves over Z,

Theorem: the points on an elliptic curve, together with O,
form an abelian group under "geometric point addition"

Notation: (E(F,), +) = an elliptic curve
group defined over F,,

111 points (infinity not shown)

125 7]
120
115
110
105
100
95
20
85
80

y2=x"3 +-1x + 3 mod 127

y2=x34+ax+b

ab,x,y EZp

P+Q = (x3,3)

70 S U SO SO SN W 0 SO S S PO S SO SRS ORI NS WD SO S NSNS WS SRR PO NS S SO S S.
> 4 re Fo= , /}//
o . (xyx, — 2a)xyx, —4b(xy + x,) + a b&/'
') x =
50 3 (x12x3 + @) (x1 + x3) + 2y1y, +2b /0.7
45 L]
40
35 _x20(xg +x3) — x3 (0 +22)% — %1%, + @) — y1y, — b
* ’ Y3 = Y1ty
25 & N
20 *
s (Zp,+)  (Z3)
10
5
0 1 (Fp, +l ) )
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 8d 90 g5 100 105 110 115 120 125

I Finite field
Z127



Elliptic curves — example

y2=x3+x-1 (E(Z,),+)

6_. ™ ™
5- o o
] .
] P
2.: .Q o
1 . *P+Q

1 2 3 411 5 5}

(E(Z7),+) ={0,(1,1),(1,6),(2,3),(2,4),(3,1), (3,6), (4,2), (4,5), (6,2),(6,5) }



Elliptic curves summary

« P = (x,y) point on elliptic curve
« xandy are elements in Z,
* Points P and Q can be added to get another point P + Q

« Special case: add P to itself n times

nPEP+P+ P

« Elliptic curve DLOG problem: given P and nP for secret n, find n




(Z5,-) vs. (E(Zp), +)

- (Z;,7) is not a generic group

« Specialized attacks (GNFS) exploit algebraic structure = parameters must be bigger to compensate
z;
* Bigger parameters = slower systems

> 22948 required for security today

- (E(z,), +) appears to behave like a generic group!
- Currently no attacks manage to exploit the algebraic structure of (E(Z,), +)
» Best-know attacks are generic attacks, which require time (w/ |G|)

» Consequently: elliptic curve crypto can use much smaller parameters
- |E(z,)| = 2%5¢,2384,2512 common in practice = much faster than Z;-based crypto



Diffie-Hellman in (Z3,-

17125458317614137930196041979257577826408832324037508573393292981642667139747621778802438775238728592968344613589379932348475613503476932163166973813218698343816463289144185362912602522540494983090531497232965829

I) ——  53652450726984882565831142029933592229570974326750832252596677395039491925757684203877163274204414247105350985012360588381585716266691777519349615737265619555830572700989127600651400040936587721817138831992389630
9377791762590614311849642961380224851940460421710449368927252974870395873936387909672274883295377481008150475878590270591798350563488168080923804611822387520198054002990623911454389104774092183

323170060713110073003389139264238282488179412411402391
128420097514007417066343542226196894173635693471179017
379097041917546058732091950288537589861856221532121754
125149017745202702357960782362488842461894775876411059
286460994117232454266225221932305409190376805242355191
256797158701170010580558776510388618472802579760549035
697325615261670813393617995413364765591603683178967290
731783845896806396719009772021941686472258710314113364
293195361934716365332097170774482279885885653692086452
966360772502689555059283627511211740969729980684105543
595848665832916421362182310789909994486524682624169720
35911852507045361090559

323170060713110073003389139264238282488179412411402391
128420097514007417066343542226196894173635693471179017
379097041917546058732091950288537589861856221532121754
125149017745202702357960782362488842461894775876411059
286460994117232454266225221932305409190376805242355191
256797158701170010580558776510388618472802579760549035
697325615261670813393617995413364765591603683178967290
731783845896806396719009772021941686472258710314113364
293195361934716365332097170774482279885885653692086452
966360772502689555059283627511211740969729980684105543
595848665832916421362182310789909994486524682624169720
35911852507045361090559

mod p

« {1..p}

665680077810100734070476416898417408020670352441378967
997224101900193957211854827569676933273935982997835638
067380762809024311842715496660113976613131478051784487
322446809608196031803691263486170912693625523249742383
264476433978409434004770395167011614217279552198029936
108023398643999746539201834933168220864789880837484536
563067997761270826642223539437541791058416731683176995
365899867720283590420932417377927106884773199080517477
615608675490982255098980545292032908358093913531433702
049429047413071525556307299541445514389721222256380833
743627991333762777307118317040885305789910094293548481
5501309561942770687524

>

665680077810100734070476416898417408020670352441378967
997224101900193957211854827569676933273935982997835638
067380762809024311842715496660113976613131478051784487
322446809608196031803691263486170912693625523249742383
264476433978409434004770395167011614217279552198029936
108023398643999746539201834933168220864789880837484536
563067997761270826642223539437541791058416731683176995
365899867720283590420932417377927106884773199080517477
615608675490982255098980545292032908358093913531433702
049429047413071525556307299541445514389721222256380833
743627991333762777307118317040885305789910094293548481
5501309561942770687524

~ 2204-8

« {1..p}

mod p

A

/< 2

323170060713110073003389139264238282488179412411402391
128420097514007417066343542226196894173635693471179017
379097041917546058732091950288537589861856221532121754
125149017745202702357960782362488842461894775876411059
286460994117232454266225221932305409190376805242355191
256797158701170010580558776510388618472802579760549035
697325615261670813393617995413364765591603683178967290
731783845896806396719009772021941686472258710314113364
293195361934716365332097170774482279885885653692086452
966360772502689555059283627511211740969729980684105543
595848665832916421362182310789909994486524682624169720
35911852507045361090559

X

665680077810100734070476416898417408020670352441378967
997224101900193957211854827569676933273935982997835638
067380762809024311842715496660113976613131478051784487
322446809608196031803691263486170912693625523249742383
264476433978409434004770395167011614217279552198029936
108023398643999746539201834933168220864789880837484536
563067997761270826642223539437541791058416731683176995
365899867720283590420932417377927106884773199080517477
615608675490982255098980545292032908358093913531433702
049429047413071525556307299541445514389721222256380833
743627991333762777307118317040885305789910094293548481
5501309561942770687524

mod p



Diffie-Hellman in (E(Z,), +)

p — 115792089210356248762697446949407573530086143415290314195533631308867097853951 = 2256

.
Z'.-‘—

N

A — 890802873957740768864044652762626807642
-_ 97347818898641719959470631357066012729

C

890802873957740768864044652762626807642 E E 1 477777099444069171196101629885784192859 E E 1
97347818898641719959470631357066012729 nnn p 74852857762532427086507801748071058272 e p

B — 477777099444069171196101629885784192859
74852857762532427086507801748071058272

A

Z ( 890802873957740768864044652762626807642 X 477777099444069171196101629885784192859 |
97347818898641719959470631357066012729 74852857762532427086507801748071058272



Diffie-Hellman — security

G =(g)
\‘}! f
‘ 2 Ax g? T
. 5 J: gb
T A 4 b {1,..., 161}
Z<—Ba=gab Z<—Ab=gab
Security (given G, g, A, B):
«  Must be hard to compute Z « g%» (DH assumption)
* Must be hard to find a (or b) (DLOG assumption)
« G=(Z,+) not secure
- 6=(2;,) secure for |Z;| large enough (conjectured)

G = (E(F,),+) secure for |E(F,)| large enough (conjectured)



Cryptographic groups in practice

- (Z)
 TLS 1.3: five specific groups allowed
. size ~ 22048’ 23072’ 24096, 26144’ 28192 (RFC 7919)

+ (E(Zp).+)
* NIST curves: P-256, P-384, P-521 (NSA)
e Curve25519 (E : y%2 = x3 + 486662x% + x and p = 22°5 —19) (Daniel J. Bernstein)
« Curved448 (E : y?+x?=1 —39081x%y? and p = 2448 — 2224 _ 1) (Mike Hamburg)



O

omputational aspects



Big-number arithmetic

323170060713110073003389139264238282488179412411402391128420097514007417066343542226196894173635693471179017379097041917546058732091950288537589861856221532121754125149017745202702357960782362488842461894775
Cl, 876411059286460994117232454266225221932305409190376805242355191256797158701170010580558776510388618472802579760549035697325615261670813393617995413364765591603683178967290731783845896806396719009772021941686
47225871031411336429319536193471636533209717077448227988588565369208645296636077250268955505928362751121174096972998068410554359584866583291642136218231078990999448652468262416972035911852507045361090559

665680077810100734070476416898417408020670352441378967997224101900193957211854827569676933273935982997835638067380762809024311842715496660113976613131478051784487322446809608196031803691263486170912693625523
l) j— 249742383264476433978409434004770395167011614217279552198029936108023398643999746539201834933168220864789880837484536563067997761270826642223539437541791058416731683176995365899867720283590420932417377927106
8847731990805174776156086754909822550989805452920329083580939135314337020494290474130715255563072995414455143897212222563808337436279913337627773071183170408853057899100942935484815501309561942770687524

a+b

Il
-9

Time complexity: 0(n)

64 bit addition

carry carry




Big-number arithmetic

323170060713110073003389139264238282488179412411402391128420097514007417066343542226196894173635693471179017379097041917546058732091950288537589861856221532121754125149017745202702357960782362488842461894775
Cl, —_— 876411059286460994117232454266225221932305409190376805242355191256797158701170010580558776510388618472802579760549035697325615261670813393617995413364765591603683178967290731783845896806396719009772021941686
47225871031411336429319536193471636533209717077448227988588565369208645296636077250268955505928362751121174096972998068410554359584866583291642136218231078990999448652468262416972035911852507045361090559

665680077810100734070476416898417408020670352441378967997224101900193957211854827569676933273935982997835638067380762809024311842715496660113976613131478051784487322446809608196031803691263486170912693625523
l) —_— 249742383264476433978409434004770395167011614217279552198029936108023398643999746539201834933168220864789880837484536563067997761270826642223539437541791058416731683176995365899867720283590420932417377927106
8847731990805174776156086754909822550989805452920329083580939135314337020494290474130715255563072995414455143897212222563808337436279913337627773071183170408853057899100942935484815501309561942770687524

ab=7? carry carry
Time complexity: 0(n?) an_1 e oag a, a; ag

by—1 v | bs| | 2| | Pa] | bo

an-1bg azby azby a;by agbgy
Ap-1b1 azby aiby agby
Ap-1by a,b, a;b, ayb,

32 bit multiplication
64 bit addition

+ ap—1bp_4 a;bn_1 ayby_1 agbp_4

Con-1 C3 Co C1 Co



Big-number arithmetic

F— 64 bit —
an-1 as a; Qo
—— 64 bit —
bp_1 b, b bg
Algorithm Input Output Time
ADD a,b at+b O0(n)
MULT a,b ab 0(n?)
MOD a,p a mod p 0(n?)
MOD-INV a,p a ! modp 0(n?)

O(nlogn)*
0O (n(log n)0.99832)1L

* 713739807325663489766475852620783120641
n>?2

T OpenAl



Diffie-Hellman — computations

. (Z*,-)

v

* Find prime p (one-time) -
- Find generator (g) = (Z3,) (one-time) "
« Compute g*modp = gg - g (mod p) (every DH exchange) b “
« Multiplicatioms~y (mod p) -~
gab

Group exponentiation g¢

* (E(Fp) +)

Find prime p (one-time)
- Generate curve y? = x3 + ax (one-time)
- Find curve group ordet}£(F,)| (one-time)
* Find generator (one-time)

« ComputeaQ =Q+Q+--+0Q (every DH exchange)
 Point addition e, m/ 7

b5

ab



Computing in groups — exponentiation

Goal: compute g" € G

n
A

- N\
Na|ve approaCh gn e g * g * g J e % g 323170060713110073003389139264238282488179412411402391128420097514007417066343

542226196894173635693471179017379097041917546058732091950288537589861856221532
121754125149017745202702357960782362488842461894775876411059286460994117232454
266225221932305409190376805242355191256797158701170010580558776510388618472802
579760549035697325615261670813393617995413364765591603683178967290731783845896
806396719009772021941686472258710314113364293195361934716365332097170774482279
885885653692086452966360772502689555059283627511211740969729980684105543595848

° Runn”’]g tlme 0 (n) group Operatlons 66583291642136218231078990999448652468262416972035911852507045361090559

A

) (Z* ) 2048 S 2-2- -2 (modp)

pl
« (E(F,),+): n ~ 2256
( (p) ) \> Q+0+ +Q

~—

89080287395774076886404465276262680764297347818898641719959470631357066012729

« Naive approach is impossible in practice!



Computing Iin groups — exponentiation; square-and-multiply

Goal: compute g" € G g*s

n = (b5b4b3b2b1b0)2 43 = 1010112

A bs - 25 +by - 2% +by - 2% +by - 22 +by - 21 +by |

y e y<e

y < y?xghs =g yey?xg' =g'

y « y2 * ghs = g2bs+ba y « y2 % g° = g2

y « y2 * gbs _ g22b5+2b4+b3 y « y2 * g1 — g4+1 — g5
y « y2 * gbz _ g23b5+22b4+2b3+b2 y « y2 * gO — 910

y « y2 * gb1 — gz4b5+23b4+22b3+2b2+b1 y « y2 * gl — g20+1 — g21

y « y? % gho _ d25b5+24b4+23b3+22b2+2b1+b0 y « y?* gl S




Computing Iin groups — exponentiation; square-and-multiply

Goal: compute g" € G

n = (bsbybzb;b1by)> 22048 ys, 2048 multiplications for (Z3,)
A bs - 25 +by - 2% +by - 2% +by - 22 +by - 21 +by |

Running time: O(log, n) group operations

yee
y « y? % gbs = gPs Square&Multiply(g € G ,n € Z)
y — y2 *gb4 — 92b5+b4 1 n= (bk "'blbO)Z
2. y<e
y « y2 * gbs _ g22b5+2b4+b3 3. fori =k downto 0 do
4. y«y?xghi
2 b _ 23bs+2%2b,+2b5+b 5
y <y xg 2 =g 5 4 3TD2
6. returny
y « y2 * gb1 — gz4b5+23b4+22b3+2b2+b1

y « y? % gho _ d25b5+24b4+23b3+22b2+2b1+b0




Side-channel attacks — power analysis

o D lg) @ @ @ o D lg) Q D Cryptographic device
(5\ § Q(b Q(b Q(b $0 (é g $b (b& § eryp s?naFrJ card and reader
%§x§ & & & & Ojogxg & %§*§ e-g., smart card and reader)
- 1 0/0/0j0| 1 |O 1
2 _ ;
| —> |
‘ i ) Waveform
data 3 S
{ ’ ! | ’ ' | Oscilloscope \ ’E;r;puter
10l B0 |
Square&Multiply(g € G ,n € Z) | Square&Multiply(g € G ,n € Z)
1 n = (bk ...blbo)z 1 n= (bk blbO)Z
2. y«e l 2. y<e
3. fori =k downto 0 do _ 3. fori =k downto 0 do
4o yey?xgh M — 4 yey?
5. 5 if b, = 1 then
6. returny 6 yeyxg
7. returny

[ms]



Mitigations

* Problem: power (and time) difference between b; = 0 and b; = 1
o S [ [
1 1 0j0j0jo0 1 0 1 |
« Solution: Square-and-Always-Multiply : ( | |' | ‘
: |‘ ’
Square-and-always-Multiply(g € G ,n € Z) i hf ” fl |J | " ‘4 | Al |‘ 'l " " ’ ') H 1 "‘<|
\ ] il | W ‘I’ J ‘l [l ‘ ’ ' ‘> ‘
o ‘ I I l| | Y AL ‘ |
1. n = (by - bybo)a L ,M ‘[ ‘, ‘”’HH,' | >'| | Il | |l| i 'J’“. i
‘1 - |
ooy N 1 | I)“ "l I
3. fori =k downto 0 do " [ IR H‘
4. y « y? | | |
5. Zeyxg // always perform multiplication s : : '3 P : B
6. if b; = 1 then 0 0 S O O
7. Yy« Z
8. returny Square&Multiply(g € G ,n € Z)
1 n= (bk "'b1b0)2
2. yee
« Approximately half of the multiplications thrown away 3. fori =k downto 0 do
4, y « y?
5 if b; = 1 then
+ Many optimizations exist T ety Y




Diffie-Hellman — computations

. (Z*,-)

* Find prime p (one-time)
- Find generator (g) = (Z3,) (one-time)
« Compute g¢ = gg---g modp (every DH exchange)

Multiply x - y modp

* (E(Fp)' +)

Find prime p (one-time)
« Generate curve y2 = x3 +ax + b modp (one-time)
- Find curve group order |E(F,)| (one-time)
* Find generator Q (one-time)
« ComputeaQ =Q+Q+--+0Q (every DH exchange)

Point addition

| EF),+ L
2 Qo

s P R

»’l - .’ - |. P

: AR

v

50




Finding large prime numbers

We need large prime numbers for both (Z;,-) and (E(F,), +)

No efficient "prime-generating" formula is known GenPrime(k)

1. while true do

Simple idea: pick number at random and check if it's prime

2. n i odd k bit integer
« Efficient? = What is the success probability? 3. if IsPrime(n) then
« Depends on the ratio primes / non-primes + returnn
def
e 1(n) = "#prime numbers < n"
. : o) 1 . 92048 tm) 1 1
Prime Number Theorem: —= ~— n~2 = o~ 1n220%8 ~ 1200
« 2048 bit number: = 700 trials needed
n ‘ 100 ‘ 1000 ‘ 10° ‘ 10° ‘ 10%° ‘ 1028

w(n) ‘ 25 ‘ 168 ‘ ~ 10° ‘ ~ 108 ‘z1018 ‘z1026



Finding large prime numbers

« GenPrime efficient?

prime-to-non-prime ratio v

IsPrime(n)

* Naive IsPrime(n)

« Want: a simple property which only holds for prime numbers

3 divides n?
5 divides n?
7 divides n?

|vn| divides n?
n is prime!

Very inefficient:

Not prime
Not prime

Not prime

Not prime

n ~ 22048 /ﬂ(n ~

22048

In 22048

~ 21000

GenPrime (k)

1. while true do

$
2. n < odd k bit integer
3. if IsPrime(n) then
4 return n




Fermat’s theorem

(. . . ..
Theorem: if (G,x) is a finite group, then for all g € G:

glél = ¢

&

(z;,)={1,2,..,p— 1} Zy|=p—-1

4 .
Fermat’s theorem: if p is prime, then for all a # 0 (mod p):

aP~! =1 (modp)

&

A B
pis prime = all a #+# 0 mod p satisfy Fermat's theorem

p is not prime < some a # 0 mod p does not satisfy Fermat's theorem

A B



Fermat primality test

(" . . )
Fermat’s theorem: if p is prime, then for all a # 0 (mod p):
2°60 = 1 (mod 561)
a? ! =1 (mod
\_ ( P) D 3560 = 1 (mod 561)
4560 = 1 (mod 561)
FermatIsPrime(n)
1 forltotdo Integers 560°6% = 1 (mod 561)
2 a «{2,..,n—1}
3. ifa™ ! # 1 (modn) then
Carmichael
4 return "COMPOSITE" * s 561 = 3 - 187
5. return "PRIME"
FermatIsPrime(n)
Even better tests exist: — "COMPOSITE"
«  Solovay-Strassen algorithm FermatlsPrime(n) = "PRIME

» Miller-Rabin algorithm
FermatIsPrime(n) = "PRIME"



Finding primes in practice

« Miller-Rabin most used in practice

. . 1
« Failure probability < :

« What about deterministic primality tests?
* Open problem for a long time
« Agrawal, Kayal & Saxena '02: "PRIMES is in P"
« Original running time =~ 0 (k'?)
« Quickly improved to = 0(k®)

MillerRabinIsPrime(n)

1
2
3.
4
5

for1totdo
a «{2,..,n—1}
if MillerRabinTest(a, n) then
return "COMPOSITE"
return "PRIME"

Annals of Mathematics, 160 (2004), T81-793

PRIMES is in P

By MANINDRA AGRAWAL, NEERAJ KAvaL, and NTTIN SAXENA®

Abstract

We present an unconditional deterministic polynomial-time algorithm that
determines whether an input number is prime or composite.

1. Introduction

Pl'illu! [I”I[lbl‘l‘ﬁ are ”II fllllf]ﬂlll(.‘“laﬂ-l Illll)”rlﬂll"l' ill IIIHl}I"[IlHI-i('N iIl gl!lllrrnL
and number theory in particular. So il is of greal interest Lo study dillerent
properties of prime numhbers. Of special interest are those properties that
allow one to determine efficiently if a number is prime. Such efficient tests are
also uselul in practice: a number of cryplographic protocols need large prime

numbers.




Diffie-Hellman — computations

. (Z*

)

Find prime p

- Find generator {(g) = (Z;,")

- (&(

Compute g¢ = gg - g modp

Multiply x - y modp

Fp),+)
Find prime p

Generate curve y? = x3 + ax + b modp
Find curve group order |E(F,)|

Find generator Q

ComputeaQ =Q+Q +--+Q

| EF),+ L
2 Qo

s P R

»’l - .’ - |. P

: AR

Point addition

(one-time) % g“
(one-time)  Easy Al e >
(every DH exchange) b «

gab gab
(one-time)

(one-time)  Tricky! Standardized choices (NIST P-256, Curve25519)
(one-time)  Tricky! (Schoof's algorithm)  |E(F,)| # p (typically)
(one-time) Easy! |E(Fp)| usually prime
(every DH exchange) (or close to prime)



N-party Diffie-Hellman

« N-party Diffie-Hellman possible in N—1rounds

o>
A
Q Q
lw)l

« 1-round N-party Diffie-Hellman: g’ g’

« N = 2: Normal Diffie-Hellman

« N = 3: Diffie-Hellman with bilinear pairings (Joux ’00)

« N = 4: Open problem* \
&

" Round 2

gabc b

N~
¢

hbc




Next week

 More Diffie-Hellman

* Public-Key Encryption/Key Encapsulation



