
 

1. 1p for each of:  
• Confidentiality 
• Integrity 
• Availability 

2.    
a. 0.5p for: A credential stealer steals user credentials.  

1.5p for an explanation like: This is an attack on confidentiality, as the 
credentials should be secret. The credentials can be used to attack 
both integrity and confidentiality by using the credentials to read or 
change information. If the attacker changes the password, availability 
is attacked. 

b. 1p for: A backdoor is a malware that provides the attacker with remote 
access to the infected machine. 
1p for an explanation like: With remote access to the infected 
machine, the attacker can attack confidentiality by reading 
information, integrity by changing information and availability by 
deleting information. 

3. 1p for: Full disclosure is the practice of publishing information on vulnerabilities 
as early as possible, with few or no restrictions on the information published.  



1p for: Responsible disclosure is the practice of first notifying the vendor, 
allowing them some time to fix the vulnerability before disclosing it to the public. 

 

 

a. 1p for each of these observations, max 5: 
• The application EdgeUpdater.exe reads a registry value related to 

Windows Defender 
• The application EdgeUpdater.exe changes a registry value related to 

Microsoft Edge 
• The application EdgeUpdater.exe reads the file backup_ssh_keys.txt 
• The application EdgeUpdater.exe writes to the file UpdateStatus.log 
• The application EdgeUpdater.exe starts Edge (msedge.exe) 

b. 2p for any reasonable next steps. For example: 1p for Analyzing EdgeUpdater.exe 
in IDA, an additional 1p for what to look for in IDA. Or: 1p for Check network 
activity in Process Monitor or Wireshark and 1p for a description of other filters in 
Process Monitor. Or reading what is written to UpdateStatus.log. 

 



 

1. 1p for: Stack buffer overflow 
2. 1p for: The general register EIP is the instruction pointer, which contains the 

address of the next instruction to be executed. 
3. The stack frame should be:  

buf 
buf 
buf 
 Saved EBP 
 Saved EIP 
argv[1] 

3p can be given. Deduct 1p if saved EIP and EBP are switched. 

4. AAAABBBBCCCCDDDDCBA 
(strings are terminated with a zero byte) 
1p for correct length to overwrite EIP, 1p for overwriting with the correct value. 
If the input is given in hexadecimal, the same amount of points should be given, if 
this is explained. 

5. The stack frame depends on the answer given in 4, but should be similar to:  

2p if correct, 1p is given if partly correct.  

buf AAAA 
buf BBBB 
buf CCCC 
 Saved EBP DDDD 
 Saved EIP \00ABC 
argv[1] unchanged 

   



6. 1p for explaining that DEP is marking some memory regions as non-executable. 
1p for: Whether this matters to our example, depends on where 0x00414243 is 
and whether it is marked as non-executable. 
1p for ASLR is Address Space Layout Randomization, which is a randomization of 
the addresses where applications and libraries are loaded in. 
1p for: This means that we no longer know the address of the shellcode, so we do 
not what we will jump to. 

 

 

1. 95+40 -> 0101 1111 + 0010 1000 ->1000 0111 -> 135 
2. 95+40 -> 0101 1111 + 0010 1000 ->1000 0111 -> -121 overflow 
3. 32-42 ->  0010 0000 – 00101010 ->  11110110 -> 246 underflow 
4. 32-42 ->  0010 0000 – 00101010 ->  11110110 -> -10 

2p per exercise. Deduct a point on each exercise where the student has not 
converted to binary expressions. 

 

1. Flipping the bits, i.e. 0 -> 1, 1->0 (2p) 

2. Stays the same, i.e. 0 -> 0, 1 -> 1 (2p)  

3. The plain text is zeroed (2p)  

4. It is symmetric, i.e. the same key can be used for decryption (2p)  

5. 2p for Leveraging Existing Components. 1p if the student cannot remember the name 
of the principle, but explains that you should use components already made and tested 
instead of making your own.  



 

1. 1p for the field after the first dollar sign or the field containing the y.  
2. The passwords are salted (2p)  
3. In Windows passwords are locally stored in HKLM\SAM (or the Security Account 

Manager Database) in the registry. It is not required to mention the registry key 
name 'V'. 

4. 2p for Windows does not salt passwords, so the hash values will be equal. 

1. 1p for each: 

A) 664 

B) 750 

2.  1p for making ole the owner of the file 

1p for making scrimshankers the owning group of the file 

3.  1p for SUID 

1p for the program will be executed with the permissions of the owner of the file
  



 

1. ACE 1 applies, and write access can be granted while read access is still needed. 
ACE 2 applies, and read access is denied, and the result is that no access is 
granted. The rest of the list is not checked. 2p for the right conclusion with 
explanation for each ACE. 

2. ACE 1 does not apply, since it is for group B. ACE 2 does not apply, as read access 
is not requested. ACE 3 applies, which can give execute access, but write access 
is not given, and the end of the list is reached. Therefore no access is granted. 
2p for the right conclusion with explanation for each ACE. 

3. ACE 1 does not apply, since it is for group B. ACE 2 applies and denies read 
access. The rest of the list is not checked, and no access is granted. 2p for the 
right conclusion with explanation for each ACE. 

4. 2p for an explanation like:  
If Group A is removed from the tokens, ACE 2 no longer applies to the threads. 
This will not change the result of 1, but the procedure. ACE 2 does not deny read 
access, but ACE 3 does not grant read access to Thread A, and the end is reached 
without all access granted, so no access is granted. 



This will not change the result of 2, as ACE 2 was not used to determine this 
result.  
This will change the result of 3. ACE 2 no longer applies and does not deny read 
access. Both read and execute access are granted to Thread B by ACE 3. 

 

1. 1p for “defense in depth” 
2. 1p for “separation of duties”, “compartmentalize” or “least privilege” 
3. 1p for fuzzer 
4. 1p for each of the following:  

a. Damage  
b. Reproducibility 
c. Exploitability 
d. Affected users 
e. Discoverability 

 



1. 2p for: This indicates that the malware contains another executable that is to be 
dropped to the system by the malware. The malware seems to be a dropper, 
which has the purpose to install the next stage of malware on the victim.  

2. 1p for: Obfuscation is to encrypt or scramble code or strings to make it difficult to 
read or reverse. 
1p for each example like, max 2p:  

• Malware can use obfuscation to hide malicious-looking strings or 
function calls to appear as legitimate applications. 

• Malware can use obfuscation to hide a second executable that is to 
be dropped to the system, so that there would not be two strings 
from the PE header visible, like in the first question. 

3. 1p for: By jumping to the address instead of calling the function, the stack frame 
is kept.  
1p for: This avoids creating a new stack frame and makes the function that is 
jumped to return directly to where WlxActivateUserShell was called from. 
1p for: This function (is from a malicious dll and) has the purpose to forward the 
call to the legitimate implementation of WlxActivateUserShell, which then will 
proceed as normal. 

 

1.  1p for each of: 
• Secure Boot loads only trusted operating system bootloaders. It prevents 

loading of drivers and OS loaders that are not signed with an acceptable 
digital signature. 

• Trusted Boot checks the integrity of every component of the startup process 
before loading it. 

• Measured Boot sends the boot process measurements to a trusted server. 
2. 1p for: Timing was used as a side channel. The technique is called Flush and 

reload or Evict and reload. 
3. 2p for an explanation like: The victim writes a secret to an internal storage unit on 

the physical processor core, while the attacker uses the secret indirectly to 
speculatively read elements of an array. Training the branch predictor to make the 
victim access a secret is also an accepted explanation. Timing is used to 



determine which array element that was stored when the speculative read was 
performed, since this array element will take the shortest time to read.  





 

Several possible answers. An example: 

0x0411313c #pop edx 

0xffffffff #edx = -1 

0x04113348 #pop eax, inc edx 



0xfffffffff #eax = 0xffffffff, edx = 0 

0x041137f0 #dec eax, inc edx. Eax = 0xfffffffe, edx = 1 

0x041137f0 #dec eax, inc edx. Eax = 0xfffffffd, edx = 2 

0x041137f0 #dec eax, inc edx. Eax = 0xfffffffc, edx = 3 

0x041137f0 #dec eax, inc edx. Eax = 0xfffffffb, edx = 4 

0x04113348 #pop eax, inc edx 

0xfffffffff #eax = 0xffffffff, edx = 5 

0x041137f0 #dec eax, inc edx. eax = 0xfffffffe, edx = 6 

0x041137f0 #dec eax, inc edx. eax = 0xfffffffd, edx = 7 

0x041137f0 #dec eax, inc edx. eax = 0xfffffffc, edx = 8 

0x041137f0 #dec eax, inc edx. eax = 0xfffffffb, edx = 9 

0x041137f0 #dec eax, inc edx. eax = 0xfffffffa, edx = a 

0x041137f0 #dec eax, inc edx. eax = 0xfffffff9, edx = b 

0x041137f0 #dec eax, inc edx. eax = 0xfffffff8, edx = c 

0x041137f0 #dec eax, inc edx. eax = 0xfffffff7, edx = d 

0x041137f0 #dec eax, inc edx. eax = 0xfffffff6, edx = e 

0x041137f0 #dec eax, inc edx. eax = 0xfffffff5, edx = f 

0x041137f0 #dec eax, inc edx. eax = 0xfffffff4, edx = 0x10 

0x04113774 #add eax, edx. eax = 0x4 = 4, edx = 0x10 

 

6p for all steps correct and explained.  

5p if only one wrong computation. 

4p if the concept is understood and well explained, including how pop works, but 
computations are wrong.  

1p in total if the concept of rop is understood, but the rest is wrong. 

 



1. 2p for mandatory access control (MAC) enforced by the kernel 

2. 2p for saying that each webpage is run in its own process 

3. 1p for that each app is its own user and 1p for saying that it only has access to its own 
directory 

 


