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Data management of student projects at the Faculty of Educational 
Sciences (UV) 

 
Version: 7 January 2019 

NOTE: These guidelines are provisional and have been drawn up in anticipation of the UiO 

providing more permanent technical solutions for handling research data for students. 

 RESPONSIBILITIES: 

The UiO/Faculty of Educational Sciences/Department have overall responsibility for 

ensuring that the current rules on handling research data are made known and 

complied with. 

 Supervisors take on this responsibility when they are involved in supervising student projects. 

 Students are responsible for familiarising themselves and complying with these 

guidelines in consultation with their supervisors. 
 
 

The following guidelines are based on the UiO’s website which governs the collection and 
management of research data. 
Legislation and rules: https://www.uio.no/for-ansatte/arbeidsstotte/fa/forskningsdata/lover-og-
regler/index.html The UiO’s structure in respect of handling research data: https://www.uio.no/for- 
ansatte/arbeidsstotte/fa/forskningsdata/index.html 
The UiO’s policy and guidelines on handling research data: https://www.uio.no/for- 
ansatte/arbeidsstotte/fa/forskningsdata/politikk-og-retningslinjer/index.html 
The UiO’s classification of information and data: 
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/infoklasser.html 
The UiO’s storage guide: 
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/lagringsguide.html As regards privacy 
please also see: https://www.uio.no/for-ansatte/arbeidsstotte/personvern/ 
Supervisors’ responsibilities: https://www.uio.no/for-ansatte/arbeidsstotte/personvern/veileder/ 

 

STEP 0 Establishing a relationship with your supervisor 
You have signed a supervisory agreement with your Department and have established contact with 
your supervisor. 

 

STEP 1 Identifying data or type of information 

 
STEP 1A: Draw up a list of the sources and types of data which are to be used in connection with 
your project 

 Examples: printed sources, media materials, audiovisual recordings of informants, 

written text provided by informants, data from questionnaires, field notes and own 

notes, etc. 

STEP 1B: Use the UiO’s classification of information and data (see below) to decide which 

category/categories your data belongs to and which security level is required when collecting 

and storing such data. 

 Note: the types of data in a project may belong to different security categories. Please 

note that the classification could be affected by possible links between types of data. For 

example, notes might be linked to personally identifiable data. 

https://www.uio.no/for-ansatte/arbeidsstotte/fa/forskningsdata/lover-og-regler/index.html
https://www.uio.no/for-ansatte/arbeidsstotte/fa/forskningsdata/lover-og-regler/index.html
https://www.uio.no/for-ansatte/arbeidsstotte/fa/forskningsdata/index.html
https://www.uio.no/for-ansatte/arbeidsstotte/fa/forskningsdata/index.html
https://www.uio.no/for-ansatte/arbeidsstotte/fa/forskningsdata/politikk-og-retningslinjer/index.html
https://www.uio.no/for-ansatte/arbeidsstotte/fa/forskningsdata/politikk-og-retningslinjer/index.html
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/infoklasser.html
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/lagringsguide.html
https://www.uio.no/for-ansatte/arbeidsstotte/personvern/
https://www.uio.no/for-ansatte/arbeidsstotte/personvern/veileder/
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STEP 1C: Obtain confirmation from your supervisor to show that you agree about classification. 
 
 
 

Classification of information and data at the UiO 
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/infoklasser.html 

 
The UiO classifies data and information under the following categories: green (open), yellow 
(internal), red (confidential) and black (strictly confidential). 

GREEN DATA 
If you use green data, this can be collected and stored without restriction, including on 
private mobile phones and PCs without encryption or password protection. 

 Green (open) data is data which can be made available to anyone without the need for 
special access 

 Examples of green data: published material, websites and other material which is openly 
available, open documents, public interviews and questionnaires without names or 
sensitive information, etc. 

 Note 1: however, you should be aware of the rules relating to copyright, etc. if you 
store copies of copyright-protected material in ways which would allow others access 
to it. 

 

YELLOW DATA 
If you use yellow data, you must comply with the specific procedures which apply to protecting 
data when you collect and store it. Please see STEPS 6-7 below. 

 Yellow (internal) data is data which cannot be available to everyone, e.g. for reasons of 
privacy, but which is not classified as being in a special (sensitive) personal data category 
(confidential, red data). 

 Examples of yellow data: audiovisual recordings in which people can be identified (but 
which do not contain sensitive information which would classify it as red data). 

 Note 1: all audiovisual recordings of people are regarded as being personal data since 
they are potentially personally identifiable data. 

 Note 2: notes and transcriptions which are anonymised may be regarded as being 
green data, but should nevertheless be stored as internal data, provided that they are 
contained in a project which involves personal informants. 

 

Information about privacy and personal data: please see: https://www.uio.no/for- 
ansatte/arbeidsstotte/personvern/meir-om-personvern/generelt-om-personvern#toc3 

RED DATA 
If you use red data you must comply with the strict procedures which relate to the collection and 
storage of data. Please see STEPS 6-7 below. 

 Red data is data which falls under special, sensitive categories of (confidential) personal 
data which requires special protection out of consideration towards the people or 
institutions concerned. 

 Examples: all audiovisual recordings which contain sensitive information (e.g. health, 
ethnicity, political, philosophical or religious views or spirituality and sexual 
orientation). 

BLACK DATA - STRICTLY CONFIDENTIAL 
If you use black data you will normally be involved in a major research project which has special 
security procedures which exceed those contained in the guidelines relating to red data. Your 
project manager of supervisor will provide information about these guidelines. 

https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/infoklasser.html
https://www.uio.no/for-ansatte/arbeidsstotte/personvern/meir-om-personvern/generelt-om-personvern#toc3
https://www.uio.no/for-ansatte/arbeidsstotte/personvern/meir-om-personvern/generelt-om-personvern#toc3
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 Black (strictly confidential) data is a special type of red data where large amounts of 
sensitive information or information with a high degree of financial or security-related 
value have been collected. 

 

STEP 2 Information and consent form 
Information and consent shall be obtained for all projects which involve the use of people as 

informants. This includes making recordings of people, but also projects where information is 

collected about people by using a questionnaire, notes and texts from informants, etc. 

STEP 2.1: 

A. If you use data which has already been collected for a project, you should check with your 

supervisor to ensure that consent has been granted and that it is known what is comprised by 

such consent. 

B. If you are going to collect new data, please proceed to Step 2.2 
 

 
STEP 2.2: Obtain information and templates for the information and consent form from the NSD’s 
website 

http://www.nsd.uib.no/personvernombud/hjelp/samtykke.html 
 

 
STEP 2.3: Add information which has been adapted to suit your project - in consultation with your 
supervisor 

 
STEP 2.4: Check to ensure that special consideration has been taken if you collect yellow or red 

data - in consultation with your supervisor 

This applies in particular to the description about how data is stored, the anonymisation of data and 

the deletion or future storage of data (more information about this part of the procedure is available 

in STEPS 6-7 below). 

STEP 2.5: Obtain confirmation from your supervisor that the information and consent form has 

been set up properly 

 

STEP 3 Data Management Plan 
STEP 3.1: Fill in the NSD’s electronic Data Management Plan - with your supervisor 

http://www.nsd.uib.no/arkivering/datahandteringsplan.html 
 

The NSD’s electronic form may contain some questions which are not relevant to small 

projects where data is not to be stored, or after a project has been completed. 

NB: please remember to provide your supervisor and anyone responsible in the Department with 
access to the Data Management Plan. 

 

 
STEP 4: Notifying/registering with the Data Protection Officer (NSD)  for projects 

containing yellow and red data 
(Projects with green data do not need to be reported. Notification/registration of black data 

cannot be handled by students.) 

http://www.nsd.uib.no/personvernombud/hjelp/samtykke.html
http://www.nsd.uib.no/arkivering/datahandteringsplan.html
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STEP 4.1: Go into the NSD’s website and set up a report from (click on “Report Form”, or 

“Set up Report Form” and log in using Feide and your UiO user account) 

http://www.nsd.uib.no/personvernombud/meld_prosjekt/index.html 
 

 

STEP 4.2: Fill in the form (with your supervisor if necessary) 

NB: all students should enter a private e-mail address and mobile phone number in the report 

form in order to ensure that it is possible for the NSD and the UiO to contact them once the 

project in question has been completed. 

Enter the following address for UV’s Data Protection Officer: personvernombud@uio.no 
 

(please see: https://www.uio.no/for-

ansatte/arbeidsstotte/personvern/meir-om- 

personvern/personvernombud ) 
 

Note: some of the information on the report form may be designed for projects which deal with 

health data. 

 

 
STEP 4.3 Wait for confirmation from the NSD to say that the project can be started 

NB! This normally takes at least 30 days. 
 

 

STEP 5 Preparing for collection 

 
STEP 5.1: Circulate information and obtain consent from the informants - after receiving the 

go-ahead from your supervisor 

If necessary consent can be obtained in connection with collection (e.g. during interviews) 
 

 
STEP 5.2: Ensure that you save the consent form in a safe place, separate from your data - in 

consultation with your supervisor 

You should agree with your supervisor about how to store the consent form. For example, hard 

copies of the form can be saved in a lockable cabinet at the Department/Faculty. Or they could 

be scanned and saved electronically on a  common server site which is used by the 

Department/Faculty. 

 

 
STEP 6 Data collection 
STEP 6.1 Review the collection procedures which are relevant to your type of data with your 

supervisor and check to ensure that you have a suitable procedure for the type of data you are 

going to collect (please see the box below about collection procedures) 

These procedures are designed to ensure that data is handled in accordance 

with the UiO’s storage rules: 

https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/lagringsguide.html 

http://www.nsd.uib.no/personvernombud/meld_prosjekt/index.html
mailto:personvernombud@uio.no
https://www.uio.no/for-ansatte/arbeidsstotte/personvern/meir-om-personvern/personvernombud
https://www.uio.no/for-ansatte/arbeidsstotte/personvern/meir-om-personvern/personvernombud
https://www.uio.no/for-ansatte/arbeidsstotte/personvern/meir-om-personvern/personvernombud
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/lagringsguide.html
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Collection procedures 
GREEN DATA - OPEN 
THE COLLECTION OF GREEN DATA DOES NOT NORMALLY REQUIRE ANY SPECIAL SECURITY 
PROCEDURES 

 Questionnaires which do not contain personally identifiable information (or 
sensitive information?) 

o Please note that questionnaires sent by e-mail do not constitute green 
data. Use the anonymous online form for electronic surveys which are 
intended to be anonymous. 

 Interviews which only have written notes without personally identifiable or 
sensitive information. 

 The collection of publicly available material from libraries and media 
YELLOW DATA - INTERNAL, PROTECTED 
COLLECTION OF NON-SENSITIVE PERSONAL DATA WITH AUDIOVISUAL RECORDINGS 

 Possible collection methods and procedures: 
 The UiO’s app: if necessary use the UiO’s app for directly transferring encrypted audio 

recordings by mobile phone to the online form. 
https://www.uio.no/tjenester/it/applikasjoner/nettskjema/hjelp/tips-triks/diktafon.html 

o Please note that there is normally a maximum recording time of 1 hour. 
o Please also note that the UiO recommends using a back-up solution for important 

recordings. 
 Portable recorders/cameras with encryption (not mobile phones): if you have a 

recorder with encryption, you can use this for making recordings and saving them until 
they are transferred to their storage location. 

 Portable recorders without encryption (not mobile phones): recordings can be done on-
site and then be transferred immediately to an encrypted memory pen (via PC, without 
storing them on the PC). Recordings on portable recorders (memory cards) shall be 
deleted immediately afterwards. Memory cards on portable units shall be re-written as 
soon as possible by using special software. 

 Using private PCs: using private PCs for recordings/storing yellow data is only 
permitted under strict conditions. Consequently it is not normally recommended. 
Please refer to the UiO’s rules about this: 
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/privat-maskin.html 

 

COLLECTION OF PERSONAL DATA ON WRITTEN QUESTIONNAIRES 
Questionnaires which (potentially) contain personally identifiable information, but which do not 
contain sensitive data. 

 Possible procedures: 

 Data collected using a written questionnaire. This could be a questionnaire which is 
punched or scanned and transferred electronically for storage on an encrypted 
storage unit (hard disk, memory pen) or M area, and when paper copies are 
destroyed. 

 Data collected by e-mail: data is transferred to an encrypted storage or M area and the e-
mail is deleted. NB: the collection of yellow data by e-mail should generally be avoided 
and only be done if the informants have given their express consent to such! 

 Data collected using electronic questionnaires. The UiO’s storage guide contains a list of 
several services which can be used, including Nettskjema (online form) and Canvas: 
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/lagringsguide.html 

COLLECTION OF INTERVIEW/OBSERVATION DATA WITHOUT AUDIOVISUAL RECORDINGS 
Data which is collected in the form of handwritten interview notes and/or observation forms. 

https://www.uio.no/tjenester/it/applikasjoner/nettskjema/hjelp/tips-triks/diktafon.html
https://www.uio.no/tjenester/it/applikasjoner/nettskjema/hjelp/tips-triks/diktafon.html
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/privat-maskin.html
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/privat-maskin.html
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/lagringsguide.html
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/lagringsguide.html
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 Notes and forms shall be scanned and stored on an encrypted storage medium, or 
an M area. Paper versions shall be destroyed or stored in a secure cabinet/safe.

 

PROCEDURE FOR COLLECTING INFORMANT TEXTS 
Data in the form of material written by informants and which could be personally identifiable. 
(Whenever possible please avoid writing down information which could identify the location and 
be personally identifiable.) 

 Handwritten material: material to be scanned and stored on encrypted storage units or 
M areas. Paper versions shall be destroyed or stored in a secue cabinet/safe.

 Matrial/data sent by e-mail: data is transferred to an encrypted storage or M area and the 
e-mail is deleted. NB: the collection of yellow data by e-mail should generally be avoided 
and only be done if the informants have given their express consent to such!

RED DATA - CONFIDENTIAL 
COLLECTION OF SENSITIVE PERSONAL DATA WITH AUDIOVISUAL RECORDINGS 

 The UiO’s app with direct streaming to TSD: The UiO’s app for directly transferring audio 
recordings by mobile phone to Nettskjema. 
https://www.uio.no/tjenester/it/applikasjoner/nettskjema/hjelp/tips-triks/diktafon.html 

o Please also note that the UiO recommends using a back-up solution for important 
recordings. 

 Portable recorders/cameras with encryption: if you have a recorder with encryption, 
you can use this for making and storing recordings. 

 

COLLECTION OF SENSITIVE PERSONAL DATA ON SMALL WRITTEN QUESTIONNAIRES 

 Electronic collection shall take place using a secure solution such as Nettskjema with a link 

to TSD 
 Collection in paper format with subsequent punching and/or scanning of information. 

Paper versions of forms shall not contain any type of personally identifiable 
information. 

 

COLLECTION OF SENSITIVE PERSONAL DATA BY USING OTHER COLLECTION METHODS 

 Informant texts: the collection of sensitive information in paper format shall not 
include any personally identifiable information. 

 (E-mail: sensitive information shall NOT be collected by e-mail). 
BLACK DATA 
COLLECTION OF LARGE AMOUNTS OF SENSITIVE DATA 
This should only take place in connection with organised projects led by employees. 

 

STEP 6.2 Obtain the equipment that is needed for undertaking collection in accordance with 

the procedures and test the equipment/procedures 

Relevant equipment 

 Dictaphone app for mobile phones which sends encrypted audio recordings to Nettskjema 
(yellow data) 

 Dictaphone app for mobile phones which sends encrypted material to TSD (red data) 

 Encrypted memory pen or encrypted external hard disk (yellow and red data). 

 Encrypted PC (Windows 10) 

 Audio recorder with encryption solution 

 Software for overwriting non-encrypted memory chips on audio recorders 

Website about the dictaphone app: 

https://www.uio.no/tjenester/it/applikasjoner/nettskjema/hjelp/tips- triks/diktafon.html 

https://www.uio.no/tjenester/it/applikasjoner/nettskjema/hjelp/tips-triks/diktafon.html
https://www.uio.no/tjenester/it/applikasjoner/nettskjema/hjelp/tips-triks/diktafon.html
https://www.uio.no/tjenester/it/applikasjoner/nettskjema/hjelp/tips-triks/diktafon.html
https://www.uio.no/tjenester/it/applikasjoner/nettskjema/hjelp/tips-triks/diktafon.html
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Guidance for encrypting memory sticks (in Windows 7): 

https://www.uio.no/tjenester/it/sikkerhet/hjelp/sikker-oppbevaring/kryptert-minnepinne.html 
 

There are a limited number of dictaphones without encryption available for lending to the 

Teaching-Learning Video Lab, ILS (Torgeir Christiansen). 

 

 
STEP 6.3 Undertaking collection in accordance with collection procedures 

Some tips on how to avoid unnecessary personally identifiable data: 

 Inform informants that they should avoid using their own names and place names which 

could be identifying. 

 Try to minimise the risks involved in people inadvertently being included on recordings. 

Have contingency measures that are designed to stop recordings in situations when 

outsiders appear in the recording field. 

 
STEP 7 Storing data 
STEP 7.1 Checking storage - in consultation with your supervisor 

Check to ensure that recordings are stored on an approved storage location and that any temporary 
stored data is deleted. 

Please remember to store data on two different units, so that you have back-ups. 

The UiO’s rules on storage: https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/lagringsguide.html 

 GREEN DATA: stored on own PC with back-up on another unit, but without special security 

procedures. Even if the data is green, you should strive to ensure that you have control over 

and access to the data concerned. 

 YELLOW DATA: stored on an encrypted hard disk or encrypted memory pen and M area. 

 RED DATA: stored on an encrypted hard disk or encrypted memory pen and on the UiO’s TSD 
solution. 

 BLACK DATA: stored on the UiO’s TSD solution or a similar solution. 

 

STEP 8 Anonymising and any deletion of data 
STEP 8.1 Anonymising personal data - in consultation with your supervisor 

 Ensure that all personal data is anonymised before transferring it to a lower security level in 

the form of transcriptions and written data extracts, etc. 

 

 
STEP 9 Clarifying data status upon completion of a project 
STEP 9.1 Check the status of data upon completion of a project 

 Agree with your supervisor/project manager about whether or not data shall be deleted or 

made available for further research. Check to ensure that this complies with the consent 

obtained and whether or not any changes are necessary in respect of privacy notification and 

the Data Management Plan. 

STEP 9.2 Delete data or transfer data to permanent storage 

 Delete data if it is not be used again in your own or someone else’s project. 

https://www.uio.no/tjenester/it/sikkerhet/hjelp/sikker-oppbevaring/kryptert-minnepinne.html
https://www.uio.no/tjenester/it/sikkerhet/lsis/tillegg/lagringsguide.html
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 If data is to be made available for future use, it must be transferred to the NSD or 

other services which have facilities for storing research data. Any necessary metadata 

and additional information must also be included. 

 
 

 

Signed confirmation for completed procedures 
 

STEP Date Student’s signature Supervisor’s signature 

Steps 1-4: 
Data is classified, the 
consent form has been 
drawn up, the Data 
Management Plan has 
been compiled and 
notificaton to the Data 
Protection Officer has 
been signed. 

   

Steps 5-7: 
Collection and storage 
has been carried out in 
accordance with 
current procedures 

   

Steps 8-9: 
Anonymising and deleting 
data has been carried out, 
or data has been cleared 
for continued storage for 
use by others 

   

 


